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1. Introduction

The QlAcuity Software Suite Backup and Restore Scripts for Software Suite version 3.1 or higher are a standalone solutions
to backup all relevant user data of the QIAGEN® Software Suite for disaster recovery and fo restore the data on a new or
existing QIAGEN Software Suite installation. The backup can be conducted manually or automated by using of the
Windows® task scheduler. In detail, the following data are backed up:

1. User Management Database

Audit Trail Database and Tracker setting

Volume Precision Factor (VPF)

Plates

Plate Templates

Reports

Archive configurations (archive location, automatic archiving setting)

© N o o0 K~ WD

Instrument registration list

The plate archive is not part of the backup.
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2. Compatibility

The QlAcuity Software Suite Backup and Restore Scripts for Software Suite 3.1 is designed for backup and restore of the

QlAcuity Software Suite version 3.1 or higher. For older versions, refer table below:

QlAcuity Software Suite version Compatible Backup and Restore Scripts version User manual for Backup and Restore Scripts
3.0 QlAcuity Software Suite Backup and Restore Scripts for www.giagen.com/HB-3636

version 3.0
2.5.0.0,2.5.0.1,and 2.5.1.0 QlAcuity Software Suite Backup and Restore Scripts For www.qgiagen.com/HB-3516

QlAcuity Software Suite 2.5 version 2

2.0,2.1.7,2.1.8,and 2.2 QlAcuity Software Suite Backup and Restore Scripts for www.giagen.com/HB-3431
QlAcuity Software Suite version 2.2 or lower
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https://www.qiagen.com/de/resources/resourcedetail?id=813df903-8280-484c-a247-43239b7e337d
www.qiagen.com/HB-3636
https://www.qiagen.com/us/resources/resourcedetail?id=ff3527bc-d080-439b-baee-c9c085659722
https://www.qiagen.com/us/resources/resourcedetail?id=ff3527bc-d080-439b-baee-c9c085659722
www.qiagen.com/HB-3516
https://www.qiagen.com/de/resources/resourcedetail?id=a830e23e-440a-4386-9bbf-1b208713d8be
https://www.qiagen.com/de/resources/resourcedetail?id=a830e23e-440a-4386-9bbf-1b208713d8be
www.qiagen.com/HB-3431

3. Preconditions

Windows administrator permission is needed fo setup and perform an automated backup and for manual backup and

restore.

Visit www.gqiagen.com and go to the Latest Software Version section of the QlAcuity product page to download the backup

and restore package.

Unzip the downloaded package to a location of your choice. Please note that suite_backup.exe, suite_backup.ps1, and

suite_rollback.exe must be in the same directory.

To access network folders for backup and restore, the UNC (Universal Naming Convention, \\servername\path) path format

has to be used.

For example, if you have a mapped network drive on the source PC of your backup, you can identify the UNC path by using
the command “net use” in a PowerShell® or CMD command prompt. If you do not know how to do this, please contact your

local IT administrator.

Important: To ensure data integrity of the databases during backup and restore, the QlAcuity Software Suite is terminated for
backup and restore. No plate runs, analyses, archiving, or any other functionality will be available during backup or restore.
Please make sure that the backup and restore run only if no plate run and analysis or automatic archiving is in progress;
otherwise, the data will be lost. If automatic archiving is activated, it will start at T AM Suite PC time and will be skipped if

the QlAcuity Software Suite is still terminated for the backup or restore at that time.

Note: The time required for a backup depends on various factors such as the size of the databases, the speed of the interface

of the backup device (USB, network, etc.), and the utilization of the PC where the backup or restore script was started.

You can estimate the duration of the backup by using the following equation:

Size of Suite Directory + Size of PostgreSQL Data Directory

Estimated Backup duration= 3
ystem performance

Suite Directory = C:\Program Files (x86)\QIAcuity Software Suite

PostgreSQL Data Directory = C:\ProgramData\QIAcuity\SuiteDbData

As an example, assuming an overall available system performance of 70 Mbytes/s and a Suite Directory + PostgreSQL Data

Directory size of 100 GByte, the backup takes approximately 24 minutes.
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4. Start the Backup Manually

Open the backup and restore directory with the file explorer and run suite_backup.exe as administrator.

The backup script starts with opening a command shell window showing the output of the script that is also logged into the

data_backup.log file. The standard setting for the Suite directory and backup file target drive and directory (C:\) are used.

If you want to change the target drive or directory, you can run the script from the command line providing the target as a
parameter. For example, the target is a local drive and directory D:\Backup, then the command line is “suite_backup

D:\Backup”.

Bl Command Prompt — O ot

ckup_Restore_ Scripts»suite_backup D:\Backup

If the target is a network share, the UNC convention for the target has to be used; the command line is “suite_

backup\\backupserver_name\backupdirectory”.

Note: When typing in the command lines, enter the exact text described above, including all spaces in between the

command.
In each case, the backup is being stored in a subdirectory suite_backup_%timestamp% of your backup directory.

Important: Following the best practices for backing up data, ensure that each backup is restorable before archiving it. If you

do not know how to do this, please contact your local IT department.
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5. Setup an Automated Backup with Microsoff” Task Scheduler

1. Search for the windows task scheduler application and run it.

Q lasksd
&< @ Apps Documents Web Settings Folders Photos > ﬁ

Best match

I T, Task Scheduler

System

Search the web Task Scheduler
System

Q, task sc - See mare search results >

Q task scheduler >

Open

& O

task scheduler library 'S Run as administrator

o

Open file lacation
task scheduler application >
Pin to Start

task scheduler cpen >

L

Pin to taskbar

task scheduling software >
task scheduler cmd >
task sceh e

Q
Q
Q
Q. task scheduler windows 11 >
Q
Q
Q
Q

task scheduler 0x1 >

Q Search wpims B -

2. Select Create Task... action from right menu (highlighted).

@ Toske Scheder - 0 x
Fie Acion View Help
=@ EE
(0 Tosk Scheduler (Loca) Task Scheduler Summay (Last refreshec: 1/20/2025 9:4:50 AM) Actions.
> 2 Tesk Scheduler Library Tk Schedule (Local) -~
[[Ovendew of Tk Scheduler =
a Compute..
(o) Youcanuse o To begin, T Create Basic Task..
y,
< © CremeTask.
Import sk
[ Display All Running Tasks.
] Enble AlTosks Hisery
Tosk Satus 7
B onfiguration
Statusof sk tht hve stated i the following time prioc Last28 hours v View »
Summary: 0 total - 0 running, 0 succeeded, 0 stopped, 0 failed @ Refresh
Help
Task Name. RunResut RunStart fum End Tiggered By
ActiveTasks -

Summary: 120totel

ToskName. Next Run Time. Triggers Location
! 10:3750 AM S
Consolidator 1/20/2025120000PM  At1200 AMon 1/2/200..  \MicrosoftWindows\C..
UnifiedConsentsyncTask 1/20/2025120000PM  Multiple triggers defined  \Microsoft\Windows\C..
Schedule Sean 1/20/2025122054PM  At1200PM on 1/1/2015... \MicrosoftWindows\U.
QueveReporting 1/20/20251264TPM  Multple triggers defined  \Microsoft\Windows\Wi
RefreshCache. 1/20/2025 14023PM  Multple triggers defined  \Microsoft\Windows\Fi..
Microsoft C 172008
172008
SpeechModeDonioadTask. V212025 3411TAM  AU1200AMon 1/1/200..  \Microsoft Windows\Sp...
Device
Lost refreshed at 1/20/2025 9:4:50 AM Refresh
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3. In the General tab, choose a name for the task.

(® Create Task x

General Triggers Actions Conditions Seftings

Name: Suite backup|
Locatiom: 1\

. Author win11-013\mruser |
Description:

Security options
When running the task, use the following user account:
win11-013\mruser Change User or Group...

© Run enly when user is logged on
(O Run whether user is logged on or not

Do not store password. The task will only have access to local computer resources.

[J Run with highest privileges

() Hidden Configure for. | Windows Vista™, Windows Server™ 2008 v

4. In Security options of the Create Task window, you will have to choose whether you want to see error messages (in case

of an error) like this or not:

a.

If you want to run the backup only when a user is logged on, to be informed of errors in that manner, pick the options
as highlighted in the screenshot below. The backup process will be performed only when you are logged in, and you
will see the error messages as presented in the screenshot below. In addition, any error will be logged in the backup

log file.

(B Create Task >

General Triggers Actions Conditions Settings

MName: Suite backupl
Location:  \

Author: winl11-013vmruser
Description:

Security options
When running the task, use the following user account:

win11-013\mruser Change User or Group...
© Run only when user is logged on
() Run whether user is logged on or not

| Do not store password. The task will only have access to local computer resources. |

B Run with highest privileges

] Hidden Configurefor:  Windows Vista™, Windows Server™ 2008 ~
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File Action View Help

s
B Task Sche " — ‘Actions
& Tosk s ABackupScripts\auite back X+ v ety 00 Author Created T Schedler by 2
E:\SuiteBackups is a valid path for backup ccesstuly. (0x0) B Crese Basc Tk
ccessfuly. (x0)  Microsoft Corporation + Creste ok,
Microsoft Corporation .
Directory: E:\SuiteBackups ccessfully. 00) winl1-013\mruser  1/20/2025 12:11:10 PM Import Task.
3 Display AllRunning Tsks
G Enable All Tsks History
Mode LasthiriteTine Length Name New Folder
- 1/20/2025 12:50 PM suite_backup_20012025_125000 View 4
R ———— 3 Refresh
QIAcuity Software Suite Backup Script Log Header B Hep
Start time: 2025-01-20 12:50:00
Username: mruser Selected tem s
RunAs User: winl1-813\nruser » Run
Machine: win11-013 (win11-13) 8 End
Host Application: PSRunspace-Host
Process ID: 2928 ¥ Oasble
PSVersion: 5.1.22621.3958 Export
PSEdition: Desktop > Properties
BuildVersion: 10.0.22621.3958 X oelce
CLRVersion: 4.0.30319.42000
Whanstaciersion: 3.6 iy S S g B

er:
PSRemotingProtocolVersion: 2.3

SerializationVersion: 1.1.8.1 ) n . b disk for backup. Dat
BackupScriptVersion: 3.X ad) E1GE s30car75565 1 fee ok space: 5512650625 M.
Start backup processing. Backup directory E:\SuiteBackups\suite_backup_20012)

th: E:\SuiteBackups)

Security options.
When running the task, e the following user account:
Run only when user is logged on
Run whether users logged on or not
Do not store password. The task will only have access to local resources

Run with highest privileges

Hidden Configurefor: Windows Vists™, Windows Server

b. If you want to run the backup process in the background without a user logged in, pick the options as

the screenshot below. With this option, any backup errors will be logged in the backup log file only.

Create Task >

. General Triggers Actions Conditions Settings [

MName: Suite backup
Location: %

Author: win11-013\mruser
Description:

Security options
When running the task, use the following user account:

win11-013\mruser Change User or Group...

Run only when user is logged on
© Run whether user is logged on or not

] Do not store password. The task will only have access to local computer resources.

B Run with highest privileges

) Hidden Configure for:  Windows Vista™, Windows Server™ 2008 ~

QK l Cancel
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5. In the Triggers tab, click the New... button.

(B Create Task

. General Triggers Actions Conditions

Settings 3

When you create a task, you can specify the conditions that will trigger the task.

Trigger Details

Status

Mew... Edit... Delete

Cancel

The New Trigger configuration window allows to define when the backup action should be performed.

| Mew Trigger

Begin the task:  On a schedule

! Settings

>

() Onetime

Start: | 172072025 [ |[11:47:37 AM

= | [J Synchronize across time zones

© Daily
() Weekly
() Monthly

Advanced settings
[_] Delay task for up to (random delay):

] Repeattask every: 1 hour

[] Stop task if it runs longer than:

[ Expire:

N INIE
fellf 2020

B Enabled

Recur every: 1

days

1 hour

3 days

11:47:30 AM = Synchronize across time zones

Cancel
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6. Go to the Actions tab, and click the New... button:

(B Create Task X

General Triggers Actions  Conditions Settings

When you create a task, you must specify the action that will occur when your task starts,

Action Details

Mew... Edit... Delete

7. In the New Action window, you have to provide the path to the backup script on your disc (“Program/script” text areal)

and your desired, existing directory to store the automatic backups (“Add arguments (optional)” text area).
If the target is a network share, the UNC convention for the argument has to be used; for example, \\backupserver_
name\backupdirectory. Finally, click OK.

| New Action >

*fou must specify what action this task will perform.

Action:  Start a program v
Settings
Program/script:
Ch\BackupScripts\suite_backup.exe Browse...
Add arguments (optional): Ci\SuiteBackups|

Start in (optional):
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| (® Create Task

General Triggers Actions Conditions Settings

When you create a task, you must specify the action that will occur when your task starts,

Action
Start a program

Details

C\BackupScripts\suite_backup.exe Ch\SuiteBackups

MNew...

Edit... Delete

Configuration in the Conditions and Settings tabs is up to your needs. For the most common case, nothing needs to be

adjusted from the default.

General

Specify the conditions that, along with the trigger, determine whether the task should run.
run if any condition specified here is not true.

| {® Create Task

Triggers Actions Cenditions

The task will not

Idle

[CJ Start the task only if the computer is idle for:

Stop if the computer ceases to be idle

Restart if the idle state resumes

10 minutes

1 hour

Power

B Start the task only if the computer is on AC power
@ Stop if the computer switches to battery power

] Wake the computer to run this task

Metwork

[CJ start only if the following network connection is available:

Any connection
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(B Create Task X
General Triggers Actions Conditions Settings
Specify additional settings that affect the behavior of the task.
u Allow task to be run on demand
[ Run task as soon as possible after a scheduled start is missed
[ If the task fails, restart every: | i
Attempt to re

B Stop the task if it runs longer than:

@ Ifthe running task does not end when requested, force it to stop

| ] Ifthe task is not scheduled ta run again, delete it after: 30 days |

If the task is already running, then the following rule applies:

Do not start a new instance -

9. With Triggers and Actions tab filled, click the OK button. In case the configuration to run the backup in the background

was selected, Windows will ask you for the password of the user account running the task. Provide it, and click OK.

After that step, you can see your task in the Task Scheduler Library view.

@ Task Scheduler

File Action View Help

«= |25 BE
ocal)

> (s Task Scheduler Library

Status Triggers Next Run Time Last Run Time. Last Run Result Author Crested Actions)

Ready Maliple tiggers defined 1/21/2025 S0T49AM 1720720254739 AM  The aperation completed successuly, (0x0) Tok Scheduler Librry R

Ready At &:37 AM every day - After riggered, repeat every 1 hour for a duration of 1 day. 1/20/2025123750PM 1/20/2025 11:47:39AM  The operation completed successfully. (0x0) T Create Basic Task.

Ready At 10 AM on 1/15/2025 - Afer riggered, repest evry AM The opertion completed successfully. (6x0)  Microsoft Corporation

Ready At 500 AM on 5/1/1992 - Afer iggered,repeat very 1000000 ndefinicly. _ 1/21/2025 84313 A 1/20/2025 34739 AM __(OxGOOAEEDS) Micrscft Corporation
AL 1215 PM evey dy 1/20/202512:1543PM 11/ 000 AM )

% Create Task
Import Task

[ Display All Running Tasks

] Enable Al Tasks History

wint1-013\mruser _1/20/2025 12:11:10 PM

1 New Folder.
View »
(G Refresh
H Hep
Selected tem -
b Run
= End
& Disable
Export

General Triggers Actions Conditions Settings _ History (disablec) & Properties

Name  Suite backup. K Delete
Location:  \ H Help
Author wint1-013\mruser

Description:

Security options
When running the task, use the following user account:
Run only when user s logged on
Run whether user is logged on or not
Do not store password. The task wil only have access to local resources

Run with highest privileges

Hidden Configurefor:  Windows Vista™, Windows Server™ 2008

The windows task scheduler will from now on automatically start the Suvite Backup Task and create the Suite backups as

configured in the task.
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Inside each timestamped backup folder (suite_backup_%timestamp%), the backed-up files along with a backup log file
and a rollback script are stored.

SuiteBackups

<«

@ New

£ Home
1) Gallery

> @ OneDiive

0 Desktop
L Downloads
(5 Documents
IR Pictures
© Music

£ Video:

~

»

.

» v s

»

plates - DO NOTRE

1 SuiteDbData

= someFolder

v B TispC

> = Windows (C)

> = Temporary

Storag

> = New Volume (E)

> 9 Network

3items

X+

G O > ThSPC > Windows(C) > SuteBackups >

NoSot v = View -

Name Date modified
7 suite_backup_18012025123001

2 suite_backup_19012025_123001

= suite backup_20012025.123001 1/20/2025 12:32 PM

- o X
Search SuiteBackups Q
(B Details
e Size
File folder
File folder
File folder
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6. Restore a Backup

Important: In case of a disaster recovery, install the QlAcuity Software Suite first. Please make sure that the software version

is identical to the version of the backup.

Important: The rollback script will restore the data of the backup to the QlAcuity Software Suite Installation directories and

overwrite existing data.

To restore a backup, run suite_rollback.exe as administrator inside the desired backup folder and follow the instructions.

suite_backup 2001202512300 X 4

&« M~ @ O > ThisPC > Windows(C) > SuiteBackups > suite backup_20012025.123001 >
@ New v % ) @) ® W M Sort = View
A Home Name Date modified Type Size
i 1 File fold
) ety config ile folder
events 1 File folder
> @ OneDrive
images 1 File folder
permissions 1 File folder
i Desktop postgres 1/20, 30 il folder
L Downloads reports 1 File folder
J Documents security 1/16, File folder
1A Pictures =] data_backup 1 Text Document
[3] Qiaidentity 1 Data Base File
) Music
£ suite_rollb--- 073019074 457 O Agplication
3 videos

% O & B W

plates - DO NOTRE

SuiteDbDats [ Open Enter
3
someFolder & Share
® Run as administrator
« [l ThispC £ Pinto Start

A——— ¥ Add to Favorites

c to ZIP il

> w= Temporary Storag £1 Compress to ZIP file

5> = NewVolume (E) @ Copy as path CtrlsShift+C
J Properties Alt-Enter

> & Network

W

i Editin Notepad

[

Show more options

Confirm that the backup data can be restored to the target location by entering “rollback” into the textbox. This will overwrite

the data at the target location.

suite_backup 2001202512300 X+
6 casuteBackupsisite backup X+ v

J§ Q1Acuity S e Suite Rollback Script Log Header
5-01-20 12:59:45

r
win11-013\nruser

Machine: win11-013 (win11-013)

Host Application: PSRunspace-Host

PSEdition: Desktop
BuildVersion:
CLRVersion:
WSManStackVer

RollbackScriptVers:
RS ——
Start backup rollback processing. . 2 Rolback

Using ti

be lost. v

backup?

1f you want o proceed,type “rallback” into text box below and press
Confirm.

I

= Temporary Storag

= New Volume ()

48 Network

After the rollback has finished, the command window closes and the QlAcuity Software Suite can be opened again.
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7. Troubleshooting

The backup and restore scripts are logging the progress and results in log files. For the backup script, the logged information

is located in ...\suite_backup_%timestamp%\ data_backup.log.

For the restore script, the logged information is located in C:\Program Files (x86)\QlAcuity Software Suite\backup_
rollback.log.

In case of an error, like incomplete backup, empty backup directory, or incomplete restore, please check the log files for

errors.
Error Solution
PS>TerminatingError(): "service QlAcuitySuite cannot be stopped" Run the backup script with administrator rights.

>> TerminatingError(): "service QlAcuitySuite cannot be stopped" Backup failed: service
QIAcuitySuite cannot be stopped

The command line window closes itself right after the script gets started and the backup Check that the user performing the backup has permission to
directory is not created on the network drive, no log is present write on the network drive.
Error message pop up during manual backup about not enough disk space. The command Check the disk space at the backup target location

line remains open.

up.log
11 be created (original root path: D:\).

There is not enough disk space for backup. Data size:
623.246499061584 MB, free disk space: 18.8515625 M.

ox

For automated backup, the error message “PS>TerminatingError(): "There is not enough disk
space for backup.” is present in the data_backup.log file, resulting in no files in the backup
directory

Backup restore made by Windows user different than the one who installed Suite causes Restore the backup one more time.
internal error while trying to log in to the application.
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7.1. Inconsistency of regional settings during restoring from backup

In case the following pop-up window appears during backup restoration, change the regional setting of the operating system

to meet the regional settings that was set during installation of backed-up QlAcuity Software Suite, as stated in the warning.

asl Warning — O *

The rollback of the backup cannot be executed due to incompatible
regional language settings!

Regional settings during backup: de_DE
Current regional settings: English_United States. 1252

The rollback script will be now terminated. Please switch the regional

gettings to the one used for creating the backup and reinstzll the
QlAcuity Software Suite before running the rollback script.
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Document Revision History

Revision Description

January 2025 Initial release for Software Suite version 3.1 or higher.
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For up-o-date licensing information and product-specific disclaimers, see the respective QIAGEN kit handbook or user manual. QIAGEN kit handbooks and user
manuals are available at www.qiagen.com or can be requested from QIAGEN Technical Services or your local distributor.

Trademarks: QIAGEN®, Sample to Insight®, QlAcuity® (QIAGEN Group); Microsoft®, PowerShell®, Windows® (Microsoft Corporation). Registered names,
trademarks, efc. used in this document, even when not specifically marked as such, are not to be considered unprotected by law.

HB-3659-001 01/2025 © 2025 QIAGEN, all rights reserved.
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