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Introduction

The purpose of this document is to support with installation and troubleshooting connectivity
issues observed on the QlAcuity system. It is complementary to other documents, such as the
QIAcuity User Manual.

About this guide
This installation guide provides information about QlAcuity in the following sections:

¢ Introduction

¢ Laptop Technical Specifications

¢ Installation/Update Procedure

* Network Configuration

* QlAcuity-Approved Configuration for Installation/Update
 Checking services.msc in Windows

* Directories to be Whitelisted

* Checking Time Zone

 Change of IP Address

* Warning: New Software Suite Detected

 Configuring Network Drive as Archive

¢ PostgreSQL Not Upgraded to 15 on Software Suite 2.5 or Newer
* Software Suite IP Address “Cannot set own URL as master”

 Linked Documents
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General information

Technical assistance

At QIAGEN®, we pride ourselves on the quality and availability of our technical support. Our
Technical Services Departments are staffed by experienced scientists with extensive practical
and theoretical expertise in molecular biology and the use of QIAGEN products. If you have
any questions or experience any difficulties regarding the QlAcuity or QIAGEN products in

general, do not hesitate to contact us.

QIAGEN customers are a major source of information regarding advanced or specialized
uses of our products. This information is helpful to other scientists as well as to the researchers
at QIAGEN. We therefore encourage you to contact us if you have any suggestions about

product performance or new applications and techniques.

For technical assistance and more information, see our Technical Support Center at
www.qiagen.com/support/technical-support or call one of the QIAGEN Technical Service

Departments or local distributors (see back cover or visit www.qiagen.com).

Policy statement

It is QIAGEN's policy to improve products as new techniques and components become

available. QIAGEN reserves the right to change specifications at any time.

To produce useful and appropriate documentation, we appreciate your comments about this

installation guide. Contact QIAGEN Technical Services.
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Laptop Technical Specifications

Hardware
ID Feature Value
HWO1 System model HP ZBook Fury 15 G8
HWO02 CPU Intel® Core™ i7-11800H @ 2.3 GHz
HWO03 Chipset In processor integrated.
HWO04 Memory 16 GB DDR4-3200 SDRAM
HWO05 L3 Cache 24 MB
HWO06 Graphics Intel UHD Graphics, NVIDIA RTX A2000 4GB GFX
HWO07 Communications Ethernet: Intel 1219-V GbE, non-vPro
WLAN: Intel Wi-Fi® 6 AX201 (2x2)
Bluetooth: Bluetooth® 5 Combo
HWO08 Audio HD audio, dual speakers, dual array microphone
HWO09 Hard disk 512 GB - (available 476 GB) PCle (NVMe) TLC SSD
HW10 Media device None
HWT1 USB interface 1 USB 3.1 Gen 1 (1 charging)
1USB3.1Gen 1
HW12 Serial interface None
HW13 Parallel interface None
HW14 Additional serial interface None
HW15 Card slots 1 micro SD
HW16 Display 15.6" LED backlight FHD (1920 x 1080)
HW17 Keyboard Integrated Keyboard, US International
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ID Feature Value

HW18 Mouse None

HW19 Battery HP Long Life 8-cell, 94 Wh Li-ion polymer
HW20 Power External 200W Smart AC Adapter
HW21 Laptop dimensions (W x D x H) 36.1x24.25x2.60 cm

HW22 Weight 2.35kg

HW23 Warranty 3 years maintenance offsite support
HW24 RMN (Regulatory model number)  HSN-C13C-5

BIOS setting and Image properties

ID Feature Value
BSO1 BIOS > Advanced > System Options > Virtualization Enabled

Technology (VTx)
BS02 BIOS > Security > Secure Boot Configuration Disabled
BSO3 BIOS > Advanced > Boot Options > Fast Boot Disabled
BS04 BIOS > Advanced > Boot Options> UEFI Boot Order  Enabled

M.2 SSD: Windows Boot Manager USB

BSO5 BIOS > Advanced > Built-In Device Options > Disabled

Wireless Network Device (WLAN)
BS06 BIOS > Advanced > Built-In Device Options > Disabled

Bluetooth
BSO7 BIOS > Advanced > Boot Options > Network (PXE)  Disabled

Boot
BSO8 Partition layout All available space allocated to one C-
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partition (GUID partition table)

Remark: Partition structure and size is not part
of the image and needs to be set during
staging



Software

ID Feature Value

0Ss01 Operating system Windows 10 Enterprise LTSC 64-bit
Build 21H2 English
Release Date: October 12, 2021
OS Build: 19044.1288
including all security patches up to October 2021

0S02 Installed software Acrobat® Reader® DC: 2022.001.20169
.NET 3.5: 3.5.30729.4926
Chrome™ browser: 104.0.5112.81
Microsoft Edge®: 105.0.1343.27
Microsoft Visual C++: 2012 (x64) 11.0.51106
Microsoft Visual C++: 2012 (x86) 11.0.51106
Microsoft Visual C++: 2013 (x64) 12.0.21005

Microsoft Visual C++: 2015-2019 Redistributable
(x86) 14.22.27821.0

Microsoft Visual C++: 2015-2022 Redistributable
(x64) 14.32.31332

Windows features:

o Deselect Media Features

0OS03 User name None

OS04 Computer name None

0S05 Settings > System > Display > Advanced Resolution: 1920 x 1080
Settings > System > Display Orientation: Landscape
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Feature

Value

OS06

(ON 4

OSs08

0S09

Os10

OS11

OS12

0OS13

Os14

Settings > Power & sleep

For Advanced settings

Settings > Power & sleep > Additional power
settings

Settings > Time & Language

Settings > Time & Language > Region

... > Additional date, time & regional settings >
Change date, time or number formats > Additional
seftings...

Settings > Accounts
Settings > Personalization > Background

Settings > Personalization > Themes >
Advanced sound settings

Settings > Personalization > Themes > Lock Screen

Settings > Personalization > Themes > Desktop Icon
Settings
Settings > Accounts

Computer Management > Local Users and Groups >
Users
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Plan: “Balanced (recommended)”

Settings: On battery  Plugged in
Turn off the display: 5 minutes ~ Never

Put computer o 30 minutes  Never
sleep:

Advanced setting: On battery  Plugged in
Sleep dfter: 30 minutes  Never
Hibernate after: 60 minutes  Never

Time zone “(UTC) Coordinated Universal Time”

Region / language: user input during Windows
sefup

Keyboard layout: user input during Windows setup
Recommended [English (United States)]

Leave / reset all settings regarding Numbers,
Currency, Time and Date as / to default values

None
None

None

None

None

None



ID Feature Valve
0Ss15 Settings > Devices > AutoPlay None
OS16 Settings > Update & Security > Backup No backup
0s17 Settings > Update & Security > Windows Security > On for all locations
Firewall & network protection Incoming connections: Blocks all incoming
connections, including those in the list of allowed
apps. For further details, please refer to”Firewall -
Advanced settings”.
0s18 Control Panel > All Conrol Panel ltems > None
Security and Maintenance >
Change Security and Maintenance settings
0Ss19 Edit Group Policy (gpedit.msc) > Computer Configure Automatic Updates: Disabled
Configuration > Administrative Templates >
Windows Components > Windows Update
0S20 Start > Windows Administrative Tools > Defrag- Scheduled optimization enabled (“Scheduled optim-
ment and Optimize drives ization is turned ON")
0821 Indexing Options No “local disk” indexing locations (only Favorites,
Internet Explorer History, and Start Menu)
08522 Edit Group Policy (gpedit.msc) > Ifit is sef to “Not Configured” (default), the behavior
Computer Configuration > Administrative Templates is like “Always ask before sending data”.
> Windows Components >
Windows Error Reporting > Consent > X
5 Set to enable; below the Options, set the Consent
Configure Default consent Y :
level (combo box) to “Always ask before sending
data”.
0S23 Edit Group Policy (gpedit.msc) > User Configuration  Turn off the Store application: Enable
> Administrative Templates > Windows
Components > Store
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Feature

Value

OS24

0825

0S26

0OSs27

0s28

0829

OS30

Disable Auto Updates on Acrobat reader
Search box: Task scheduler Task Scheduler Library

Additionally change registry value:

HKEY_LOCAL_MACHINE\SOFTWARE\
WOW6432Node\Adobe\

Adobe ARM\Legacy\Reader\
{AC76BA86-7AD7-1033-7B44-ACOF074E4100}
Disable Windows Bitdefender Antivirus:

Edit Group Policy (gpedit.msc) > Computer
Configuration > Administrative Templates >
Windows Components > Windows Defender
Antivirus

Disable a memory compression:
Windows PowerShell (Admin)

File Explorer Options:
File Explorer > View / Options

No drive indexing:

File Explorer > Show properties of Local Disk (C:) >
General tab

Control Panel > All Control Panel ltems > Power
Options > System Settings

Ensure FIPS compliance is disabled:
Start secpol.msc  (Local Security Policy App)

Local Policies > Security Options >
System cryptography
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Adobe Acrobat Update Task: Disable (using right
mouse click)

Change value Mode from 3 to O

Turn off Microsoft Defender Antivirus: Enabled

Disable-MMAgent -mc

None

Compress this drive to save disk space: unchecked

Allow files on this drive to have contents indexed in
addition to file properties: unchecked

Set
When | close the lid to:

»  On battery: Do nothing
« Plugged in: Do nothing

Check that option:

Use FIPS compliant algorithms for encryption,
hashing, and signing is disabled.

This setting is disabled by default.



Firewall — Advanced settings

Inbound connections

Disable by default with following exceptions:

Group Rule Protocol  Llocal Port  Program

Core Destination Unreachable (ICMPv6-In) ICMPv6 Any System

Networking
Destination Unreachable Fragmentation Needed ICMPv4  Any System
(ICMPv4-In)
Dynamic Host Configuration Protocol (DHCP-In) ubP 68 svchost.exe
Dynamic Host Configuration Protocol for IPv6(DHCPV6-  UDP 546 svchost.exe
In)
Internet Group Management Protocol (IGMP-In) IGMP Any System
IPHTTPS (TCP-In) TCP IPHTTPS System
IPv6 (IPv6-In) IPv6 Any System
Multicast Listener Done (ICMPvé-In) ICMPv6 Any System
Multicast Listener Query (ICMPv6-In) ICMPv6 Any System
Multicast Listener Report (ICMPv6-In) ICMPv6 Any System
Multicast Listener Report v2 (ICMPv6-In) ICMPv6 Any System
Neighbor Discovery Advertisement (ICMPvé-In) ICMPv6  Any System
Neighbor Discovery Solicitation (ICMPv6-In) ICMPv6  Any System
Packet Too Big (ICMPvé-In) ICMPvé Any System
Parameter Problem (ICMPvé-In) ICMPvé Any System
Router Advertisement (ICMPvé-In) ICMPv6 Any System
Router Solicitation (ICMPv6-In) ICMPv6 Any System
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Group Rule Protocol Local Port  Program

Teredo (UDP-In) UDP Edge svchost.exe
Traversal

Time Exceeded (ICMPv6-In) ICMPv6 Any System

Network (LLMNR-UDP-In) UbP 5355 svchost.exe

Discovery

(all Private) (NB-Datagram-In) UbP 138 System
NB-Name-In) ubp 137 System
(Pub-WSD-In) UDP 3702 svchost.exe
(SSDP-In) UDP 1900 svchost.exe
(UPnP-In) TCP 2869 System
(WSD Events-In) TCP 5357 System
(WSD EventsSecure-In) TCP 5358 System
(WSD-In) UDP 3702 svchost.exe

Remote (DCOM-In) TCP 135 svchost.exe

Assistance
(PNRP-In) uDP 3540 svchost.exe
(RA Server TCP-In) TCP Any raserver.exe
(SSDP TCP-In) TCP 2869 System
(SSDP UDP-In) UbP 1900 svchost.exe
(TCP-In) TCP Any msra.exe

Outbound connections

Allow by default.
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Installation/Update Procedure

Fol

low the detailed step-by-step instructions provided in the QIAcuity User Manual.

Prior to the installation/update, check the following:

Ensure that the QlAcuity Software Suite is set up according to one of the approved

configurations (see “Network Configuration”).

Ensure that the Software Suite PC has no other active networks connected when QlAcuity

Software Suite is installed or upgraded.

Ensure that there is enough space on the hard drive for the backup to be created.
Ensure that the web browser is updated to the latest version available.

Turn off the standby/hibernation setftings in the Windows configuration screen.

Ensure that you are logged into Windows on the Software Suite PC as any user with full

administrator rights.

Do not run the QlAcuity Software Suite installer from USB stick or from within the zipped

file prior to unzipping it.

Always unzip and copy to desktop of Software Suite PC, then run the installer as

administrator from that location

Note: Windows 10 and Windows 11 are supported since QlAcuity Software Suite version

3.0. Earlier QlAcuity Software Suite versions might also be working correctly, but they have
been verified with Windows 10.
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Network Configuration

The network configuration is presented in the scheme below:

Direct or network connection

QlAcuity Instrument(s)

Network connection(s) 1L

0

QlAcuity Software Suite Server Instance

- Laptop OR Customer PC OR customer Virtual Machine

* Operating System = Windows 10/ Windows 11/
Windows Server 2016 / Windows Server 2019 as

+ Internet Browser = Chrome/Firefox/Edge

1
]
¥

Software Suite Client(s) 1 |

* Physical computer (tower/laptop) ..
- AnyWindows OS / MAG OS / Linux ’

* Software Suite Installation .- : zﬂe;;z;::iesr;iﬁr::;ﬁ:;fjx/Edge .
Direct connection IP address Subnet mask Gateway
QlAcuity instrument 192.168.1.2 255.255.255.0 192.168.1.1
QlAcuity Software Suite Server Host 192.168.1.1 255.255.255.0 192.168.1.254

Local network
QlAcuity instrument

QlAcuity Software Suite Server Host
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Network Connections

Function Source (host/IP) Destination (host/IP) Protocol Port

instrument access to Service software ~ QlAcuity Server Host HTTPS/TLS 8687

QlAidentity initiation QlAcuity Server Host HTTP 8080

QlAidentity authentication QlAcuity Server Host HTTPS/TLS 44321
Server Host QlAcuity UbP 123

User access to Service web interface  local web Server Host HTTPS/TLS 8687
browser

Optional: QIAGEN Remote Support  Server Host https://qsupport.qiagen.com ~ HTTPS/TLS 443
Solution

Note: All ports except for the QIAGEN Remote Support Solution are mandatory.

Potential issue: Port opened but routed in opposite direction

Connectivity issues reported on QlAcuity Software Suite version 2.5.0.1

Root cause: Local IT set up the mandatory ports required for communication; however, one of
them (port 44321) was routed in the opposite direction. This resulted in a partially working
network communication instead of network communication failure (probably due to smart
firewall-interrupting communication of not matching rules traffic after establishing associated
traffic initiation). When fixed and routing has been allowed in the correct direction, the

QlAcuity instrument must be restarted to trigger a new certificate synchronization.

Note: For QlAcuity software version 3.0, the test connection function improves significantly,

for example, the error message will state which port cannot be reached.
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QlAcuity-Approved Configuration for
Installation/Update

Direct connection

Ethernet cable (RJ 45)

| — —

QlAcuity Instrument QlAcuity Software Suite
(QIAGEN-provided laptop host)

QlAcuity Software Suite host
Windows 10/11
Internet Browser = Chrome/Firefox/Edge

Local network

| : Local Network |

Update packages plate pians / VPF

S Y s B [1] @
—
UsB storage E] UsB storage N
— g
—

=) | — —

Audit / Support packages POF reports / Support packages / Audit
QlAcuity Instrument QlAcuity Software Suite

(QIAGEN-provided laptop host)

5
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QRSS solution

Remote use cases For Enhanced Support

= Pull log files from the instrument

QRSS

QIAGEN Remote Support Solution

Remote support ON Remote Patch/protocol/assay files deployment

Customer training

Customer intrenet QIAGEN Interface, settings troubleshooting

Sen// Sperlewm—— Secure Solution:
« Based on industry trusted platiormBeyondTrusen

Only QIAGEN trained representative may use remote
access with a mult factor authentication.

Any remote session must be validated by an osite user

* QRSS communications use a single hitps port 443 with
TLS1.2 {or higher] encryption

Sole Requirement:

* One outbound connection to be whitelisted (port 443)

https://qsupport.giagen.com
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Checking services.msc in Windows

Service feature in Windows shows status on all running applications. Search “QIAcuitySuite”,

"QlAcuity-postgresgl-15”, and “QlAidentity” to confirm status of these applications.

Find “QlAcuitySuite”, “QlAidentity”, and “QlAcuity-postgresql-15” on the list. Right click on
them, and if the Status column is empty, press Start, but if the Status column says “Running”,

press Restart.

Name Description Status Startup Type Log On As

&'i?leAcuity—postg resql-15 Running Automatic Local System
Q;QIAcuitySuite Running Automatic Local Service
Q;QIAidentity Running Automatic Local System

Note: Services names might slightly differ in earlier software versions.
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Directories to be Whitelisted

The Windows user account that is used to install the QlAcuity Software Suite should have full
access to the following directories. Moreover, these directories should not be blocked by any
firewall nor third-party software:

 C:\Program Files (x86)\QlAcuity Software Suite

¢ C:\ProgramData\QIAcuity\SuiteDbData

C:\Program Files\QIAcuityPostgreSQL

C:\Program Files\Qiagen.Commoninterfaces.QlAidentity
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Checking Time Zone

Time Zone settings should be set first following by the clock time.
Always change Time zone first, not the time on the clock in the Software Suite PC.

1. In Windows Settings, go to Date & time.
2. Go to Time zone:

* Set the proper time zone.
3. Go to Set time:

* Ensure that the time is correct; set the time manually if needed.

Important: If the customer uses a different language and region, make sure that the one they

selected uses “:" as the time separator (e.g., 9:36); others will result in Software Suite being

unable to start or lacking connection to the instrument.
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Change of IP Address

Every change in IP setting on the QlAcuity Software Suite PC by the customer requires them to
renew the certificate required for the secured communication of the QlAcuity Software Suite
and the QlAcuity instrument software.

Every IP sefting should be double-checked. Login as SetupUser to try refill IP settings and

establish connection between instrument and Suite again.
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Warning: New Software Suite Detected

The following error has been reported on the customer network configuration:

° Warning message: New Suite has been detected. Reboot an instrument.

Establish o direct connection to confirm that the Software Suite and instrument can

communicate.
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Configuring Network Drive as Archive

A network drive can be set as the archive location. To do that, user needs to log on to
QlAcuitySuite service as a Windows user with full permissions to the network drive, followed
by configuring the network drive/folder in UNC format in Software Suite. The steps below are
an example of how to achieve that, but user can also contact the local IT department for

support.

1. On the PC where the archive folder will be stored, right-click on the shared folder and go
to Properties, then go to the Sharing tab and update in the following way:

archive Properties X pe
General Sharing  Security  Previous Versions — Gustomize 2 Network access

Network File and Folder Sharing

archive Choose people on your network to share with

NotShared
Nework Pan Type a name and then click Add, or click the arrow to find someone.
Not Shared

Share...
‘ v Add
Aduanced Sharing Name Permission Level

Setcusiom permissions. create muliple shares. and set olher

8, Administrators Owner

advanced sharing options
2, Michael Wojtas - QIAGEN (Michael Wojtas@giagencom) Read/Write ¥

) Advanced Sharing

I'm having trouble sharing

oK Cancal Apply ®Share Cancel

It is required to create a new user and add it to permissions. User can be created through

standard Windows user management or by using drop-down from picture above and
choosing Add.

Created user can have basic permissions and does not need to have administrator rights,

but it is required to set the permission level while sharing to “Read/Write” (as in the
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picture above). The credentials should be remembered, as those will be used to access the
network drive from the QlAcuitySuite server.

2. On the QlAcuitySuite server machine (where Software Suite is installed), Suite Software

must be set up to run as a user who has access to the network drive. To do so:

a. Open the “Properties” window for the C:\Program Files (x86)\QlAcuity Software
Suite directory. Go to the Security tab, then select Edit.

s . )
PR — % QUAcuity Software Suite Properties X
General - Costomt General Shaing Securty Previous Versions  Customize
Object name:  C:\Program Fies (x86)\QlAcuty Software Sute
[oracuty scftware sute ]
Trpe: p— [EIALL RESTRICTED APPLICATION PACKAGES
Location:  C:\Program Fies (x86) 88 CREATOR OWNER
22 cverem ~
Size 261GB (2811,772.877bytes) < >
Sizeondsk:  263GB (2.826,522624 bytes) To change pemissions. cick Edt
P for ALL
Contains: 7,763 Fies, 791 Folders Pemssonsior AL s o ey
Crested:  Friday, October 6, 2023, 1:2616 PM ol oot =
Modfy
Read & execte
Atbutes: ] Read-only (Only apples to fles in folder) Lt foldr contorts
[lHdden Advanced... Read v
Wite v

For special permissions or advanced seftings. | anced
cick Advanced A

o1 comel | [ o [ coed ||
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b. Choose Add. In the new popup window, enter the Windows User that will be used to

run the Software Suite and click Check names to make sure the name is correct and
then click OK.

Permissions for QAcuity Software Suite x
Secuty

Object name:  C:\Program Fies (x86)\QlAcuty Software Sute

Group or user names:

[fEALL RESTRICTED APPLICATION PACKAGES

S2.CREATOR OWNER

SYSTEM

gLO(:ALSERVK:E M Select Users or Groups. X

< 5 )
type:
e [Users. Groups. or Butn securty pincipals I T

Pemissions for ALL Object
APPLICATION PACKAGES How  Deny

Ful cortrol o [ [wintest007 =

vy o o | Locsions.

Read b execute o o

st folder conterts o (xancles)

Read o .

Back in the “Security” window, check “Full control” permissions for the added user
and click OK.

Permissions for QlAcuity Software Suite X

Securty

Object name:  C:\Program Files (x86)\QlAcuity Software Sutte

Group or user names:
S2.5YSTEM
2 LOCAL SERVICE
Administrators (win test-D07\Administrators)

B8 Users (win+test-007\Users) v

>

[ Add. | [ Bemove |

~

§
mnmmlg

Deny
[m]
m]
]
]
[m]

v
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d. Open the Services application: press the windows key, type “Services” and press the
Enter key. Locate “QlAcuitySuite Service”, right click, and choose Properties:

4 Services - a X
File Action View Help
e mEHGz Hm renw
4 services (Local) Name Description  Status Startup Type  Log On As -

£, Qlicuity-postgresql-15 Running  Automatic Lacal System

1 QlAcuity Running c Michael Wojt
'\@‘Q\Aldenh B Running  Automatic Local System
& Quality v Stop Win... Manual Local Service

&) Radio Ma Pause Mana.. Running  Manual Local Service

£ Realtek A P kAudi.  Running  Automatic Local System

& b

?,)JRELDmm( Rttt es aut.. Manual Local System

&1 Remote A 258 Co.. Manual Local System

G Remote 4 Al Tasks > gesdi. Running  Automatic Local System

-

\.?&Rzmnla C Refrosh te Des... Manual Local System

£}, Remote [ users _ Manual Network Service

&) Remote [ Properties the re.. Manual Local System

& Remote P . (SSs..  Running  Automatic Network Service

;S-;Qﬁemnle P E dows .. Manual Network Service

e. Inthe new window, go to the Log On tab and click on the Browse button:

Al € Jut

General LogOn Recovery Dependencies
Log on as:

O Local System account

Allow service to interact with desktop

® This account: Local Service

Confirm password [T —
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f.

In the new popup window, select the same user as in step on page 26, click Check

names, and click OK. Provide password and confirm password in the inputs, and click

OK.

QlAcuitySuite Properties (Local Computer)
Select User

Select this object type:

|Uwrov Bultin securty pincipal

From this location

[windest-007

Enterthe object name to select (examples):

in+est-007muser

Advanced ..

oK Cancel

QlcuitySuite Properties (Local Computer) X
Genersl LogOn  Recovery Dependencies

Log on as.
(O Local System account
Alow service to interact with desktop

[ =

p—

(@) This account:

Password:

oK Cancel Foply
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g. Restart the service by right clicking on the QlAcuitySuite service in the Services
window and click Restart (if the services window is not present, press CTRL + SHIFT +
ESC on the keyboard). Wait a while (apporox. 5 min), for the service to boot up.

(4 Services - [m] X

File Action View Help

s M EG= Hm »® nup

Services (Local) Description  Status Startup Type  Log OnAs -
Running  Automatic

£} QlAdentity start Running  Automatic Local System
S QiAcuity-poste Stop Running  Automatic Local System
53 Windows Pust Pause . Running  Automatic Local System
G} User Data Acce Resume .. Running  Manual Local System
G} User Data Stor Restart r.  Running  Manual Local System
&} Contact Data_' t. Running  Manual Local System
& Sync Host_1e8 Al Tasks " 4. Running  Automatic (De.. Local System
k‘%cumaﬂeﬂ De Refresh r.  Running  Automatic Local System
Gk Clipboard Use r. Running  Manual Local System
&0 Capturesenvice Properties ti. Running  Manual Local System
}.‘.I?‘chm Sharing Help . Rumning  Automatic Local System
Lk XTUOCDriverServee———————wnennywver.  Running  Automatic Local System
 WWAN AuteConfig This service .. Running  Manual Local System
&} Windows Search Providescon.. Running  Automatic (De.. Local System
'f)_,Semnty Center The WSCSVC..  Running  Automatic (De.. Local Service
Ll Windows Push Notifications. This service . Running  Automatic Local System
& Portable Device Enumerator .. Enforcesgro..  Running  Manual (Trigg..  Local System
L Intel®) Management Engine.. IntelR) Man.  Running  Automatic Local System
L WLAN AutoConfig The WLANS..  Running  Automatic Local System
£)Windows Management Instr.. Providesac. Running  Automatic Lacal System
;C‘},WmHTTP Web Proxy Auto-D..  WinHTTPim..  Running  Manual Logal Service
£} Micosoft Defender Antiviru.. Helps protec..  Running  Automatic Local System v
\E)dended)\standard

Stop and Start service QlAcuitySuite on Local Computer
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3. On the QlAcuitySuite server machine (where Software Suiteis installed), press the
Windows button on the keyboard, type credential manager, and press Enter. In the newly

opened window, choose Windows Credentials and click Add a Windows Credential.

@ Credential Manager

« v 1 @ = Use. > Crede.. v O

Control Panel Home .
Manage your credentials

View and delete your saved logon i for websites,

and networks.

S — R

Back up Credentials Restore Credentials

Windows Credentials Add a Windows credential

network-location Modified: 5/22/2023

Certificate-Based Credentials Add a certificate-based credential

No certificates.

Generic Credentials Add a generic credential

teamslv/teams Modified: 12/15/2022

teamsKey/teams Modified: 12/15/2022
Microsoft_OneDrive_Cookies_v2_Business1_https/qia... Modified: 5/22/2023
virtualapp/didiogical Modified: 5/10/2023
See also
User Accounts
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4. In the newly opened window, provide server UNC (Universal Naming Convention)
address and reuse the credentials (user name and password given above). It is important

to specify only the server’s name, without the detailed path to the archive folder.

For example, the path to archive is \\DESKTOP-ABD324\\someFolder\anotherFolder,
then in the Internet or network address only \\DESKTOP-ABD324 should be typed:

@ Add a Windows Credentia

« v 4 @ «Cre. > Adda.. ~ O | SearchControl Pane

Type the address of the website or network location and your credentials

Make sure that the user name and password that you type can be used to access the location.

Internet or network address
(eg. myserver, server.company.com). | \\server-name

User name: user added to access shared drive

Password: [onee ]

aren
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Finally, in the Software Suite, in Configuration screen's Archive tab, user needs to specify

network drive/folder using UNC format: \\<server name>\<share point>\<path to
resource>

Add Archive location

Type the Archive location in:

\DESKTOP-FDJ1E\archvieFolder

€ > C O & hitpsy/localhost:8687/Configuration/ConfigureArchive o ©® L 9 9 =
s @ &= i & &

20000 o . e e Tk Cotguton e

- QIAGEN

Configuration

Instrument name

Archive location

User Management
\\DESKTOP-FCJEBUO\network2
Audt Troi

| @ The Archive is configured.

%

Detach Archive.

Automatic archiving

Plote orchiving: (" Autematic
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PostgreSQL Not Upgraded to 15 on Software
Suite 2.5 or Newer

One way to prove that Software Suite has been upgraded to version 2.5 or newer is to check
if PostgreSQL 15 is installed and its service is running. For more information, see “Checking

services.msc in Windows
The most plausible root cause why PostgreSQL is not upgraded to version 15 could be:

* Installer was not run by clicking on Run as administrator.
e The user does not have full access to the installation directory (C:\ProgramData).

e The Windows Defender firewall seftings blocks the installer.
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Software Suite IP Address “Cannot set own URL
as master”
The IP address validation in QlAcuity checks if the values provided for the instrument and

QlAcuity Software Suite are different. Due to technical limitations, if the Software Suite IP

address contains full IP address of the instrument, it will result in connectivity issues.

Example:
°
! & L IT
Tools Configuration  Disk Manitor Running Status Tools Configuration

Subnet mask
255.255.255.0

Test Connection

In that case, use the hostname or set a different IP address for the Software Suite and/or the

instrument.
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Linked Documents

*  QIAcuity User Manual for software version 3.1 (www.qiagen.com/HB-2717-010)
*  QIAcuity User Manual for software version 3.0 (www.qgiagen.com/HB-2717-009)
e QIAcuity User Manual for software version 2.5 (www.giagen.com/HB-2717-007)
* QlAcuity Backup and Restore Scripts instructions for Suite 3.1
* QIAcuity Backup and Restore Scripts instructions for Suite 3.0

* QIAcuity Backup and Restore Scripts instructions for Suite 2.5
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https://www.qiagen.com/us/resources/resourcedetail?id=948d868f-81ed-4f51-9692-149df3557f73
https://www.qiagen.com/us/resources/resourcedetail?id=3c32eaaf-b238-4678-a5af-efe126c9b439
https://www.qiagen.com/us/resources/resourcedetail?id=695da550-c3ae-4c37-898b-3d063b902e5f
https://www.qiagen.com/us/resources/resourcedetail?id=61ecfa94-a5be-4b19-b51a-16577f98966f
https://www.qiagen.com/us/resources/resourcedetail?id=04268081-41e0-405c-b63f-fd7a846f0dba&lang=en
https://www.qiagen.com/us/resources/resourcedetail?id=f1d90e13-0121-4c63-a41d-f41f83c8eb95&lang=en

Document Revision History

Revision Description

February 2025 Initial release.
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