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For more details, see the section “Managing Users” of the Rotor-Gene AssayManager Core 
Application User Manual. 

Note: It is strongly recommended to create at least one additional user account, without an 

Administrator role, at first login. If a single user of Rotor-Gene AssayManager v1.0 aggregates 

different user roles including the Administrator role, there is a high risk that the access to the 

software will be completely blocked if this user forgets the password. 

5. Click the Settings tab, and configure the settings for Rotor-Gene AssayManager v1.0.  

 

For more details, see “Settings” in the Rotor-Gene AssayManager Core Application User 
Manual. 

Additional software on connected computers 

Rotor-Gene AssayManager v1.0 software manages time-critical processes during the PCR run and 

the data acquisition process. For this reason, it is important to ensure that no other processes use 

significant system resources and thus slow down the Rotor-Gene AssayManager v1.0 software. It is 

particularly important to pay attention to the points listed below.  

System administrators are advised to consider any impact that a modification to the system may 

have on the resources before implementing it. 
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Anti-virus software 

QIAGEN is aware of the threat that computer viruses cause to any computer that exchanges data 

with other computers. Rotor-Gene AssayManager v1.0 software is expected to be primarily installed 

in environments where local policies are in place to minimize this threat. However, QIAGEN 

recommends the use of a virus scanner in any case. The selection and installation of an appropriate 

virus scanning tool is in the customer’s responsibility. However, QIAGEN has validated the Rotor-

Gene AssayManager with the laptop computers provided by QIAGEN in combination with the 

following two virus scanners to show compatibility: 

• Symantec Endpoint Protection V12.1.6 

• Microsoft Security Essentials V4.10.209* 

Please refer to the product page on QIAGEN.com for the latest versions of anti-virus software that 

have been validated in combination with Rotor-Gene AssayManager v1.0. 

If a virus scanner is selected, make sure that it can be configured in a way that the database folder 

path can be excluded from the scan. Otherwise, there is the risk of database connection errors. 

Since Rotor-Gene AssayManager v1.0 creates new database archives dynamically, it is required 

to exclude the folder path to the files and not as single files. We do not recommend the use of virus 

scanners where only single files can be excluded, (e.g. McAfee Antivirus Plus V16.0.5). If the 

computer is used in an environment without network access, please also make sure that the virus 

scanner supports offline updates. 

To get consistent results after installation of a virus scanner, a system administrator should ensure 

the following: 

• As explained above, the database folder path of the Rotor-Gene AssayManager v1.0 

needs to be excluded from file scans. The folder path is as follows depending on the MS 

SQL server version which initially created the database: C:\Program Files\Microsoft SQL 

Server\MSSQL10_50.RGAMINSTANCE\MSSQL\DATA or C:\Program Files\Microsoft 

SQL Server\MSSQL12.RGAMINSTANCE\MSSQL\DATA. 

• Updates to the virus database are not performed when the Rotor-Gene AssayManager 

v1.0 is in use. 

 
* After installation of Microsoft Security Essentials, you shall check that Windows updates are deactivated since the 

installation might activate this setting (please read chapter “Operating system updates”). 
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• Please make sure that full or partial scans of the hard drive are disabled during real-time 

PCR data acquisition. Otherwise, there is a risk of adverse impact on the performance of 

the instrument. 

Please read the manual of your selected virus scanner for configuration details. 
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Firewall and networks 

The Rotor-Gene AssayManager v1.0 can run either on computers without network access (if the 

database is located on the same computer that controls the Rotor-Gene Q instrument), or can run 

in a network environment (if a remote database server is used). For networked operation, the 

firewall on the laptop computer provided by QIAGEN is configured in a way that inbound traffic 

is blocked for all ports, except those ones required to establish a network connection.  

Please note that blocking incoming connections does not affect responses to requests triggered by 

the user such as updating anti-virus definition files, or connecting the Rotor-Gene AssayManager 

v1.0 to the centralized database server. Outgoing connections are allowed as this may be required 

for retrieving updates or when the Rotor-Gene AssayManager v1.0 is configured to work with a 

centralized database server. 

If your configuration is different, QIAGEN recommends to configurate the firewall in the same way 

as described above. To this end, a system administrator has to log in and has to perform the 

following steps:  
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1. Open the Control Panel and select Windows Firewall on Windows 7. 
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For Windows 10, click Start and type Windows Defender Firewall. From the search result, click 
Windows Defender Firewall. 
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2. Select Use recommended settings. 
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3. Check that the following settings are active: 
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If you use a setup of a stand-alone computer, which is connected to a network and you want to 

install Rotor-Gene AssayManager v1.0 on another computer to connect to the first (cf. 

configuration), a system administrator must create an exception in the firewall configuration. This 

exception can be created by performing the following steps:  

1. Select SQL Server Configuration Manager from the Start menu (on Windows 7). 
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On Windows 10, click Start and type SQL Server 2014 Configuration Manager. From the search 

result, click SQL Server 2014 Configuration Manager. 
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2. Expand the SQL Server Network Configuration menu and select Protocols for 

RGAMINSTANCE. 
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3. Point to TCP/IP protocol name, right-click and select Properties. 
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4. On the IP Addresses tab, remove the predefined value in the TCP Dynamic Ports field. Enter 

1433 (i.e., the SQL standard port) in the TCP Port field and click OK.  

Note: If the port is in use, you can use any other unused port.  
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5. Open the Control Panel and select Windows Firewall (or search for Windows Defender 

Firewall on Windows 10). 
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6. Select Advanced settings.
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7. Open the Inbound rules menu.
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8. On the Actions pane, select New Rule.
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9. On the New Inbound Rule Wizard window, select Port rule type and click Next.
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10.  Select TCP and enter 1433 in the Specific local ports field. If the port is in use, you can use 

any other unused port. Click Next.  
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11.  Select Allow the connection and click Next.
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12.  Check the Domain, Private and Public boxes, then click Next.
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13.  Define a name for the rule, for example, Database Inbound Connection TCP. Click Finish. 
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 After creating the TCP protocol rule, you must create another rule for UDP, which is set to port 

1434 by default. 

14.  On the Actions pane, select New Rule. 
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15.  On the New Inbound Rule Wizard window, select Port rule type and click Next.
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16.  Select UDP and enter 1434 in the Specific local ports field. Click Next. 
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17.  Select Allow the connection and click Next.
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18.  Check the Domain, Private and Public boxes, then click Next.
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19.  Define a name for the rule, for example, Database Inbound Connection UDP. Click Finish.
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For security and reliability reasons, cable-based network access must be used instead of Wi-Fi. The 

laptop computers that are provided by QIAGEN have a disabled Wi-Fi adapter. If your 

configuration is different, a system administrator must disable the Wi-Fi adapter manually which 

can be done by the following steps: 

1. Open the Control Panel and select Network and Sharing Center (or search for Control Panel 

on Windows 10). 
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2. Select Change adapter settings. 
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3. Point to Wireless Network Connection, right-click and select Disable. 
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4. Check that the Wireless Network Connection is disabled. 

 

System tools 

Many system tools may use significant system resources even without any user interaction. Typical 

examples of such tools are:  

 File indexing, which is performed as a background task by many contemporary office 

applications 

 Disk defragmentation, which often also employs a background task 

 Any software that checks for updates on the Internet 

 Remote monitoring and management tools 

Note: Due to the dynamic nature of information technology products and systems, this list may 

be incomplete. Tools may be released that are not known at the time of writing. It is important 

that system administrators ensure that such tools are not active on the computer while Rotor-

Gene AssayManager v1.0 performing a PCR run. 
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Operating system updates 

Instructions for Windows 7 

The laptop computers provided by QIAGEN are configured in a way that automatic updates of the 

operating system are disabled. If your configuration is different, a system administrator must disable 

any automatic update process of the operating system which can be done by the following steps: 

1. Open the Control Panel and select Windows Update  

 
  



 

 
 

Rotor-Gene AssayManager v1.0 Quick-Start Guide   08/2018 57 

2. Select Change settings. 
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3. On the Important updates dropdown list, select Never check for updates. 
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4. Check that the option Never check for updates is active and click OK

 
 

In case that updates are required due to uncovered security vulnerabilities, QIAGEN provides 

mechanisms to install a defined set of validated Windows security patches either online (if internet 

connection is available on laptop computers provided by QIAGEN), or as offline package, 

prepared on a separate computer with Internet connection. 

Please visit the product page on QIAGEN.com for more information. 

Instructions for Windows 10 

If you are using Windows 10, please visit the product page on QIAGEN.com for more information. 
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FAQ 
 Question Answer  

How can I uninstall a plug-in? For regulatory reasons, plug-ins cannot be uninstalled. In 

case you want to uninstall a plug-in, the core application 

must be uninstalled together with the plug-in. 

Why is Rotor-Gene AssayManager 

v1.0 unable to communicate with 

the cycler? 

Check the cable connection between Rotor-Gene Q and 

the computer. The USB cable might be loose or faulty. 

Reconnect or replace the cable. Only use cables and 

accessories supplied by QIAGEN. Switch off the Rotor-

Gene Q and switch it back on again. Restart Rotor-Gene 

AssayManager v1.0. 

Why does Rotor-Gene 

AssayManager v1.0 not start? 

a) Old version of Microsoft Windows  

Rotor-Gene AssayManager v1.0 can only be 

operated with Windows 7 and Windows 10. 

b) No plug-in installed 

Rotor-Gene AssayManager v1.0 consists of the core 

software and plug-ins with application specific 

components. Besides the core software, at least one 

plug-in must be installed to be able to use Rotor-Gene 

AssayManager v1.0. 

  
Continued on next page 
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Continued from previous page 

 Question Answer  

What is my initial user name and 

password after installation of 

Rotor-Gene AssayManager v1.0 

The initial user name and password for Rotor-Gene 

AssayManager v1.0 is “admin” for both. Directly after 

the first login, you are required to change the password. 

Make sure to memorize the password for the “admin” 

account and create additional user profiles in the 

Configuration environment afterwards. Note that if the 

password for a user account is entered incorrectly three 

times, the user account will be locked and can only be 

re-activated by a user with administrator role. If the 

administrator account gets locked, only a QIAGEN 

service technician can re-activate the Rotor-Gene 

AssayManager v1.0, which may cause additional 

charges. 

After installation of Rotor-Gene 

AssayManager v1.0, I do not have 

access to the Setup and 

Development environments. What’s 

wrong? 

Upon first login to Rotor-Gene AssayManager v1.0, the 

“admin” user profile only has “Administrator” rights. Go 

to the user management tab in the Configuration 

environment, then update your access rights and create 

additional user profiles.  

Activate the roles “Approver”, “AssayDeveloper”, and 

“Operator” in the appropriate user profile(s).  

For details see the section “Getting Started” in the Rotor-
Gene AssayManager Core Application User Manual. 

Can Rotor-Gene AssayManager 

v1.0 be used in parallel with the 

Rotor-Gene Q software on one 

computer? 

Both programs can be installed in parallel on one 

computer. Make sure to have Rotor-Gene Q software 

version 2.3 or higher installed. However, the programs 

cannot be used in parallel for cycler control. As soon as 

the first program is started it will liaise to a switched-on 

Rotor-Gene Q. This connection will be maintained until 

closing the program or switching off the Rotor-Gene Q. If 

an active connection is established, the second program 

can only be started in virtual mode.   
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For further support with technical difficulties, please contact QIAGEN Technical Services at 

www.qiagen.com. 

For up-to-date licensing information and product-specific disclaimers, see the respective QIAGEN 

user manual. QIAGEN kit handbooks and user manuals are available at www.qiagen.com or can 

be requested from QIAGEN Technical Services or your local distributor.  

Trademarks: QIAGEN®, Sample to Insight®, Rotor-Gene®, Rotor-Gene AssayManager® (QIAGEN Group); Bluetooth® (Bluetooth SIG, Inc.); Core™, Intel® (Intel Corporation); 
Microsoft®, SQL Server®, Windows® (Microsoft Corporation). Registered names, trademarks, etc. used in this document, even when not specifically marked as such, are not to be 
considered unprotected by law. 
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08/2018 Updated the following parts for the new Rotor-Gene AssayManager 1.0.5 
version: 

- Added support and descriptions for Windows 10 

- Added prerequisites for the installation of RGAM on Windows 7 or 
Windows 10 systems 

- Updated descriptions to be compatible with the most recent 
configurations for laptop computers provided by QIAGEN 

- Updated and extended description of recommended virus scanner 
and firewall settings 

- Updated and extended description of how to deal with operating 
system updates 


