








For more details, see the section “Managing Users” of the Rofor-Gene AssayManager Core

Application User Manual.

Note: It is strongly recommended to create at least one additional user account, without an
Administrator role, at first login. If a single user of Rotor-Gene AssayManager v1.0 aggregates
different user roles including the Administrator role, there is a high risk that the access to the

software will be completely blocked if this user forgets the password.

5. Click the Settings tab, and configure the settings for Rotor-Gene AssayManager v1.0.

For more details, see “Settings” in the Rotor-Gene AssayManager Core Application User

Manual.

Additional software on connected computers

Rotor-Gene AssayManager v1.0 software manages time-critical processes during the PCR run and
the data acquisition process. For this reason, it is important fo ensure that no other processes use
significant system resources and thus slow down the Rotor-Gene AssayManager v1.0 software. It is

particularly important to pay attention to the points listed below.

System administrators are advised to consider any impact that a modification to the system may

have on the resources before implementing it.
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Anti-virus software

QIAGEN is aware of the threat that computer viruses cause to any computer that exchanges data
with other computers. Rotor-Gene AssayManager v1.0 software is expected to be primarily installed
in environments where local policies are in place to minimize this threat. However, QIAGEN
recommends the use of a virus scanner in any case. The selection and installation of an appropriate
virus scanning tool is in the customer’s responsibility. However, QIAGEN has validated the Rotor-
Gene AssayManager with the laptop computers provided by QIAGEN in combination with the

following two virus scanners to show compatibility:

e Symantec Endpoint Protection V12.1.6

o Microsoft Security Essentials V4.10.209*

Please refer to the product page on QIAGEN.com for the latest versions of anti-virus software that

have been validated in combination with Rotor-Gene AssayManager v1.0.

If a virus scanner is selected, make sure that it can be configured in a way that the database folder
path can be excluded from the scan. Otherwise, there is the risk of database connection errors.
Since Rotor-Gene AssayManager v1.0 creates new database archives dynamically, it is required
to exclude the folder path to the files and not as single files. We do not recommend the use of virus
scanners where only single files can be excluded, (e.g. McAfee Antivirus Plus V16.0.5). If the
computer is used in an environment without network access, please also make sure that the virus

scanner supports offline updates.

To get consistent results after installation of a virus scanner, a system administrator should ensure

the following:

e As explained above, the database folder path of the Rotor-Gene AssayManager v1.0
needs to be excluded from file scans. The folder path is as follows depending on the MS
SQL server version which initially created the database: C:\Program Files\Microsoft SQL
Server\MSSQL10_50.RGAMINSTANCE\MSSQL\DATA or C:\Program Files\Microsoft
SQL Server\MSSQL12 . RGAMINSTANCE\MSSQL\DATA.

e Updates to the virus database are not performed when the Rotor-Gene AssayManager

v1.0is in use.

* After installation of Microsoft Security Essentials, you shall check that Windows updates are deactivated since the
installation might activate this setting (please read chapter “Operating system updates”).
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o Please make sure that full or partial scans of the hard drive are disabled during realtime
PCR data acquisition. Otherwise, there is a risk of adverse impact on the performance of

the instrument.

Please read the manual of your selected virus scanner for configuration details.
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Firewall and networks

The Rotor-Gene AssayManager v1.0 can run either on computers without network access (if the
database is located on the same computer that controls the Rotor-Gene Q instrument), or can run
in a network environment (if a remote database server is used). For networked operation, the
firewall on the laptop computer provided by QIAGEN is configured in a way that inbound traffic

is blocked for all ports, except those ones required to establish a network connection.

Please note that blocking incoming connections does not affect responses to requests triggered by
the user such as updating anti-virus definition files, or connecting the Rotor-Gene AssayManager
v1.0 to the centralized database server. Outgoing connections are allowed as this may be required
for retrieving updates or when the Rotor-Gene AssayManager v1.0 is configured to work with a

centralized database server.

If your configuration is different, QIAGEN recommends fo configurate the firewall in the same way
as described above. To this end, a system administrator has to log in and has to perform the

following steps:
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1. Open the Control Panel and select Windows Firewall on Windows 7.

mﬁlg

1 - v Control Panel » All Control Panel Items »
[=

~ [ 4 ][ Search Con.. o

P Action Center

El Color Management
@ Desktop Gadgets

| @ Eaze of Access Center
Il % HomeGroup

5F Network and Sharing Center

Internet Options

I g Personalization

#} Recovery

L é Speech Recegnition
Troubleshocting

I il Windows Defender

2 wireless Configuration Utility

Adjust your computer's settings

Administrative Tools
Credential Manager
&= Device Manager
Folder Options
&Indexiﬂg Optiens
£ Keyboard
B Neotification Area lcons
U=] Phone and Modem
» Region and Language
@ Sync Center
82, User Accounts

ﬂ Windows F‘éﬁ";a“

0@ AutcPlay

9 Date and Time

% Devices and Printers
la Fonts

ntel(R) HD Graphics

Location and Other Sensors
& Parental Controls
9 Power Options

3 RemoteApp and Desktop Cennections

izl System
‘; Windows Anytime Upgrade
@ ‘Windows Mobility Center

Windows Firewall

View by:

& Backup and Restore

@ Default Programs

B Display

el Getting Started

@ Intel® Rapid Sterage Technology
JF Mouse

B Performance Information and Tools
[ Programs and Features

-ﬂi Sound

:,j. Taskbar and Start Menu

E Windows CardSpace

Ej Windows Update

Smallicens ~

Set firewall security options to help
protect your computer from hackers
and malicious software.
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For Windows 10, click Start and type Windows Defender Firewall. From the search result, click
Windows Defender Firewall.

O £03 Filters ~v
Best match

£ Windows Defender Firewall
Control panel

Apps

& Windows Defender Firewall with
Advanced Security

Settings
W Windows Defender settings
£ Windows Defender Security Center

¢3¢ Firewall & network protection

L Windows Defender Firewall
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2. Select Use recommended settings.

mﬁlg

@Qv|‘ » Control Panel

» All Control Panel ltems » Windows Firewall

- | &,‘ | Search Con... 2 |

Control Panel Home

Allow a program or feature

through Windows Firewall
'@ Change notification settings

) Turn Windows Firewall on or
of

@ Restore defaults
b '@ Advanced settings

i Troubleshoot my network

See also
Action Center
Network and Sharing Center

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through the Internet or a network.
How does a firewall help protect my computer?

What are network locations?

Update your Firewall settings

Windows Firewsll is not using the recommended
settings to protect your computer,

[ @' Use recommended settings
b

What are the recommended settings?

l @ Home or work (private) networks Not Connected

l @ Public networks Connected (¢

Metworks in public places such as airports or coffee shops

‘Windows Firewall state: Off

Incoming connections: Block all connections to programs that are not on the
list of allowed programs

Active public networks: MNone

Motification state: Notify me when Windows Firewall blocks a new
program

(]
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3. Check that the following settings are active:

:.IEIQ

@Qv|ﬂ » Control Panel

» All Control Panel ltems » Windows Firewall

~ [ 4 ][ Search Con.. o

Control Panel Home

Allow a program or feature
through Windows Firewall

&
&

&
&

Change notification settings

Turn Windows Firewall on or
off

Restore defaults

Advanced settings

Troubleshoot my network

See also
Action Center
Network and Sharing Center

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through the Internet or a network.

How does a firewall help protect my computer?

What are network locations?

l @ Home or work (private) networks Not Connected

Metwaorks at home or werk where you know and trust the people and devices on the network

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on the

list of allowed programs
Active home or work (private) networks: Mone

Motification state: Notify me when Windows Firewall blocks a new

program

Connected '\

l r@ Public networks

Metworks in public places such as airports or coffee shops

‘Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on the

list of allowed programs
Active public networks: MNone

Motification state: Notify me when Windows Firewall blocks a new

program

(]
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If you use a setup of a stand-alone computer, which is connected to a network and you want to
install Rotor-Gene AssayManager v1.0 on another computer to connect to the first (cf.
configuration), a system administrator must create an exception in the firewall configuration. This

exception can be created by performing the following steps:

1. Select SQL Server Configuration Manager from the Start menu (on Windows 7).

Wndows DVO Maber
Wendows Fax and Scan

Wenchomas Medha Certer
et Wezea Plger

12 50X Server butoiion Contes 545 =
4 Bk

fee

» P .
—_—

Bl < o
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On Windows 10, click Start and type SQL Server 2014 Configuration Manager. From the search
result, click SQL Server 2014 Configuration Manager.

O 0% Filters ~v
Best match

SQL Server 2014 Configuration Manager
Desktop app

0 sql server 2014 configuration manager

Rotor-Gene AssayManager v1.0 Quick-Start Guide 08/2018

33



2.

Expand the SQL Server Network Configuration menu and select Protocols for

RGAMINSTANCE.

P
ﬁ Sql Server Configuration Manager

File Action View Help

e« #|EBa=H

‘@ SQL Server Configuration Manager (Local)
E SQL Server Services
_E SQL Server Network Configuration (32bit)
[> .. SQL Mative Client 10.0 Configuration (32bit)
F] _E SQL Server Network Configuration
|@= Protocols for RGAMINSTANCE |
[ .. SQL Native Client lﬂ.d/\konfiguration

Protocol Name
W~ Shared Memory
¥ Named Pipes
W TCR/IP

VA

Status
Enabled
Disabled
Enabled
Disabled
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Point to TCP/IP protocol name,

rightclick and select Properties.

-
ﬁ Sql Server Configuration Manager

File Action View Help

e 2|EH=H

@ SQL Server Configuration Manager (Local)
E SQL Server Services
_E SQL Server Network Configuration (32bit)
[» .. SQL Native Client 10.0 Configuration (32bit)
4 _E SQL Server Network Configuration
EF Protocols for RGAMINSTANCE
[> .. SQL Native Client 10.0 Configuration

Protocol Name Status
%~ Shared Memory  Enabled
¥ Mamed Pipes Disabled

Enable
Disable

Properti;

Help

selection.

Opens the properties dialog box for the current
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4. On the IP Addresses tab, remove the predefined value in the TCP Dynamic Ports field. Enter
1433 |i.e., the SQL standard port) in the TCP Port field and click OK.

Note: If the port is in use, you can use any other unused port.

- B!
TCP/IP Properties P (3o
IP Addresses
= 1p4 -
Active Yes
Enabled Mo
IP Address 127.001
TCP Dynamic Ports 0
TCP Port
E 1ps
Active Yes
Enabled Mo =
IP Address fed0::5efe:10,100.56,85%28
TCP Dynamic Ports 0
TCP Port 3
= pan
TCP Port 1433 |4
TCP Dynamic Ports
Blank, if dynamic ports are not enabled. To use dynamic ports, set to
0.
[0k J[ Cancad || oy J[ Heb
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5. Open the Control Panel and select Windows Firewall (or search for Windows Defender

Firewall on Windows 10).

:.IEIQ

Y

AT @ v Control Panel » All Control PanelItems »

= | "'1" | Search Con... P |

Adjust your computer's settings

P Action Center

q_l Color Management
@ Desktop Gadgets

@ Ease of Access Center
& HomeGroup

:..: Network and Sharing Center

Internet Options

g Personalization

;f:' Recovery

é Speech Recegnition
Troubleshooting

i Windows Defender

0 Wireless Configuration Utility

Administrative Tools
Credential Manager

=4 Device Manager
Folder Options

&Indexing Options

3 Keyboard

O Notification Area lcons

[l Phone and Modem
& Region and Language

@ Syne Center

82, User Accounts

0 Windows FWIE{K?)H

["gd AutoPlay
% Date and Time
@ Devices and Printers
\a Fonts
Intel(R) HD Graphics
Location and Other Sensors

.@ Parental Controls

3 Power Options

™3 RemoteApp and Desktop Connections
18 System

’_', Windows Anytime Upgrade

@ Windows Mobility Center

Windows Firewall

@ Backup and Restore
e Default Programs
B2 Display

=l Getting Started

View by:

@ Intel® Rapid Sterage Technology

JF Mouse

B Performance Information and Tools

[E4l Programs and Features
% sound

1 Taskbar and Start Menu
ﬂ Windows CardSpace
Ej Windows Update

Smallicens ~

Set firewall security options to help
protect your computer from hackers
and malicious software.
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6. Select Advanced settings.

:Eg

@uv|‘ » Control Panel » All Control Panel Items » Windows Firewall

- | 3 | | Search Con... P |

Control Panel Horne

Allow a program or feature
through Windows Firewall

@ Change notification settings

@ Turn Windows Firewall on or
off

@ Restore defaults
@ Advanced setfings

Troubleshoot'my network

See also
Action Center
MNetwork and Sharing Center

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through the Internet or a network.

How does a firewall help protect my computer?

What are network locations?

. @ Home or work (private) networks Not Connected ()

. @ Public networks Connected ()

Metworks in public places such as airports or coffee shops

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on the

list of allowed programs
Active public networks: None

Notification state: Notify me when Windows Firewall blocks a new

program

@
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7. Open the Inbound rules menu.

@ Windows Firewall with Advanced Security

File Action View Help
@ 2E =
P Vindow: Firewsll with Advanci Actons
‘gmgl Name Group = Profile  * || Inbound Rules -~
Outbound Rasles
4 Connection Security Rules .Branch(ache Content Retrieval (HTTP-In)  BranchCache - Content Retr...  All MNew Rule...
b ‘él Monitoring .Branch(ache Hosted Cache Server (HTT... BranchCache - Hosted Cach... All T Filter by Profile b
.Branch(ache Peer Discovery (WSD-In) BranchCache - Peer Discove... All E .
) ) . S Filter by State »
.Connect to a Metwork Projector (TCP-In)  Connect te a Network Proje..  Domain
.Connect to a Network Projector (TCP-In)  Connect to a Network Proje...  Private.., 7 Filter by Group 4
.Connect to a Network Projector (WSD Ev...  Connect to a Network Proje..  Domain View »
.Connect to a Network Projector (WSD Ev...  Connect to a Network Proje..  Private...
.Connect to a Metwork Projector (WSD Ev.. Connect te a Network Proje..  Domain Gl Refresh ol
@ Connect to a Netwark Projector (WSD Ev... Connect to a Network Proje...  Private... 15 Export List... |
.Connect to a Network Projector (WSD-In)  Connect to a Network Proje...  All ﬂ Help I
@Core Networking - Destination Unreacha... Core Networking All I
@Core Networking - Destination Unreacha... Core Networking All o
@Core Networking - Dynamic Host Config... Core Networking All |
@Core Networking - Dynamic Host Config... Core Networking All
@Core Networking - Internet Group Mana...  Core Networking All
@Core Networking - IPHTTPS (TCP-In) Core Metworking All
@Core MNetworking - IPvE (IPvi-In) Core Networking All
@Core Metworking - Multicast Listener Do..  Core Networking All
@Core Networking - Multicast Listener Qu... Core Networking All
@Core MNetworking - Multicast Listener Rep... Core Networking All
@Core Networking - Multicast Listener Rep... Core Networking All
@Core Networking - Neighbor Discovery A... Core Networking All
@Core Networking - Neighbor Discovery 5. Core Networking All
@Core Networking - Packet Too Big (ICMP... Core Networking All
i @Core Metworking - Parameter Problem (I.. Core Networking All
@Core Metworking - Router Advertisement... Core Networking All i
| @Core Networking - Router Solicitation {IC... Core Networking All
@Core Networking - Teredo (UDP-In) Core Metworking All
@Core Networking - Tirme Exceeded (ICMP... Core Networking All
.Di;tr\buted Tranzaction Coordinator (RPC) Distributed Transaction Coo...  Private...
.Distr\buted Tranzaction Coordinator (RPC) Distributed Transaction Coo... Domain
.Dl;tr\buted Transaction Ceordinator (RP...  Distributed Transaction Ceo..  Domain -~
] [ b4 [ 3
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8. On the Actions pane, select New Rule.

@ Windows Firewall with Advanced Security

File Action View Help
@ 2E =
P Vindow: Firewsll with Advanci Actons
(B [nbound Rues) Name Group = Profile  * || Inbound Rules -~
Outbound Rules
2.!_! Connection Security Rules .Branch(ache Content Retrieval (HTTP-In)  BranchCache - Content Retr...  All MNew Rule...
b ‘él Monitoring .Branch(ache Hosted Cache Server (HTT... BranchCache - Hosted Cach... All F Filter bﬁtjofi\e b
.Branch(ache Peer Discovery (WSD-In) BranchCache - Peer Discove... All E .
) ) . S Filter by State »
.Connect to a Metwork Projector (TCP-In)  Connect te a Network Proje..  Domain
.Connect to a Network Projector (TCP-In)  Connect to a Network Proje...  Private.., 7 Filter by Group 4
.Connect to a Network Projector (WSD Ev...  Connect to a Network Proje..  Domain View »
.Connect to a Network Projector (WSD Ev...  Connect to a Network Proje..  Private...
.Connect to a Metwork Projector (WSD Ev.. Connect te a Network Proje..  Domain Gl Refresh ol
@ Connect to a Netwark Projector (WSD Ev... Connect to a Network Proje...  Private... 15 Export List... |
.Connect to a Network Projector (WSD-In)  Connect to a Network Proje...  All ﬂ Help I
@Core Networking - Destination Unreacha... Core Networking All I
@Core Networking - Destination Unreacha... Core Networking All o
@Core Networking - Dynamic Host Config... Core Networking All |
@Core Networking - Dynamic Host Config... Core Networking All
@Core Networking - Internet Group Mana...  Core Networking All
@Core Networking - IPHTTPS (TCP-In) Core Metworking All
@Core MNetworking - IPvE (IPvi-In) Core Networking All
@Core Metworking - Multicast Listener Do..  Core Networking All
@Core Networking - Multicast Listener Qu... Core Networking All
@Core MNetworking - Multicast Listener Rep... Core Networking All
@Core Networking - Multicast Listener Rep... Core Networking All
@Core Networking - Neighbor Discovery A... Core Networking All
@Core Networking - Neighbor Discovery 5. Core Networking All
@Core Networking - Packet Too Big (ICMP... Core Networking All
i @Core Metworking - Parameter Problem (I.. Core Networking All
@Core Metworking - Router Advertisement... Core Networking All i
| @Core Networking - Router Solicitation {IC... Core Networking All
@Core Networking - Teredo (UDP-In) Core Metworking All
@Core Networking - Tirme Exceeded (ICMP... Core Networking All
.Di;tr\buted Tranzaction Coordinator (RPC) Distributed Transaction Coo...  Private...
.Distr\buted Tranzaction Coordinator (RPC) Distributed Transaction Coo... Domain
.Dl;tr\buted Transaction Ceordinator (RP...  Distributed Transaction Ceo..  Domain -~
] [ b4 [ 3
MNew Rule...
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9. On the New Inbound Rule Wizard window, select Port rule type and click Next.

p
g# Mew Inbound Rule Wiza

I_d" - e

Rule Type
Select the type of firewall rule to create.

Steps:

Rule Type
Protocol and Ports
Action

Profile

& & & & &

MName

What type of rule would you like to create?

) Program

Rule that controls connections for a program.

@ Port

Rule that controls connections for a TCP or UDP port.

) Predefined:-

BranchCache - Cortert Retrieval (Uses HTTF)

Rule that controls connections for a Windows experience.

) Custom

Custom nule.

Leam more about rule types

< Back [ Naﬂ%_’ [ Cancel
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10. Select TCP and enter 1433 in the Specific local ports field. If the port is in use, you can use

any other unused port. Click Next.

g# New Inbound Rule Wizard

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:

@ Rule Type Does this rule apply to TCP or UDP?
@ Protocol and Ports @ TCP

@ Action ) UDP

@ Profile

@ Name

) All local ports

@ Specific local ports:

Leam more about protocol and ports

Does this rule apply to all local ports or specific local ports?

1433
Bample: 80, 443, 5000-5010

<Back ||

Next > H

Cancel
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11. Select Allow the connection and click Next.
r = — -
g# Mew Inbound Rule Wizard — - M

Action

Specify the action to be taken when a connection matches the conditions specified in the nule.

Steps:

@ Fule Type What action should be taken when a connection matches the specified conditions?

@ Protocol and Ports -

. @ Allow the mrl'rﬁ::m
e This includes col ions that are protected with IPsec as well as those are not.
@ Profile
. ) Allow the connection if it is secure

@ Hame This includes only connections that have been authenticated by using IPsec. Connections i
will be secured using the settings in [Psec properties and rules in the Connection Security
Rule node.
Bleck the connection

Leam more about actions

<Back || Net> || Cancel
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12. Check the Domain, Private and Public boxes, then click Next.

p
g# Mew Inbound Rule Wizard

SEessma =

Profile

Steps:
@ Rule Type

@ Protocol and Ports
@ Action

@ Profile

[

Mame

Specify the profiles for which this nile applies.

When does this rule apply?

Domain
Applies when a computer is connected to its corporate domain.

Private
Applies when a computer is connected to a private netwark location.

Public
Applies when a computer is connected to a public network location.

Leam more about profiles

<Back || Net> || Cancel
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13. Define a name for the rule, for example, Database Inbound Connection TCP. Click Finish.

i - o
g New Inbound Rule Wizard — —

Mame

Specify the name and description of this rule.

Steps:

Rule Type
Protocol and Ports
Action

Profile Name:

Database Inbound Connection TCP

&« & & & &

Name

Description {optional):

<Back ||

Finish

J

Cancel
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After creating the TCP protocol rule, you must create another rule for UDP, which is set to port

1434 by default.

14. On the Actions pane, select New Rule.

ﬂ Windows Firewall with Advanced Security

File Action View Help

(iinbound Rules | MName Group = Profile Inbound Rules =
&% Outbound Rules -
?&l Connection Security Rules .Branch(ache Content Retrieval (HTTP-In) BranchCache - Content Retr...  All @l MewRule..
» %L Monitoring .BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cach...  All T Filter b&goﬁle »
.Branch(ache Peer Discovery (W5D-In) BranchCache - Peer Discove..  All E .
.Connect to a Metwork Projector (TCP-In)  Connect to a Metwork Proje..  Domain T Filter by State ’
] ]
.Connect to a Network Projector (TCP-In)  Connect to a Network Proje..  Private.., T Filter by Group 4
.Conne:ttoa Network Projector (WSD Ev... Cennect to a Network Proje..  Domain View »
.Connact to a Network Projector (WSD Ev.. Connect to a Network Proje..  Private..,
.Connect to a Metwork Projector (WSD Ev.. Connect to a Network Proje..  Domain (] Refresh
.Connect to a Network Projector (WSD Ev... Connect to a Network Proje...  Private... = Export List...
.Connact to a Metwork Projector (WSD-In)  Cennect to a Network Proje...  All Help
@Core MNetworking - Destination Unreacha... Core Networking All
@Core Metworking - Destination Unreacha... Core Networking All
@Core Metworking - Dynamic Host Config... Core Networking All
@Core Networking - Dynamic Host Config... Core Networking All
@Core MNetworking - Internet Group Mana...  Core Networking All
@Core Networking - IPHTTPS (TCP-In) Core Networking All
@Core Networking - IPvG (IPv-In) Core Networking All
@Core MNetworking - Multicast Listener Do...  Core Networking All
@Core MNetworking - Multicast Listener Qu...  Core Networking All
@Core Metworking - Multicast Listener Rep... Core Networking All
@Core Metworking - Multicast Listener Rep... Core Networking All
@Core Networking - Neighbor Discovery A.. Core Networking All
@Core MNetworking - Neighbor Discovery 5..  Core Networking All
@Core Networking - Packet Too Big (ICMP... Core Networking All
[l @Core Networking - Parameter Problem (1. Core Networking All
@Core Networking - Router Advertisement... Core Networking All
@Core MNetworking - Router Solicitation (IC... Core Networking All
@Core Metworking - Terede (UDP-In) Core Networking All
@Core Networking - Time Exceeded (ICMP... Core Networking All
.Distributed Tranzaction Coordinator (RPC) Distributed Transaction Coc...  Private...
.Di;tributed Transaction Coordinator (RPC) Distributed Transaction Coo... Domain
.Di:tributed Transaction Coordinator (RP...  Distributed Transaction Coo...  Domain ~
] [0 K T 3
Mew Rule...
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15. On the New Inbound Rule Wizard window, select Port rule type and click Next.

p
g# Mew Inbound Rule Wizard

& & & & &

Rule Type

Select the type of firewall rule to create.

Steps:

Rule Type
Protocol and Ports
Action

Profile

MName

What type of rule would you like to create?

*) Program
Rule that controls connections for a program.
@ Port
I,\\SF{uIe that controls connections for a TCP or UDP port.
) Predefined:-
BranchCache - Cortert Retrieval (Uses HTTF)

Rule that controls connections for a Windows experience.

) Custom
Custom nule.

Leam more about rule types

< Back [ Mesd = ] [ Cancel
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16. Select UDP and enter 1434 in the Specific local ports field. Click Next.

p
g# Mew Inbound Rule Wizard

Protocol and Ports

Specify the protocols and ports to which this rule applies.

Steps:

@ Rule Type Does this rule apphy to TCP or UDP?
@ Protocol and Ports @ TCP

@ Action @ UDP

@ Profile

@ Name

Does this rule apply to all local ports or specific local ports?

) Al local ports

@ Specific local ports- 1424]
Eample: 80, 443, 5000-5010

Leam more about protocol and ports

< Back

I

MNead = ][

Cancel
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17. Select Allow the connection and click Next.

p
g# Mew Inbound Rule Wizard

Action

Specify the action to be taken when a connection matches the conditions specified in the nule.

Steps:
@ Fule Type What action should be taken when a connection matches the specified conditions?
@ Protocol and Ports i

. @ Allow the connection
e This includes connections that are protected with IPsec as well as those are not.
@ Profile

) Allow the connection if it is secure

@ Mame

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in [Psec properties and rules in the Connection Security
Rule node.

) Block the connection

Leam more about actions

< Back ]L{}Nm> || cancel
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18. Check the Domain, Private and Public boxes, then click Next.

p
g# Mew Inbound Rule Wizard

Profile

Steps:

Rule Type
Protocol and Ports
Action

Profile:

& & & & @

Mame

Specify the profiles for which this nile applies.

When does this rule apply?

Domain
Applies when a computer is connected to its corporate domain.

Private

Applies when a computer is connected to a private netwark location.

Public
Applies when a computer is connected to a public network location.

Leam more about profiles

<Back |

MNeod = ][

Cancel
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19. Define a name for the rule, for example, Database Inbound Connection UDP. Click Finish.

r ™
ﬂ'New[nbound Rule Wizard 6 S —— - - —— v W— ﬂ

Name

Specify the name and description of this rule.

Steps:

Rule Type
Protocol and Ports
Action

Profile Name:

Database Inbound Connection UDP

& & & & @

MName

Description {optional):

<Back || Fpsh || Cancel
by
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For security and reliability reasons, cable-based network access must be used instead of Wi-Fi. The
laptop computers that are provided by QIAGEN have a disabled WiFi adapter. If your
configuration is different, a system administrator must disable the Wi-Fi adapter manually which

can be done by the following steps:

1. Open the Control Panel and select Network and Sharing Center (or search for Control Panel
on Windows 10).

:.IEIQ

@wv@ + Control Panel » All Control Panel Items » - | &,‘ | Search Con... P |
Adjust your computer's settings View by:  Small icons =
|

P Action Center Administrative Tools 0@ AutcPlay w Backup and Restore
El Color Management Credential Manager _; Date and Time @ Default Programs
@ Desktop Gadgets &= Device Manager @ Devices and Printers .“4 Display

| @ Ease of Access Center Folder Options la Fonts el Getting Started

I| & HomeGroup ﬁ, Indexing Options Intel(R) HD Graphics @ Intel® Rapid Sterage Technology
Internet Options 2 Keyboard Location and Other Sensors F Mouse
5¥ Network and Sharing (fenter B Neotification Area lcons & Parental Controls B Performance Information and Tools

I ! Personalization Network and Sharm‘g Center em 3 Power Options Programs and Features
‘;1:' Recovery ::ti(f:rrlle:e":tui;::t:ELt‘:Is’sg;rne?F:ren(es guage 5 RemoteApp and Desktop Connections % Sound

U @ Speech Recegnition | for sharing files and printers. 184 Systemn (k. Taskbar and Start Menu I
Troubleshocting 8, User Accounts ‘; Windows Anytime Upgrade H Windows CardSpace

| & Windows Defender o Windows Firewall @Windaws Mobility Center EJ Windows Update
2 wireless Configuration Utility
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2. Select Change adapter settings.

:.IEIQ

@U":‘; + Control Panel » All Control PanelItems » Metwork and Sharing Center

- | &,‘ | Search Con... 2 |

Control Panel Home
Manage wireless networks
Change adapter S%ings
Change advanced-+aring
settings

i

|

(|
See also
HomeGroup

Internet Options

Windows Firewall

View your basic network information and set up connections

HA,II-' x 5& See full map

QIAGEM-PC Internet
(This computer)

View your active networks Connect to a network
You are currently not connected te any networks.

Change your networking settings

ﬁl Set up 2 new connection or network
-

Set up a wireless, broadband, dial-up, ad hec, or VPN connection; or set up a router or access point,

Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,

Access files and printers located on other network computers, or change sharing settings.

Troubleshoot problems

=
4 Choose homegroup and sharing options

Diagnose and repair netwerk problems, or get troubleshooting information.

(]
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3. Point to Wireless Network Connection, rightclick and select Disable.

:.IEIQ

.
@U'|@ + Control Panel » Metwork and Internet » MNetwork Connections » - | &,‘ | Search Net... P |
Organize Connect To Disable this network device Diagnose this connection Rename this cannection Change settings of this connection =~ 0 @
- Local Area Connection "-h' Wireless Network Connection |
y MNetwork cable unplugged Not conn [@ Dicable

XK e Intel(R) Ethernet Connection 217-V |3 a‘_\ﬂ Broadco
— Con / Disconnect

Status

Diagnose

@ Bridge Connections

(|
| Create Shortcut
Delete
@ Rename
I '@ Properties
U
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4. Check that the Wireless Network Connection is disabled.

=nc ﬂ
@Uv| E-' v Control Panel » MNetwork and Internet » Network Connections » - | ‘,‘ | Search Net.. P |
Organize + s~ 0 @
L-'. Local Area Connection [ Wireless Network Connection
"= _ Network cable unplugged M= Disabled
b4 @7 Intel(R) Ethernet Connection [217-V Broadcom BCM943228HME 802.1...

System tools

Many system tools may use significant system resources even without any user interaction. Typical

examples of such tools are:

e File indexing, which is performed as a background task by many contemporary office
applications

e Disk defragmentation, which often also employs a background task

e Any software that checks for updates on the Internet

® Remote monitoring and management tools

Note: Due to the dynamic nature of information technology products and systems, this list may
be incomplete. Tools may be released that are not known at the time of writing. It is important
that system administrators ensure that such tools are not active on the computer while Rotor-

Gene AssayManager v1.0 performing a PCR run.
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Operating system updates
Instructions for Windows 7
The laptop computers provided by QIAGEN are configured in a way that automatic updates of the

operating system are disabled. If your configuration is different, a system administrator must disable

any automatic update process of the operating system which can be done by the following steps:

1. Open the Control Panel and select Windows Update

:.IEIQ

S

UQ @ + Control Panel » All Control Panel Items »

- | &,‘ | Search Con... 2 [

Adjust your computer's settings

P Action Center

t!J Color Management

@ Desktop Gadgets

| @ Ease of Access Center

il i@ HomeGroup

Internet Options

EF Netwerk and Sharing Center
I B personalization

‘;1:' Recovery

[ é Speech Recegnition
Troubleshooting

| i Windows Defender

& Wireless Cenfiguration Utility

Administrative Tools
Credential Manager
=4 Device Manager
Folder Options
&Indexmg Options
&2 Keyboard

B Notification Area Icons
U;J Phone and Modem
& Region and Language
@ Sync Center

% User Accounts

0 Windows Firewall

["gd AutoPlay
¥ Date and Time
E_@ Devices and Printers

A Fonts
Intel(R) HD Graphics
Location and Other Sensors
& Parental Controls

9 Power Options

3 RemoteApp and Desktop Cennections
izl System

‘; Windows Anytime Upgrade
@ ‘Windows Mobility Center

View by:

@ Backup and Restore

@ Default Programs

B2 Display

el Getting Started

@ Intel® Rapid Storage Technology
F Mouse

B Performance Information and Tools
Programs and Features

% Sound

. Taskbar and Start Menu

E Windows CardSpace

Ej Windcu@Update

Smallicons ¥

Windows Update
Check for software and driver

updates, choose automatic updating

settings, or view installed upd

ates.
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2. Select Change settings.

=nnc g
f_d + Control Panel » All Control Panel terns » Windows Update - ‘&.,H Search Con... Pl

@

G-

Control Panel Home

Windows Update
Check for updates

Change settings _
\c’iewupdat§ ﬁstow [ Check for updates for your computer
A Always install the latest updates to enhance your computer's security and
performance.

Updates: frequently asked Check for updates
questions P

Restore hidden updates

Most recent check for updates:  §/8/2017 at 1:22 PM
Updates were installed: 8/8/2017 at 2:23 PM. View update history
You receive updates: For Windows only.

Get updates for other Micresoft products, Find cut more

See also
Installed Updates
‘; Windows Anytime Upgrade
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3. On the Important updates dropdown list, select Never check for updates.

m@g

“!' v Control Panel » All Control Panel ltems » Windows Update » Change settings

- ‘&, | | Search Con... R |

Choose how Windows can install updates

When your computer is enline, Windews can autematically check for impertant updates and install them
using these settings. When new updates are available, you can also install them before shutting down the
computer.

How does automatic updating help me?

Important updates

f |@ [Insﬁall updates automatically (recommended) ']

Install updates automatically (recommended)

Download updates but let me choose whether to install them

Check for updates but let me choose whether to download and install them
Mever check for updates [not recommended)

Give me recommended updates the same way I receive important updates
‘Who can install updates

I [¥] Allow all users to install updates on this computer

Mote: Windows Update might update itself automatically first when checking for other updates. Read our
privacy statement enline.

Box
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4. Check that the option Never check for updates is active and click OK

:Eﬂ

@\J'lu » Control Panel » All Control Panel ltems » Windows Update » Change settings [ 42][ Search Con.. £

Choose how Windows can install updates

‘When your computer is enline, Windows can automatically check for impertant updates and install them
using these settings, When new updates are available, you can also install them before shutting down the
computer.

How does automatic updating help me?

Important updates

i l.g.l [Never check for updates (not recommended) -
k.

Install new updates: | Every day at | 3:00 AM
Recommended updates
Give me recommended updates the same way I receive important updates
Who can install updates
[#] Allow all users to install updates on this computer

Mote: Windows Update might update itself automatically first when checking for other updates. Read our
privacy statement cnline.

In case that updates are required due to uncovered security vulnerabilities, QIAGEN provides
mechanisms to install a defined set of validated Windows security patches either online (if internet
connection is available on laptop computers provided by QIAGEN), or as offline package,
prepared on a separate computer with Internet connection.

Please visit the product page on QIAGEN.com for more information.

Instructions for Windows 10

If you are using Windows 10, please visit the product page on QIAGEN.com for more information.
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FAQ

Question Answer

How can | uninstall a plug-in2 For regulatory reasons, plug-ins cannot be uninstalled. In
case you want to uninstall a plug-in, the core application

must be uninstalled together with the plug-in.

Why is Rotor-Gene AssayManager Check the cable connection between Rotor-Gene Q and
v1.0 unable to communicate with the computer. The USB cable might be loose or faulty.
the cycler? Reconnect or replace the cable. Only use cables and
accessories supplied by QIAGEN. Switch off the Rotor-
Gene Q and switch it back on again. Restart Rotor-Gene

AssayManager v1.0.

Why does Rotor-Gene a) Old version of Microsoft Windows

AssayManager v1.0 not start2 Rotor-Gene AssayManager v1.0 can only be
operated with Windows 7 and Windows 10.

b) No plug-in installed

Rotor-Gene AssayManager v1.0 consists of the core
software and plug-ins with application specific
components. Besides the core software, at least one
plug-in must be installed to be able to use Rotor-Gene

AssayManager v1.0.

Continued on next page
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Continued from previous page

Question

Answer

What is my initial user name and
password after installation  of

Rotor-Gene AssayManager v1.0

After installation of Rotor-Gene
AssayManager v1.0, | do not have
access fo the Setup and
Development environments. What's

wrong?

Can Rotor-Gene AssayManager
v1.0 be used in parallel with the
Rotor-Gene Q software on one

computer?

The initial user name and password for Rotor-Gene
AssayManager v1.0 is “admin” for both. Directly after
the first login, you are required to change the password.
Make sure to memorize the password for the “admin”
account and create additional user profiles in the
Configuration environment afterwards. Note that if the
password for a user account is entered incorrectly three
times, the user account will be locked and can only be
re-activated by a user with administrator role. If the
administrator account gets locked, only a QIAGEN
service technician can re-activate the Rotor-Gene
AssayManager v1.0, which may cause additional

charges.

Upon first login to Rotor-Gene AssayManager v1.0, the
“admin” user profile only has “Administrator” rights. Go
to the user management tab in the Configuration
environment, then update your access rights and create

additional user profiles.

Activate the roles “Approver”, “AssayDeveloper”, and

“Operator” in the appropriate user profile(s).

For details see the section “Getting Started” in the Rofor-

Gene AssayManager Core Application User Manual.

Both programs can be installed in parallel on one
computer. Make sure to have Rotor-Gene Q software
version 2.3 or higher installed. However, the programs
cannot be used in parallel for cycler control. As soon as
the first program is started it will liaise to a switched-on
Rotor-Gene Q. This connection will be maintained until
closing the program or switching off the Rotor-Gene Q. If
an active connection is established, the second program

can only be started in virtual mode.
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Document Revision History

08/2018

Updated the following parts for the new Rotor-Gene AssayManager 1.0.5
version:

-Added support and descriptions for Windows 10

-Added prerequisites for the installation of RGAM on Windows 7 or
Windows 10 systems

-Updated descriptions to be compatible with the most recent
configurations for laptop computers provided by QIAGEN

-Updated and extended description of recommended virus scanner
and firewall settings

-Updated and extended description of how to deal with operating
system updates

For further support with technical difficulties, please contact QIAGEN Technical Services at

www.qiagen.com.

For up-to-date licensing information and product-specific disclaimers, see the respective QIAGEN

user manual. QIAGEN kit handbooks and user manuals are available at www.qgiagen.com or can

be requested from QIAGEN Technical Services or your local distributor.

Trademarks: QIAGEN®, Sample to Insight®, Rotor-Gene®, Rotor-Gene AssayManager® (QIAGEN Group); Bluetooth® (Bluetooth SIG, Inc.); Core™, Intel® (Intel Corporation);
Microsoff®, SQL Server®, Windows® (Microsoft Corporation). Registered names, trademarks, etc. used in this document, even when not specifically marked as such, are not to be

considered unprotected by law.

HB-1248-003 1114576 08/2018 © QIAGEN, all rights reserved

Ordering www.qiagen.com/shop | Technical Support support.giagen.com | Website www.qgiagen.com

Rotor-Gene AssayManager v1.0 Quick-Start Guide 08/2018

62



