Appendix D: Archive QlAcuity”® Plates to a Network Drive

Pre-requirements

1. Obtain the network drive's UNC (Universal Naming Convention) path. In the example below, the network drive's UNC
path is \\gtndata\users\Tug\. The folder named QIAcuity_Archive is the archive folder; therefore, the UNC
path to the archive folder is \\gtndata\users\Tug\QIAcuity_Archive.

2. Ensure that the day-to-day logged-in user has read/write access to the network drive folder.
3. Ensure that the logged-in user performing this procedure has administrator privileges.

4. Optional Map the network drive on the QlAcuity computer to any available drive letter so that end users can easily verify

the archive process.

Instructions

1. On the QlAcuity computer, navigate to C:\Program Files (x86). Right-click the QlAcuity Software Suite folder,

and then select Properties.

2. In the Properties window, click the Security tab, and then click Edit.

QlAcuity Software Suite Properties X

General Sharing Previous Versions Customize

Object name:  C:\Program Wles (x86)\QlAcuity Software Suite

Group or user names:

[F55 ALL APPLICATION PACKAGES ~

[E]ALL RESTRICTED APPLICATION PACKAGES

S8 CREATOR OWNER

R cveTem
<

To change pemmissions, click Edit.

Permissions for ALL

APPLICATION PACKAGES Allow Deny

Full control "
Modify

Read & execute

List folder contents

Read

Write w7

For special permissions or advanced settings, Advanced
click Advanced.

Sample to Insight




3. Click Add.

Permissions for QlAcuity Software Suite X
Security
Object name:  C:\Program Files (xB6)'\QlAcuity Software Sutte

Group or user names:
ALL APPLICATION PACKAGES
[EALL RESTRICTED APPLICATION PACKAGES
£2 CREATOR OWNER
£2 SYSTEM

ER LOCAL SERVICE
<

Pemissions for ALL
APPLICATION PACKAGES Allow Deny
Full control (| O B
Modify O I
Read & execute O
List folder cortents [l
Read o o
OK || Cancel || Apply
4. Click Locations.
Select User X
Select this object type:
IUaer or Builtin security principal | | Object Types... ‘
From this location:
[aTNLUGL3 || Locations...
Enter the object name to select (examples):
| | Check Names
Advanced... | oK | cancel |

5. Select Entire Directory, and then click OK. If Entire Directory is not displayed, ensure that the account is logged in to your

company's domain that hosts the network drive. If the option is still unavailable, contact your IT department.

Select the location you want to search,

Location:
1K GTN-LUG-L3

ISR Entire Directory

AN entemrise
-3 global enterprise
35 SGSADM.comp
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6. In the “Enter the object name to select” field, type the name of the day-to-day operational user, preferably the same user
who performs this setup and the day-to-day operations, and then click Check Names. If a credential other than that of the

day-to-day operational user is used for this setup, see Comment 8 at the end of this document.

Select User or Service Account X

Select this object type:
|User or Service Account | [ Object Types... ‘

From this location:
|Entire Directory | ‘ Locations... ‘

Enter the object name to select (examples):

Ganwei Lul | Check Names I
| Advanced... OK || Cancel ‘

7. When the name is found, click OK.

Select User or Service Account X

Select this object type:
|U5er or Service Account | l Object Types... ‘

From this location:
|Enlire Directory | [ Locations... ‘

Enter the object name to select (examples):
Ganwei Lu - QIAGEN (Ganwei.lu@agiagen.com Check Names

| Advanced... Lok | conca

8. Return to the Security tab, select the Full control permission for the added user, and then click OK.

Permissions for QlAcuity Software Suite X
Security
Object name:  C:\Program Files (x36)\QlAcuity Software Suite

Gmup Qr user names:
[E)ALL RESTRICTED APPLICATION PACKAGES "
S2 CREATOR OWNER
S8 SYSTEM
£2 LOCAL SERVICE

Permissions for Ganwei Lu -

QIAGEN Deny
Full control o o »
Modify O
Read & execite O
List folder contents O
Read O v
[ ok ]| cancel || eply
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9. In the Windows search box, type Services. Right-click the Services app, and then select Run as administrator.

Al Work Apps Documents Web  More ¥

Best match

gy, Services o
i o

App

Apps

Services
> Component Services App

Settings

A Do not allow Microsoft to use your " Open

voice to improve speech services
) Run as administrator

L2 Use online services with Narrator 3 )
Open file location

Search work and web .

Pin to Start
A services - See work and web results P 1o taskbar
QIAGEN GmbH - Documents

B Tech Services - Issues Related to DST
7-6-22

services|

=i Desktop > m £

10. Click Yes if prompted. Depending on your organization's IT policy, this prompt may not appear, or a different

confirmation screen may be displayed.

\ccount Control

Do you want to allow this app to make changes
to your device?

eing this pop-up bec Admin
Cli or mo ormation

X No

11. In the Services window, locate and double-click QlAcuitySuite.

~

Name Description Status Startup Type
~.€;?;Printer Extensions and Notif... This service ... Manual
~f,;?;PrintWorkrow_92b1934 Provides su... Manual (Trigger Start)
‘5 Problem Reports Control Pa... This service ... Manual

. Thisservice ... Running  Manual

Running  Automatic
ELQlAidentity Running  Automatic
&1 Quality Windows Audio Vid... Quality Win... Manual
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12. Click the Log On tab, select This account, and then click Browse.

QlAcuitySuite Properties (Local Computer) X

General 11-09 On  Recovery Dependencies

Log on as:
(O Local System account

Allow service to interact with desktop 3
2
(®) This account: || | | Browse...
Password: I............... I
Confirm password: |oo.oo-ooo.oo-oo |

13. Check the From this location field. If it is not set to Entire Directory, click Locations.

Select User X

Select this object type:
’User or Built-in security principal | | Object Types... ‘

From this location:
[GTN-LUGL3 || Locations... I

Enterthe object name to select (examples):

| Check Names

| Advanced.. | ok || cancel |

14. Select Entire Directory, and then click OK. If Entire Directory is not displayed, ensure that the account is logged in to your

company's domain. If the option is still unavailable, contact your IT department.

Locations
Select the location you want to search.

Location:
18 GTN-LUG-L3

%

enterprise
global enterprise

-

-3 SGSADM.cop

=
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15. In the “Enter the object name to select” field, type the name of the day-to-day operational user, preferably the same user
who performs this setup and the day-to-day operations, and then click Check Names. If a credential other than that of the

day-to-day operational user is used for this setup, see Comment 8 at the end of this document.

Select User or Service Account X

Select this object type:

|User or Service Account | ‘ Object Types... ‘

From this location:
|Entire Directory | l Locations... ‘

Enter the object name to select (examples):
Garwei Lu| l Check Names ‘

! Advanced... OK || Cancel ‘

16. When the name is found, click OK.

Select User or Service Account X

Select this object type:

|U5er or Service Account | Object Types... ‘

From this location:
|Enlire Directory | Locations... ‘

Enter the object name to select (examples):

Ganwei Lu - QIAGEN (Ganwei.lu@aiagen.com Check Names

I, Advanced... |! 0K I Cancel

17. On the Log On tab, clear the existing password, enter the password for the selected user account, and then click OK.

QlAcuitySuite Properties (Local Computer) X

General LogOn Recovery Dependencies
Logonas:

O Local System account
Alow service to interact with desktop

@ This account: Ganwei Lu@dagencom | [[Browse.. |

Password esssssscesscee

Confim password: | [seeesesssessees

oK Cancel Apply

Important: If the password for the Log On user changes, update the service logon account. First, select Local System
account, click OK, and restart the computer. Then repeat Steps 4-17. To avoid interrupting the archive process, it is

recommended to configure the Log On user account so that its password does not expire or has a validity period of at

least 1 year.
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18. Rightclick QlAcuitySuite again, and then select Restart.

& PrintWorkflow_18a2 /U

&) Problem Reports Control Pa...
&l Program Compatibility Assi...
&l QlAcuity-postgresql-15

: QlAidentity

1€ Quality Windows Audio Vid...

{,;’; Radio Management Service

Realtek Audio Universal Ser...

=
]
&k Recommended Troublesho...

&) Remote Access Auto Conne...

&) Remote Access Connection...

».Q; Remote Desktop Configurat...

~$;>: Remote Desktop Services
‘&) Remote Desktop Services U...
‘&) Remote Procedure Call (RPC)

Provides sup... Manual (Ingger Start)  Local Sys
This service p... Manual Local Sys
This service p...  Running  Manual Local Sys

Running  Automatic Local Sys

Quality Wind...
Radio Manag...
Realtek Audi...
Enables auto...

Createsac
Manages dial...
Remote Desk...
Allows users ...
Allows the re...
The RPCSS se...

Stop
Pause

Resume

All Tasks
Refresh
Properties

Help

19. In the Windows search box, type Credential Manager, and then open it.

Credential Manager

Control panel

Search work and web

/O cred - See work and web results

L Credit Karma - Finance Company

L credit one bank

£ crediblebh

Settings
L]
B

Manage Web Credentials

Manage Windows Credentials

Change User Account Control

settings

Core isolation

This PC - Documents (3+)

£ credent

Local Sys
Local Ser
Local Ser
Local Sys
Local Sys
Local Sys
Local Sys
Local Sys
Network
Local Sys

Network

20. Click Windows Credentials, and then click Add a Windows credential.

Archive QlAcuity Plates to a Network Drive

Manage your credentials

Web Credentials

Back up Credentials

Windows Credentials

No Windows credentials.

| 07/2026

Restore Credentials

View and delete your saved log-on information for websites, connected applications and networks.

~

” Windows Credentials

Add a Windows credential



21. Enter the network domain address (not the UNC path to the archive folder). For example, the QIAGEN network domain
is qiagen.ads. Enter the user name and password, and then click OK. Contact your IT department if you do not know

your organization's network domain address.

Type the address of the website or network location and your credentials

Make sure that the username and password that you type can be used to access the location.

Internet or network address —
(e.g. myserver, server.company.com): ‘ giagen.ads ]

Username: ‘ lug ]

Password: ‘ sesssssce ‘

22. Verify that the new credential is displayed, and then restart the computer.

%ﬂ Web Credentials q @F Windows Credentials

Back up Credentials Restore Credentials

Windows Crad:ry Add a Windows credential

qiagen.ads Modified: Today

23. Launch the QlAcuity Suite software, and then click Configuration in the upper-right corner. When reopening the Suite for
the first time after making these changes, a connection error may appear. If this occurs, close the browser, wait a few

minutes, and then launch the Suite again.

24. Under Configuration, click Archive.

Configuration

Instrument name
Archive

User Management

Audit Trail

25. If an archive has already been set up on a local storage drive, click Detach Archive. After the software confirms the

change, click Add Archive. If an archive has not yet been set up, click Add Archive directly.

Instrument name Archive location

N

User Management Automatic archiving

Audit Trail Plate archiving: Automatic
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26. Enter the UNC path to the archive folder, and then click Save. No error message should appear after clicking Save.

Add Archive location

Type the Archive location in:

\Wgtndatatusers\lug\QlAcuity_Archive

27. Setthe desired archival frequency, and click Save.

Archive location

Add Archive

\\gtndata\users\lug\QIAcuity_Archive | /# Edit location || &2 Detach Archive

| () The Archive is configured.

Automatic GrChIVIng Amount Days/Months/Years

Plate archiving: @D Automatic  Archive Plate older than: Months ¥

Plates older than 6 months will be archived automatically every day.

Comments

1. If the setup is successful, the UNC path is saved in the Suite software without any error message after Step 26. At least

one file or folder also appears in the specified archive folder.

2. The archive process runs at 1 AM local time. After a plate is archived, it is removed from the database and its data is
transferred to the archive folder on the network drive. To verify that the process is operating as expected, it is

recommended to check the archive folder regularly, especially during the first few days after completing the setup.

3. To restore an archived plate, click the Archive icon.

it QlAcuity | Plates x +
& c A Not secure \ kitps://localhost:8687 /Plates

=
00000 ]
00000 Plates Templates Disk Space Archive

Plates Overview

Locate the plate, click the three-dot menu in the lower-right corner of the plate, and then select Restore.
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Archived by: system Archived by: system

@ Run completed eoe @ Run completed
(O Restore

Updated 15 hours ago 24 H
[ Delete

For easier verification and monitoring of the archive process, it is recommended to map the archive folder as a network

drive on the QlAcuity computer.

If the password for the Log On user changes, repeat Steps 4-17 in the main procedure. To avoid interrupting the archive
process, it is recommended to configure the Log On user account so that its password does not expire or has a validity

period of at least 1 year.

If an archive already exists on a local drive before you configure a network archive folder, the existing archived plates
are not fransferred to the new archive location. To access those locally archived plates, detach the network archive
location, set up the archive to use the local archive folder again, and then click Save. All locally archived plates will then

be visible in the Suite.

The Suite supports only one archive location at a time. If you need to use multiple archive locations, follow the procedure
described in Step 6. However, this approach is not recommended. Instead, consolidate all archived plates into a single
network archive folder. To do this, restore all locally archived plates to the Suite before configuring the network archive

folder. Based on the automatic archive settings, those plates are archived again to the network archive folder.

Each log-in attempt causes the Suite to create log files in the Suite log folder. If the user account used to configure the
network archive does not have read/write access to the Suite installation folder, the Suite will not start after Step 18, and

the following error message is displayed.

Services X

Windows could not start the QlAcuitySuite service on Local
! Computer.
The service did not return an errar. This could be an internal
Windows error or an internal service error.
If the problem persists, contact your system administrator.

To resolve this issue, navigate to C:\Program Files (x86), rightclick the QlAcuity Software Suite folder, and then

select Properties.

QlAcuity Software Suite 1
View >
Sort by >
Group by >
Refresh
Paste

Paste shortcut

Give access to

New

I Properties 2 I

Click the Security tab. Under Group or user names, select the Log On user, and then click Edit.
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Program Files (x86) Properties X

1
General Sharing Previous Versions

Object name:  C:\Program Files (x86)

Group or user names:
[EALL APPLICATION PACKAGES A
[Z5]ALL RESTRICTED APPLICATION PACKAGES

CREATOR OWNER

&2 cveTem
< >

v

To change pemmissions, click Edit.
Pemmissions for CREATOR
OWNER Allow Deny
Full control A
Modify

Read & execute

List folder contents

Read

Write v

For special permissions or advanced settings,
click Advanced. M

[ ok ]| camcel | ook

In the new window, grant the Log On user at least the following permissions.

Permissions for QlAcuity Software Suite X
Security
Object name:  C:\Program Files (x86)\QlAcuity Software Suite

GI'OLID Qr user names:
ALL APPLICATION PACKAGES ~
ALL RESTRICTED APPLICATION PACKAGES
£ CREATOR OWNER
SR SYSTEM
82 LOCAL SERVICE o
< >

Permissions for CREATOR
OWNER

Read & execute
List folder contents
Read

Write

Special permissions v

KEE

[ ok ]| cacel || aopy

Click OK. If prompted, restart the computer.
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