Technical Information

QlAsphere Product and
Solution Security

QIAGEN

QlAsphere® is a QIAGEN® digital platform where you can connect your QlAsphere-ready instruments for

remote monitoring and other connectivity services. It is a cloud-hosted service, meaning it requires an active

internet connection.

Protecting your data and privacy is our top priority. Therefore, we have implemented several standards and

policies to maintain security and help prevent unauthorized access to our QlAsphere platform.

System overview

The QlAsphere system is comprised of the following

components:

e Hardware and software components within the user
network (i.e., gateway components, local apps
available in the user WLAN)

e |oT (Internet of Things) connections to the QIAGEN
cloud and cloud-based offerings (such as status
monitoring of devices) via mobile devices independent
of the user’'s WLAN. The system has four components
(Figure 1):

1) QlAsphere Cloud: Microsoft® Azure®-based
solution that collects and aggregates instrument
data and provides result information to the user.
It also contains the website My QIAGEN,
and is managed by QIAGEN.

Protected Health Information (PHI) is not sent to
the QlAsphere cloud.

Sample to Insight

2) QlAsphere Base: The on-premise component
of QlAsphere, which serves as an loT gateway
device between the user’s instruments and the
QlAsphere Cloud. QlAsphere Base is available
as a Hardware Version or as a server software-
only version (called Server Version), which must
be installed on a customer’s server.

3) QlAsphere App: A mobile app that is installed on
the user’s mobile device(s) (iOS® or Android®)
to display information from QIAsphere Cloud
and QlAsphere Base.

4) QlAsphere Base Export Tool: An optional
Windows® application that is used to export
reports stored from the QlAsphere Base and

deposit them in the user’s directory of choice.




Hardware specifications

QlAsphere Base is using Compulab loT-Gate-iMX8 as the hardware platform. Specifications can be found at:

https:/ /www.compulab.com/products/iot-gateways/iot-gate-imx8-industrial-arm-iot-gateway

Communication methods

There are multiple web-based applications in the QlAsphere ecosystem. Users should use an updated and secure web

browser to access them.

QlAsphere Cloud

The QlAsphere Cloud connects to the following

components:

e QlAsphere Base
o HTTPS, MQTT over Websocket,
optional HTTP proxy
¢ QlAsphere App
o HTTPS

0 Push notifications
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Figure 1. QlAsphere system network diagram.
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QIlAsphere Base connects to the following components:

¢ QlAsphere-ready instruments

¢ QlAsphere Base provides the ability to connect

instruments via HTTPS Restful APl in the user’s network
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https://www.compulab.com/products/iot-gateways/iot-gate-imx8-industrial-arm-iot-gateway

QlAsphere Base Export Tool

The QlAsphere Base Export Tool connects to the
QIlAsphere Base and, optionally, to a Windows share on

other servers:

¢ QlAsphere Base
o HTTPS
e External Windows Share folders
If the user wishes to export files to directories on other
servers, they must ensure that file sharing is available

between servers.

0 File-sharing server message block (SMB):
Requires ports 135 to 139 for UDP and TCP traffic
0 Direct SMB: Uses port 445 for TCP transfer

Certificate-based authentication

Both QlAsphere Cloud and QlAsphere Base use
certificate authentication in their communications to
identify the source of the data. Each QlAsphere Base has
a separate certificate that uniquely identifies it from any

other possible providers.

Each QlAsphere Base must be separately registered
in QlAsphere Cloud via a two-step registration process
to ensure the correct identification and ownership of
each QlAsphere Base. Certificates are issued by our

certificate-provisioning system after correct identification.

Anonymization

The QlAsphere system does not modify or anonymize
any data received from connected instruments. Instead, it
relies on the instruments to anonymize the data and flag it
as anonymized, pseudonymized, none or identifiable
data being sent to the QlAsphere system. Data flagged by

the instruments to the QlAsphere system, in conjunction
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Message queue telemetry transport over web-
socket (MQTT/WS) - ports 443

MQTT is a lightweight publish-subscribe network protocol
well suited for loT connectivity where the devices need

to use low bandwidth and may not have a constant or
reliable network connection. All communication uses
Transport Layer Security (TLS) v1.2 encryption and runs
over HTTPS (websocket).

Hypertext transfer protocol secure (HTTPS) -
ports 443

HTTPS is the standard protocol used for most web
communications. It leverages TLS v1.2 to encrypt the

bidirectional information being transferred.

QlAsphere Base wireless connection methods

e IEEE 802.11b/g/n

For communications between the QlAsphere App and the
Cloud, we use a public certificate provided by DigiCert®
(SHA256).

If a user needs to use the intranet mode, then a QIAGEN-
signed certificate must be installed on their mobile device.

Additional documentation is provided separately.

Note: The intranet mode is not required for the application

to work correctly.

with the payload category, is handled accordingly by
our systems (e.g., preventing identifiable data from being
uploaded to the Cloud except for specific applications
defined by the customer). Protected Health Information
(PHI) is not sent to the QlAsphere cloud.



Data transfer and storage

QlAsphere Base stores events and logs locally; these are
then transferred to the QlAsphere Cloud via MQTT and
HTTPS.

To ensure that sensitive data is not accessible to unauthorized

third parties, QlAsphere encrypts sensitive data:

e Data in transit is always encrypted using TLS.

e Data at rest is encrypted using both application-

e specific methods and operating system (OS)-level
methods, depending on the area being used:

0 Inthe QlAsphere Cloud, critical fields are
encrypted at rest. In addition, all storage resides in a
trusted zone.

0 Inthe QlAsphere Base Hardware, the data is

QlAsphere Base hardening (hardware)

QlAsphere Base has been hardened to ensure enhanced

security against tampering by malicious actors.

The device is a closed system. No applications can be

installed by operators. SSH is cut off.
¢ Update packages are digitally signed, and versioning

of the components is verified by the system before
each update

o All default system accounts have been disabled

e All unnecessary network communication ports have
been disabled

¢ Unnecessary services have been disabled; Telnet® is

not installed

Hardware and software
QlAsphere Base hardware

Operating system

QlAsphere Base running on the Compulab loT-Gate-
iMX8 hardware uses the Debian 11 Linux distribution.

stored on an internal hard drive that is not
externally accessible.

0 Inthe QlAsphere Base Server version, the
data is stored in a single folder defined during the
installation of the QlAsphere Base Server.

It is the responsibility of the customer to
ensure that the application folders are kept
secure and to ensure proper access control.

0 Inthe QlAsphere Base Export tool, the reports
stored in Windows folders are not encrypted. The
use of this tool is optional, and it is the responsibility
of the user to ensure proper access control in the

destination directory if they choose to use this tool.

e The QlAsphere Base is regularly audited for
cybersecurity vulnerabilities, including penetration
testing. The most recent penetration tests were
conducted in June 2026 by Tata Consulting Services.
The scope of the most recent penetration test was as
follows:

o Network application/services accessible remotely
over device's ETH1 (service port) & ETH2
(connectivity port) ports
USB interfaces (3 USB A ports)

Debug console port
RS485/RS232 serial interface

Custom software

QlAsphere Base uses software implemented by QIAGEN
on top of the OS layer. This software includes scripts that
enable startup of the main software application and

factory reset with a hardware button. The main application
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is built using Java 11 and Spring Boot Framework. The
application contains an embedded HTTPS web server
serving QlAsphere Base Setup Portal (QBSP), instrument

connection APls and local connection APIs.

Most machines that run Windows will meet the require-
ments to run the optional QlAsphere Base Server due to
its limited resource requirements. The PC or server should
run Windows 11, Windows Server 2022 or Windows
Server 2025.

Security patching and updates

QlAsphere Cloud

QlAsphere Cloud is constantly updated by the QIAGEN
team to improve its functionality and to patch any security
weaknesses found. Every change is made backward
compatible before deployment to ensure that QlAsphere
App and QlAsphere Base functionalities are not

impaired.

QlAsphere Base

Automatic updates are provided to QlAsphere Base on

an as-needed basis.

These updates are generated in the QIAGEN Cloud and
pushed to all QlAsphere Bases (Hardware and Server),
where the update is scheduled for after-hours deployment
without human intervention. This ensures that the devices

have the latest and most secure version available.

Important: All updates are digitally signed by QIAGEN
and validated for authenticity by QlAsphere Base prior to
deployment.
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QlAsphere App

lonic Framework (ionicframework.com/docs): a complete
open-source SDK for hybrid mobile app development
built on top of Angular and Capacitor. JavaScript®
open-source libraries: JavaScript does not have access

to storage or network resources.

QlAsphere App

Patches or updates are provided on an as-needed basis.
Because updating applications on a mobile phone
requires user intervention, QIAGEN aims to keep the
number of updates low. For this reason, security features
are either bundled with new features if their priority is low
or will be deployed as separate updates in case critical

vulnerabilities or security updates are needed.

Note: QIAGEN is only responsible for the QlAsphere
App and has no control of the underlying OS or other

apps that may reside in the user’s mobile device.

Important: New updates are distributed through the
Apple App Store and Google Play. New updates will
also be communicated to the users via push notification

or during the login process to the application.


https://ionicframework.com/docs

Software development process

QlAsphere follows secure development practices to
ensure the quality and security of our software. A feature

roadmap is available to ensure continuity.

¢ Changes and enhancements are internally docu-
mented and approved before being implemented.
Documentation includes threat modelling and risk
assessment of functionalities. Every change must
pass through QA acceptance before deployment
is approved.

¢ All code and configuration changes are tracked
and kept in a central repository, and each change
undergoes code review.

e Code is statically scanned during each build to
maintain quality and accordance with coding and
security good practices.

e For Java and JavaScript code, a third-party dependency
vulnerability scanner is run before each build.

e Azure infrastructure components are subject to constant
monitoring and must fulfill the QIAGEN security

baseline.

Security controls

Azure platform

QlAsphere Cloud services are hosted on Microsoft
Azure, fully benefiting from a wide range of security

features.

e Azure infrastructure delivers high availability and
reliability based on (N+1) redundancy architecture
e Azure networks are designed to provide anti-spoof
protection, limiting access by using ACLs and DDo$S
protection by default
e User data in Azure is protected by firewalls at
multiple levels
Important: Azure infrastructure meets a broad set of
international and industry-specific compliance standards,
such as ISO® 27001, HIPAA, FedRAMP®, SOC 1 and
SOC 2.

e Vulnerability assessments are performed by a third-
party company on a regular basis; all vulnerabilities
are reported and internally cataloged for remediation.

e Development is separated from deployment to ensure
that no person can make any change and also
release that change by themselves alone.

¢ Deployments are only done after approval by product

owners.

Penetration testing

The Cloud and application components of the QlAsphere
system have been tested by independent CREST

(Council of Registered Ethical Security Testers) certified
penetration testers to identify any vulnerabilities that may
compromise the security of the QlAsphere system. Any
finding is analyzed and reacted accordingly during the
software development process to ensure the protection of

your data.

QlAsphere Cloud is hosted on the Western Europe data

center.

QlAsphere Cloud
Logs

API calls

All API calls made to the QlAsphere Cloud APIs are
logged separately. These API call logs contain:

e Originating IP address

e Date/time

e URL

e System account

Failed connection attempts are also logged.
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API call logs have a retention policy of 30 days, during
which period this information can be available for
analysis and investigation. Usage data is collected for the
pages within the QlAsphere portal that are visited by the

user. However, this data is anonymized and aggregated.

Cloud resources

All changes (events) to the QlAsphere Cloud
infrastructure are logged and stored as part of the audit

log. The following pieces of information are stored:

e Operation name

e Status

e Time stamp

e Event initiator

Important: Exceptions and warnings to normal

application execution are also logged.
The following pieces of information are logged:

e Eventtime
® Message
e Call stack

Password authentication

Users accessing the QlAsphere portal must provide

unique credentials.

e Session timeout: 12 hours
e Passwords must contain at least 10 characters,
with 1 uppercase letter, 1 numeral and 1 symbol.
User passwords are protected via a password-hashing
function (BCrypt). Claims are transferred to other systems
using JSON web token (JWT).

JWT authentication

JWT is an open standard (RFC 7519) that defines a
compact and self-contained method for securely
transmitting information between parties as JSON
objects. JWTs are used to transmit the validated identity
of the users to separate systems without requiring direct

communication between the systems. Instead, JWTs are
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digitally signed by a central authentication authority

and transferred through the browser or app.

The JWT contains user-identity claims that are digitally
signed and may not be modified without invalidating the
token. The token also has an expiration date to avoid

replay attacks.

Firewall

Access controls are handled via virtual firewalls, API
gateways and separation in subscription to control the

management of resources.

Backups

QIAGEN Cloud regularly backs up the databases

using Azure’s backup service, providing incremental
and full snapshots at regular intervals. Copies of our
production environment are regularly restored to our

QA environment, ensuring the validity of our backups.

TLS

All communication from QIAGEN Cloud to external
systems and components is secured via the use of
TLS 1.2 and above.

Denial of Service protection

QIlAsphere Cloud services utilize Azure Basic DDoS
Protection, as well as content-delivery networks, which
accelerate the response of often-used resources and

provide protection against network-based DoS attacks.

Health monitoring

Constant monitoring of all resources informs QIAGEN
of possible failures or overutilization of resources. This
allows the proactive prevention of any loss of functionality

or information.



QlAsphere Base (Hardware and Server version)

Logs

QlAsphere Base logs failure events that fall outside of
normal parameters, such as errors and warnings. Errors
and warnings contain the date/time, error or warning
type, description and stack trace. Sensitive variable

values are never logged.

In addition, general performance indicators of the
system are constantly stored, such as general server
and JVM health, CPU and memory utilization, number

of threads, efc.

Failed requests like unsuccessful login attempts are

also logged.

Password authentication

Access to QlAsphere Base (via the mobile application)
requires users to authenticate themselves using unique
passwords. QlAsphere Base Setup Portal has a default

password which must be changed on first login.

Note: These passwords are different from the one used
by the QlAsphere App.

e Session timeout: 15 minutes

e Username/Passwords are changeable by the user.

The password must contain at least eight characters and
must include uppercase and lowercase characters,

numerals and special characters (e.g., |,#,$, ).

User passwords are protected via a password-hashing
function (PBKDF2).

Brute-force protection

QlAsphere Base software has built in anti-bruteforce
protection mechanism, which tracks unsuccessful login
attempts to all APls and locks them after exceeding a

threshold, preventing brute-force attacks.

Cloud-registration process

Before QlAsphere Base can send information to the
QlAsphere Cloud, it must first be registered via a
two-step registration process, where the instrument
registers itself to the Cloud (while retrieving a signed
certificate to validate all future communications), and the

operator marks QlAsphere Base as active in the Cloud.

Firewall

QlAsphere Base has an internal firewall that blocks all
connections except for the preapproved ports (HTTPS
and MQTT) described above.

Over The Air (OTA) updates

QIlAsphere Base can be updated over the Cloud.

The updates are propagated via a safe communication
channel (Azure loT Hub and Azure Storage Accounts)
and can be applied to all devices simultaneously thanks
to Azure mass communication functionalities. Updates are
then applied outside of working hours. The update time

window can be configured in QBSP.

Software Bill of Materials (SBOM) availability

The Software Bill of Materials for QlAsphere Base
(hardware and server version) can be requested from the
QIAGEN Technical Support team.
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QlAsphere Base Export Tool

Logs

Service parameter changes, filenames and the paths of

exported reports are stored in the Windows Event Log.

Password authorization

To connect to a QlAsphere Base and extract the reports
from this system, the user needs to enter the password of
the QlAsphere Base API. This password can be different
for every QlAsphere Base.

QlAsphere App

The QlAsphere App runs on personal mobile devices.
Therefore, it is important to ensure that the mobile device

is properly secured.

Logs

Usage data is collected for the accessed pages in the
QIlAsphere App. This data is sent to the Cloud, where it is
anonymized and aggregated.

No data on the contents of the application is ever

logged.

Password authentication

The QlAsphere App uses the QlAsphere portal as an
authentication mechanism. Note that access to the admin
section of QlAsphere Base uses a separate password.
Therefore, the same password security validations are

used:

e Session fimeout: 12 hours
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Passwords must contain at least 10 characters, with 1
uppercase letter, T number and 1 symbol. User
passwords are encrypted via a one-way hashing
algorithm (BCrypt) and validated via a centralized
authentication system. Claims are transferred to other
systems using JWT.

Account passwords should be kept secure and not shared
with anyone. QIAGEN customer support will never ask

for your password.



Best practices

QlAsphere Cloud

The QlAsphere Cloud is managed by QIAGEN, so no
special actions need to be taken by the user regarding

the general system.

However, users can create accounts in the QlAsphere
web portal. Please follow the standard procedures for

web accounts, e.g.:

¢ Use a strong password
e Keep passwords private
e Do not share your password with other people

e Use your work email address

QlAsphere Base Hardware

QIlAsphere Base Hardware should reside and be
operated in a physically controlled lab environment with

network access to the instruments.

Although QIAsphere Base blocks all unused ports, it

should be set up in a network behind a firewall.

In case of need, QlAsphere Base Hardware can be
reinitialized by a physical reset button and reconfigured
in a short amount of time. This reset mechanism removes
all the user data (including security related data like
passwords and instrument data) from the device and

returns it to the factory state.

QlAsphere Base Server

QlAsphere Base Server should reside and be operated in
a physically controlled lab environment with network

access to the instruments.

The QlAsphere Base Software runs as a service in a
customer’s provided server. The server is controlled by
the customer and can be monitored and maintained
according to their IT security standards. The server should

be operated behind a firewall.

QlAsphere App

The QlAsphere App needs to be installed on the user’s
mobile device. The mobile device should have access to
the internet to access the app’s full functionality. Ensure
that the mobile device is properly secured. Ensure that the
latest version of the QlAsphere App is installed on your
device. Do not use the QlAsphere App if you think your

mobile device has been compromised.
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QlAsphere Base Export Tool

Install the application on an access-restricted server.
The QlAsphere Base Export Tool is a service that relies

on Windows security to limit its access.

Ensure that the QlAsphere Base Export Tool is run on the
same network as the QlAsphere Base to be able to

access the reports.

Ensure that the application is run under an account that
has permission to access the Windows folder where you
want to store the reports because the application uses
the Windows account that it is running on to request
permissions.

Users who need access to the report do not need to have
access to the QlAsphere Base Export Tool directly.
Separate the report directories (and servers) from the

QlAsphere Base Export Tool installation directory.
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GDPR

QlAsphere gives you full control over all your personal
data, in full compliance with the General Data Protection
Regulation (EU) 2016/679 (GDPR). When you use
QlAsphere, none of your personal identification or
sensitive data is collected. QlAsphere Cloud is used
only to provide you with a fully functional instrument
monitoring service and other cloud services. To learn
more, view the QlAsphere Privacy Policy in the
QlAsphere App.



For up-to-date licensing information and product-specific disclaimers, see the respective QIAGEN kit handbook or
user manual. QIAGEN kit handbooks and user manuals are available at www.qiagen.com or can be requested

from QIAGEN Technical Services or your local distributor.
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(International Organization for Standardization); JavaScript® (Oracle America, Inc.); Linux® (Linus Torvalds); OSGI® (OSGI Alliance); Telnet® (Inventel Products, LLC); Yocto Project®
(The Linux Foundation). Registered names, trademarks, etc., used in this document, even when not specifically marked as such, may siill be legally protected.
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