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Introduction

The QlAcuity backup and restore scripts are a standalone solution to backup all relevant user
data of the QIAGEN® Software Suite for disaster recovery and restore the data on a new or
existing QIAGEN Software Suite installation. The following QlAcuity Software Suite versions
are supported: 2.0, 2.1.7, 2.1.8, and 2.2. The backup can be conducted manually or
automated by using of the Windows task scheduler. In detail, the following data is backed up:

1. User Management Database

Audit Trail Database and Tracker setting
Volume Precision Factor (VPF)

Plates

Plate Templates

Reports

Archive configurations (archive location, automatic archiving setting)

©® N o O A~ 0O N

Instrument registration list

The plate archive is not part of the backup.

Note: For QlAcuity Software Suite version 2.5 or higher, these backup and restore scripts are

not compatible. Please refer the QIAcuity Backup and Restore scripts for software version 2.5.
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Preconditions

Windows® Admin permission is needed fo setup and perform an automated backup and for

manual backup and restore.

Visit www.qiagen.com and go to the Software section of the QlAcuity product page to

download the backup and restore package.

Unzip the downloaded package to a location of your choice. Please note that
suite_backup.bat, suite_backup.ps1, suite_rollback.bat, and suite_rollback.ps1 must be in the

same directory.

To access network folders for backup and restore, the UNC (Universal Naming Convention,

\\servername\path) path format has to be used.

For example, if you have a mapped network drive on the source PC of your backup, you can
identify the UNC path by using the command “net use” in a PowerShell® or CMD command

prompt. If you do not know how to do this, please contact your local IT administrator.

Important: To ensure data integrity of the databases during backup and restore, the QlAcuity
Software Suite is terminated for backup and restore. No plate runs, analyses, archiving, or
any other functionality will be available during backup or restore. Please make sure that the
backup and restore runs only if no plate run and analysis or automatic archiving is in
progress; otherwise, the data will be lost. If automatic archiving is activated, it will start at
1 AM Suite PC time and will be skipped if the QlAcuity Software Suite is still terminated for the

backup or restore at that time.

Note: The time required for a backup depends on various factors such as the size of the
databases, the speed of the interface of the backup device (USB, network, etc.), and the

utilization of the PC where the backup or restore script was started.
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You can estimate the duration of the backup by using the following equation:

Size of Suite Directory + Size of PostgreSQL Data Directory
System performance

Estimated Backup duration=

Suite Directory = C:\Program Files (x86)\ QIAcuity Software Suite

PostgreSQL Data Directory = C:\Program Files\PostgreSQL\11\data

As an example, assuming an overall available system performance of 70 Mbytes/s and a
Suite Directory + PostgreSQL Data Directory size of 100 GByte, the backup takes

approximately 24 minutes.

Important: If you want to perform backup of QlAcuity Software Suite version higher than or
equal to Software Suite version 2.5 and then roll back to a lower version (i.e., Software Suite
version 2.2), please make sure to detach archive location before performing backup and
rollback (this option includes backup and rollback during upgrade to Suite version higher or
equal of version 2.5). Otherwise, the older version of Software Suite will attempt to use the
archive compatible only with Software Suite version 2.5 and ultimately will fail to start. If this is

the case, please refer to troubleshooting section in this document.
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Start the Backup Manually

Open the backup and restore directory with the file explorer and run suite_backup.bat as

administrator.

The backup script starts with opening a command shell window showing the output of the
script that is also logged into the data_backup.log file. The standard setfting for the Suite
directory and backup file target drive and directory (C:\) are used.

If you want to change the target drive or directory, you can run the script from the command
line providing the target as a parameter. For example, the target is a local drive and directory:

D:\Backup, the command line is “suite_backup D:\Backup”.

B Comrmand Prompt - [m} X

If the target is a network share, the UNC convention for the target has to be used, the

command line is suite_backup\\backupserver_name\backupdirectory.

Note: When typing in the command lines, please enter the exact text described above,

including all spaces in between the command.
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In each case, the backup is being stored in a subdirectory suite_backup_%timestamp% of your

backup directory.

Important: Following the best practices for backing up data, ensure that each backup is
restorable before archiving it! If you do not know how to do this, please contact your local IT

department.
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Setup an Automated Backup with Microsoft Task
Scheduler

1. Search for the windows task scheduler application and run it.

Al Apps  Douments Web  More v

Best match

. Task Scheduler
App

Search the web.
Task Scheduler
O task scheduler - See web results App

O task scheduler library
task scheduler open ! Open

task scheduler windows 2 EImEReER Tl
& O file locatic
task scheduler windows 10 (AT
Pin to Start
task scheduler Ox1
Pin o taskbar
task scheduler app

fo}
o}
o}
o}
o}
o}

task scheduler windows 11

P task schedule]

2. Select Create Task... action from right menu (highlighted).

(@ Task Scheduler - [u] : 4
Fie Acion View Help
=@l @
(D) Task Scheduler (Local) Actions.
@ Task Schedluler Library ~ = ™
[ overview of Task Scheduler .
Connectto Another Computer.
T You can use Task Scheduler to create and B CreateBasic Tosk..
) manage common tasks that your computer
will carry out automatically at the times you = Create Task.
specify. To begin, click a command in the et
Action menu
[ Display All Running Tasks
Do <
2] Enable All Tasks History
Task Status .
ATSer onfigurati
Status of tasks that have st... | Last 24 hours v View »
Summary: 0 total - 0 running, 0 succeeded, 0 stopped, (@ Refresh
B Hep
Task Name Run Result  Run
Last refreshed at 12/19/2022 10:25:13 PM Refresh
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3. In General tab, choose a name for the task.

(® Create Task be

General Triggers Actions Conditions Settings

Name: Suite backup

Location: ~ \

Author: win-test-013\mruser

Desaription:

Security options

When running the task, use the following user account

win-test-013\mruser Change User or Group...
@ Run only when user is logged on

(O Run whether user is logged on or not.

Do not store password. The task will orly have access to local computer resources

Run with highest privileges

[ Hidden Configure for: | Windows Vista™, Windows Server™ 2008 v

4. In Security options of the “Create Task” window, you will have to choose whether you

want fo see error messages (in case of an error) like this or not:

File Action View Help

)

~ Actions
sk Scheduler Library -
[] Create Basic Task.
Ju Create Tack

Import Task.
3 Display All Running Tasks
2] Enable AllTasks History

[ New Folder..
View >
QlAcuity Software Suite backup failed
[ Refresh
€98 There s ot enouah disk spac for backup. Dt size B e
364.199791908264 MB, free disk space: 4.11326125 M8,
Selected ftem n
b Run
® Disable

Export...
® Windows PowerShell
QlAcuity Software Suite backup

LR ORTy When User 1510 GEa on

Run whether user is logged on o not

Do ot store password. The task will only have accessto local resources
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a.

If you want to run the backup only when a user is logged on, to be informed of errors

in that manner, pick the options as highlighted in the screenshot below.

(B Create Task

General Triggers Actions Conditions Settings

Name: Suite backup

X

Location:  \

Author: win-test-013\mruser

Description:

Security options

When running the task, use the following user account:
win-test-013\mruser

@ Run only when user is logged on
O Run whether user is logged on or not
99!
Do ot store password. The task will only have access to local computer resources.

[Z] Run with highest privileges

[ Hidden Configure for: | Windows Vista™, Windows Server™ 2008

Change User or Group.. |

Cancel

The backup process will be performed only when you are logged in and you will see

the error messages as presented in the screenshot above. In addition any error will

be logged in the backup log file.

If you want to run the backup process in the background without a user logged in,

pick the options as highlighted in the screenshot below. With this option, any backup
errors will be logged in the backup log file only.

@ Creste Task

General Triggers Actions Conditions Settings.

Name: Suite backup

x

Location:  \

Author: win-test-013\mruser

Description:

Security eptions

When running the task, use the following user account:
win-test-013\mruser

© Run only when user is logged on
@ Run whether user is logged on or not
[ Do not store password. The task will only have access to local computer resources.

[2] Run with highest privileges

[ Hidden Configure for: | Windows Vista™, Windows Server™ 2008

Change User of Group... |
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5. InTriggers tab, click the New... button.

(@ Create Task X
General Triggers Actions Conditions Settings
When you create a task, you can specify the conditions that will trigger the task.
Trigger Details Status
New... Edit.. Delete

The “New Trigger” configuration window allows to define when the backup action
should be performed.

New Trigger

Begin the task: | On a schedule

Settings

O opetime | st 1 Synchvonize scross time zones
@® Daily

O weekly Recur every: days

O Monthly

Advanced settings

[ Delay task for up to (random delay): |1 hour
[ Repeat task every: 1 hour

Stop all runni

[] Stop task if it runs longer than: 3 days

[ Expire: 22062024

Enabled
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7.

6. Go to the Actions tab and click the New... button:

(@ Create Task hd
General Triggers Actions  Conditions  Settings

When you create a task, you must specify the action that will occur when your task starts.

Action Details

New... Edit... Delete

In the “New Action” window, you have to provide the path to the backup script on your

disc (“Program/script” text area) and your desired, existing directory to store the
automatic backups (“Add arguments (optional)” text area).

If the target is a network share, the UNC convention for the argument has to be used; for
example, \\backupserver_name\backupdirectory.

New Action X

You must specify what action this task will perform.

Action: |Start a program o
Settings

Program/script:

C:\BackupScriptshsuite_backup.bat | Browse.

‘Add arguments (optional):

Start in (optional):
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8. Configuration in Conditions and Settings tabs is up to your needs. For the most common

case nothing needs fo be adjusted from the default.

@ Create Task X || @ Create Task X

General Tiggers Actions Conditions Settings General Triggers  Actions Conditions | Settings

Specify the conditions that, along with the trigger, determine whether the task should run. The task will not
run i any condition specified here s not true.

Idie '

Specify the conditions that, along with the trigger, determine whether the task should run. The task will not
run if any condition specified here is nottrue,
Idie

[ Start the task only if the computeris idle for: 10 minutes [ Start the task only if the computer s idle for: 10 minutes
Vait for idle for 1 hour 1 hour
Stop if the computer ceases to beiidle Stop if the computer ceases o be idle
Restart fthe idle state resumes Restart if the idle state resumes

Power Power
Start the task only if the computer is on AC power Start the task only if the computer is on AC power

Stop if the computer switches to battery power Stop if the computer switches to battery power
[ Wake the computer to run this task ] Wake the computer to run this task.
Network Network
[ Start only if the following network connection is available: (] Start only i the following network connection is available:

Any connection Any connection

9. With Triggers and Actions tab filled, click the OK button. In case the configuration to run
the backup in the background was selected, Windows will ask you for the password of

the user account running the task. Provide it, and click OK.

(B Create Task b

General Triggers Actions Conditions Settings

When you create a task, you must specify the action that will occur when your task starts.

Action Details
Start a program C\BackupScripts\suite_backup.bat C:\SuiteBackups
< >

Edit.. Delete

0K Cancel
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After that step, you can see your task in the “Task Scheduler Library” view.

. — Nextfum Time LastRun Time
G Tesk Schedules Ubrary
a 4 1221202122839 AM 1272072022 1228
At iggered,repest every T hourfor  durton of 1 doy. 12/20/2022 43839 PM 12720
12/20/2022.11:5959 PM_11/20/1

5.4

Genersl Tigger: Actions Conditions Settings  History (diablec)

Nme ket T
Loaions \

Adhor, vintesOmser

Decpton:

Secuty options.
When running the tack, use the ollowing user sccount
Run only when userislogged on
Run whether user i logged on or ot

The windows task scheduler will from now on automatically start the Suite Backup Task

and create the Suite backups as configured in the task.

Inside each timestamped backup folder (suite_backup_%timestamp%), the backed-up files

along with a backup log file and a rollback script is stored.

| = | SuiteBackups - o X
P:

“ Home  Share  View ~ @
’ U oh cut B viore ta ] 3¢ eieier Lo Elopen - Fsetectan
! Edit

W Copy path - - Select none

finito QUi SCopy et [2] Paste shorteut Copyto | =fRename  Mew Fropertcy @ History £ invert selection
Clipboard Organize New Open Select
<« v 4 [« Win > Suin, > v | ® | SearchSuiteBackups »
[ Pictures # A Name - Date modified Type Size
BackupScripts suite_backup_20122022_134326 12/18/2022 11:45 PM File folder
logs suite_backup_20122022_151305 12/20/2022 3:13 PM File folder
QlAcuity Softwa suite_backup_20122022_151753 12/20/2022 317 PM File folder
SuiteBackups suite_backup_20122022_152604 12/20/2022 3:26 PM File folder
suite_backup_20122022_155342 12/20/2022 3:53 PM File folder
& OneDrive suite_backup_20122022 162957 12/20/2022 4:30 PM File folder
I This PC
3D Objects.
B Desktop
Documents
& Downloads
B Music
[&] Pictures
B videos

 Windows (C) 5

Gitems =

QIAcuity Software Suite Backup and Restore Scripts User Guide | 12/2023



Restore a Backup

Important: In case of a disaster recovery, install the QlAcuity Suite Software first. Please make

sure that the Software version is identical to the version of the backup.

Important: The rollback script will restore the data of the backup to the QlAcuity Software

Suite Installation directories and overwrite existing data.

To restore a backup, run suite_rollback.bat as administrator inside the desired backup folder

and follow the instructions.

| Q = | suite_backup_20122022_163817 — [} x
Home Share View 4 o
* . U oh Cut B moieto % Delete ~ %‘ i4 Open Bﬂ Select all
4 W Copy path ﬂ' i Edit 50 Select none
Pin to Quick Co Paste _ ; =h New Properties
access w [1] Paste shortcut LA < Rename folder pv 2 History E‘E‘ Invert selection
Clipboard Crganize New Open Select
« v 4 <« Wi... » suit.. » N ] Search suite_backup_20122022_163817 »
~
[&=] Pictures + 8 Mame Date modified Type Size
BackupScripts config 12/18/2022 11:39 PM File folder
logs postgres 12/20/2022 4:38 PM File folder
QlAcuity Softwa security 12/18/2022 10:31 PM File folder
SuiteBackups audit_trail 12/18/2022 11:44 PM Data Base File 24 KB
data_backup 12/20/2022 4:38 PM Text Document 67 KB
. OneDie QlAidentity 12/20/2022 438 PM Data Base File 2,880 KB
[ This PC suite_rollback 12/20/2022 4:34 PM Windows Batch File 1KB
_j 3D Objects | suite_rollback 12/20/2022 4:29 PM Windows Powers... 8KB
[ Deskiop
Documents
< Downloads
J‘! Music
[&=] Pictures
B videos
i Windows (C:) 2 5

Sitems
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Confirm that the backup data can be restored to the target location by entering “rollback” into

the textbox. This will overwrite the data at the target location.

BN C\WINDOWS\system32\icmd.exe — [m] X

ram Files \QIA oftware Sui kup_rollback.log

Using this sript vill cause Suite data to be restored from
backup and current data will be lost. Are you sure you want
to restore dats from backup? Hf you want to proceed, type
“rollback” into text box below and press Confirm.

[

After the rollback has finished, the command window closes and the QlAcuity Software Suite

can be opened again.
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Troubleshooting

The backup and restore scripts are logging the progress and results in log files. For the

backup- script, the logged information is located in suite_ backup_%timestamp%\data_

backup.log

For the restore script, the logged information is located in C:\Program Files (x86)\QlAcuity

Software Suite\backup_rollback.log

In case of an error, like incomplete backup, empty backup directory, or incomplete restore,

please check the log files for errors.

Error

Solution

PS>TerminatingError(): "service QlAcuitySuite
cannot be stopped"

>> TerminatingError(): "service QlAcuitySuite
cannot be stopped" Backup failed: service
QlAcuitySuite cannot be stopped

The command line window closes itself right
after the script gets started and the backup
directory is not created on the network drive, no
log is present

Please run the backup script with administrator rights.

Please check that the user performing the backup has permission to
write on the network drive.
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Error Solution

Error message pop up during manual backup  Please check the disk space at the backup target location
about not enough disk space. The command
line remains open.

For automated backup, the error message
“PS>TerminatingError(): "There is not enough
disk space for backup.” is present in the data_
backup.log file, resulting in no files in the
backup directory

Software Suite is unable to start after rollback 1. Move archive directory to another location (i.e., from
from version higher or equal to 2.5 to lower C:\Archive to D:\Archive) or just change archive folder name
Suite Software version (i.e., 2.2). (i.e. from “Archive” to “Archive from version 2.5"). After such

action Software Suite will be operational again however no
archive will be attached anymore.

2. To regain access fo archived plates import go to archive
location with those plates (<archive location directory>/plates)
and manually import them to Software Suite using import
functionality.

Please contact the QIAGEN Technical Support for further support.

18 QIAcuity Software Suite Backup and Restore Scripts User Guide | 12/2023



Document Revision History

Revision Description
June 2023 Initial release
December 2023 Information regarding rollback from version equal or higher then Soft-

ware Suite version 2.5 added.
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For up-to-date licensing information and product-specific disclaimers, see the respective QIAGEN kit handbook or user
manual. QIAGEN kit handbooks and user manuals are available at www.giagen.com or can be requested from
QIAGEN Technical Services or your local distributor.

Trademarks: QIAGEN®, Sample to Insight®, QlAcuity®, (QIAGEN Group); Windows®, PowerShell® (Microsoft
Corporation). Registered names, trademarks, etc. used in this document, even when not specifically marked as such, are
not fo be considered unprotected by law.

12/2023 HB-3431-002 ©2023 QIAGEN, all rights reserved.
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