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1. Introduction

Before connecting your QlAsphere-ready instrument to QlAsphere Cloud and using the QlAsphere Base, it is essential that

you read this user manual carefully and pay attention to the safety information.

QlAsphere connects customers with our comprehensive digital ecosystem to deliver a unique user experience and improve

laboratory efficiency and safety through cloud-based connectivity. The QlAsphere system consists of the following

components:

1

QlAsphere-ready instruments from QIAGEN®, which can be connected to the QlAsphere system

QlAsphere App for instrument monitoring, available for mobile devices and web browser for desktop use

QlAsphere Base which is an loT (Internet of Things) gateway device for secure network communication, which can be

applied either as QlAsphere Base Box (available as ReliaGATE 10-12 from Eurotech) or as QlAsphere Base Server (Linux

OS supported).

.1. About this user manual

This user manual provides information about QlAsphere in the following sections:

Introduction

Safety Information

General Description

QlAsphere Setup

Before Installation

Setting Up QlAsphere Base — QlAsphere Base Setup Wizard
Connecting Users and Instruments in Cloud Mode

Installing the QlAsphere Mobile App

Connecting QlAsphere-ready Instruments to Local Network and QlAsphere Base
QlAsphere App

QlAsphere Insights

Administration of QlAsphere Base Setup Portal

Resetting and Shutdown QlAsphere Base

QlAsphere Export Tool Application

Troubleshooting

The appendices contain the following information:

Appendix A - Technical Data

Appendix B — IT Prerequisites for Using QlAsphere
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1.2. General information

1.2.1. Technical assistance

At QIAGEN, we pride ourselves on the quality and availability of our technical support. Our Technical Services Departments
are staffed by experienced scientists with extensive practical and theoretical expertise in molecular biology and the use of
QIAGEN products. If you have any questions or experience any difficulties regarding QlAsphere or QIAGEN products in

general, do not hesitate to contact us.

QIAGEN customers are a major source of information regarding advanced or specialized uses of our products. This
information is helpful to other scientists as well as to the researchers at QIAGEN. We therefore encourage you to contact us if

you have any suggestions about product performance or new applications and techniques.
For technical assistance, contact QIAGEN Technical Services.

1.2.2. Policy statement

It is the policy of QIAGEN to improve products as new techniques and components become available. QIAGEN reserves the
right to change specifications at any time. In an effort to produce useful and appropriate documentation, we appreciate your

comments on this user manual. Please contact QIAGEN Technical Services.

1.3. Intended use of the QlAsphere

QlAsphere is an loT platform intended to connect QIAGEN instruments for remote monitoring, notifications, and other

connectivity services to the cloud.

1.4. Requirements for QlAsphere users

The table below covers the general level of competence and training necessary for delivery, installation, use, maintenance,

and servicing of QlAsphere components.

Task Personnel Training and experience

Delivery No special requirements No special requirements

Installation, routine use and Laboratory technicians or Appropriately trained and experienced personnel familiar with use of computers and
maintenance equivalent automation in general

Servicing QIAGEN Field Service Trained and authorized by QIAGEN

Specialists only
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2. Safety Information

Before installing or using QlAsphere Base Box, it is essential that you carefully read the user manual provided by the
hardware supplier Eurotech and pay attention to their safety information. The instructions and safety information in this user

manual must be followed to ensure safe operation of the instrument and to maintain the instrument in a safe condition.

The safety information for QlAsphere Base Box (Eurotech - ReliaGATE 10- 12) can be found at

www.eurotech.com/products/reliagate-10-12
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3. General Description

The QlAsphere system connects our QlAsphere-ready instruments via the QlAsphere Base gateway device to the QlAsphere
App running on mobile devices or desktop PCs. This enables the user for an increasing number of applications such as

remote instrument monitoring.
Using QlAsphere, you can immediately enhance your lab experience:

« Stay connected — Monitor your instrument(s) while being network independent in cloud mode. The QlAsphere App can

access the QlAsphere Cloud from anywhere.

e Monitor instrument status with mobile devices or from a desktop PC — either via the mobile app for iOS and Android

devices or the web app version for your desktop.
¢ Full walk-away convenience — Keep track of instrument status, such as run completion, through push notifications.

* Faster service response — Creating and sending service packages via e-mail is no longer necessary for instruments

connected to QlAsphere (for devices that support it).

¢ Schedule and reserve instruments — Manage your instruments directly in the app; check instrument availability in the

scheduler or reserve your next instrument.

e QlAsphere Insights — Explore cloud-based analytic capabilities by means of epidemiology monitoring reports that deliver

statistics on pathogens’ detection from your instruments connected to QlAsphere (for instruments that support it).

e Digital Order Inventory — Never run out of the stock and let Digital Inventory analyze your stock levels, live usage
information, expiration dates, and orders history to predict when you should place the next order (for instruments

connected to QlAsphere and that support it).

 Connect to multiple QlAsphere Bases — Monitor instruments in your QlAsphere App that are connected to different local

networks and to QlAsphere Bases in the same networks.

Note: QIAGEN does not collect any personal identifiable data when using QlAsphere. However, sensitive data such as
patient health data are collected using QlAstat-Dx. QlAsphere Cloud is used to provide you fully functional instrument and
epidemiology (for QlAstat-Dx®) monitoring and other cloud services. The QlAsphere Cloud is hosted on western European
data center and servers. For more information on cyber security and privacy and data protection, download the

corresponding whitepaper, see www.giagen.com/qiasphere
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3.1. Network architecture and data flow

QlAsphere-ready instruments are connected via local network to a QlAsphere Base (see network architecture and data flow
of cloud mode in Figure 1). The QlAsphere Base manages the instrument data transfer to the QlAsphere App using internet
connection via the QlAsphere Cloud. Multiple QlAsphere Bases and associated instruments can also be connected to the

cloud (not shown in Figure 1), so that instrument information from different networks is accessible via the QlAsphere App.

3 ]
Local network 2 ()
— B
‘ @ 5= | <—|
" [ |
2 (D 0
E‘E‘o C=. b

(A) (B)

Figure 1. Network architecture (A) and data flow (B) between QlAsphere-ready instruments and QlAsphere App launched on mobile devices or desktop PCs
in cloud mode.

1 QlAsphere-ready instruments 4 QlAsphere Cloud
2 QlAsphere Base (gateway device) 5 Mobile device
3 Local network/IT department 6 Personal computer (PC)
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4. QlAsphere Setup

Requirements on site:

* Create a My QIAGEN account; see Section 5.3 for reference.
\/! * Request a QlAsphere License; see Section 5.4 for reference.

* Optional: Install QlAsphere App on mobile device; see Section 8 for reference.

Follow the steps below to set up QlAsphere:

1. First connect QlAsphere Base to the local network; see Section 6 for reference.

)

2. Connect QlAsphere Base to QlAsphere Cloud; see Section 13.1 for reference.

—h.da>

3. Connect QlAsphere-ready instrument to the local network and a QlAsphere Base; see Section 9 for reference.

4. Setup workgroupl(s):

* Create workgroup; see Section 7.1 for reference.

* Assign connected instrument; see Section 7.2 for reference.
" @ * Invite and assign users; see Section 7.3 for reference.
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4.1. External features of QlAsphere Base Box

omm s
o
Eiszezzesz

S—

Front view of QlAsphere Base Box.

Rear view of QlAsphere Base Box.
1 Status LEDs: User 1, User 2, User 3, and User 4 5 Two USB ports

Service panel (includes microSD card slot, factory reset button, and

2 Power LED: Blue LED indicator for power On/Off 6 backup battery)

ETH1 ethernet port: Connect QlAsphere Base to local

7 Power cord socket
network

ETHO ethernet port: Connect QlAsphere Base fo personal
computer
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5. Before Installation

Please read the site and power requirements described in Sections 5.1 and 5.2. To use QlAsphere, you need a valid My
QIAGEN account and QlAsphere License. In case you do not have an account in My QIAGEN and QlAsphere License with

associated administrator rights yet, please follow the instructions in Sections 5.3 and 5.4 before installation.

To set up QlAsphere and to use connectivity services, QlAsphere-ready instruments and QlAsphere Base must be integrated
info your local network. Depending on your local network settings, you may need to consult your IT department. If required,
please share the QlAsphere Product and Solution Security Whitepaper (www.qiagen.com/qiasphere) and Appendix B — IT
Prerequisites for Using QlAsphere, listing IT prerequisites and network requirements for the network integration of QlAsphere

with your IT specialist.

5.1. Site requirements

QIlAsphere Base must be connected to the same network as other QlAsphere-ready instruments. QlAsphere Base does not

need to be in close proximity to enable a proper connection.

The device (a mobile device or desktop PC) running the QlAsphere App is network independent.

5.1.1. QlAsphere Base Server

For the QlAsphere Base Server, a standalone, dedicated server is a prerequisite. The server should fulfill following
recommended requirements:
e Hardware:
© 2 GHz dual-core processor
° 4 GB system memory
© 25 GB of free hard drive space
° Internet access
 Software:
° Ubuntu 22.04 (recommended)
« Server configuration:
° Directly accessible IP address within the internal network
° Valid hostname with name resolution within the internal network
© Time synchronization via NTP

° Port forwarding 443 -> 4443
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5.2. Power requirements

QlAsphere Base Box requires 100-240 V AC, 50/60 Hz power supply. The included power supply transforms the voltage
to the operational voltage of 6-36 V DC. Ensure that the voltage rating of the QlAsphere Base Box is compatible with the AC
voltage available at the installation site. Main supply voltage fluctuations must not exceed 10% of the nominal supply

voltages.

5.3. My QIAGEN account registration
A My QIAGEN account is required to access the QlAsphere Administration Portal and the QlAsphere App.

o Within My QIAGEN, the QIAsphere Administration widget is used to manage all QlAsphere Cloud connectivity and

access rights for other users in your organization.

¢ The QlAsphere App is your primary tool for remote instrument monitoring and other features.

If you do not have a My QIAGEN account yet, please perform the following steps to register:

1. Go to My QIAGEN login page at www.giagen.com/mygiagen
2. Click Register now.

3. Follow the steps and fill in the form, then click Register.

4. A confirmation e-mail will be sent to you. To complete the process, click CONFIRM REGISTRATION IN THE E-MAIL.

5.4. Requesting a QlAsphere license

Every organization needs at least one QlAsphere license. Multiple instruments and workgroups can be managed under the

same license, with a single administrator managing QlAsphere for the entire organization.

However, QlAsphere also allows multiple licenses per organization, in case a single department or separate groups want to

maintain their own QlAsphere.

The QlAsphere license administrator can establish cloud connectivity and manage access rights for other users. To request a

license perform the following steps:
1. Log in fo your My QIAGEN account.

QIAsphere Administration

Manage the connectivity of your instruments,

My Instruments >
My Workgroups >
My Organization >

MANAGE QlAsphere
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2. Go to the QlAsphere Administration widget, and click MANAGE QlAsphere.

Note: If you do not see the QlAsphere Administration widget, click Manage Widgets, then select theQlAsphere widget

and save your settings.

Note: If your My QIAGEN account is already assigned to a QlAsphere license, you will be directed to the Administration

Portal.

If your My QIAGEN account is not yet assigned to a QlAsphere license, you will see a welcome screen.

QlAsphere Adminisirafion A My QIAGEN

Welcome to QlAsphere
Ready to go?

‘ Learn more about QlAsphere |

Contact Support

4. Click Get Started, depending on the license status, these three different scenarios are possible:

» Scenario 1: You do not have an institutional e-mail account.

E:(_i} QlAsphere @ My QIAGEN

For institutions only

Your email address does not belong to any institution. Update your email 1o an

insfitutional one or contact your organization to create one for you.

Why do | need an institutional email address for QlAsphere?

Cancel

You will see the “For institutions only” screen with an option to update your e-mail account. Click Update Email Now,

and change your e-mail in My QIAGEN Personal Details.
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* Scenario 2: You have an institutional e-mail account but there is no license for your organization.

QlAsphere & My QIAGEN
& Back To My QIAGEN
There are no licenses for your organization

To use QlAsphere, you need a QlAsphere license and at least one

QlAsphere-ready instrument:

o

EZ2 Connect QlAcube Connect QIAstat-DX

-
Learn More About QlAsphere } Request QlAsphere License

\ L

Request a new license by clicking Request QlAsphere License. Fill out the 3-step request form as prompted, and click
SEND REQUEST.

* Scenario 3: You have an institutional e-mail account, and there is a license for your organization.

QlAsphere Administration 2 My QIAGEN

4 teams found

Join your team to get access, by emailing one of its administrators.

Sales

1341 Dandenong Road Chadstone Centre Tower 2
Level 2

Chadstone

Victoria

3148

Australia

Admins:
david.reynolds@qiagen.com

Qiagen
Admins:

wojciech kosek@giagen.com

QIAGEN Sciences LLC

19300 Germantown Road
Germantown

Maryland

20874

USA

Admins:

pierce.cole@qgiagen.com

QIAGEN Sciences LLC

19300 Germantown Road
Germantown

Maryland

20874

USA

Admins:
peter.yallaly@qiagen.com

Don't belong to any of these teams?

REQUEST YOUR OWN LICENSE

Need Help?

Contact Support
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On the input screen, you will be informed who the license administrator is for your organization. You have two

options here:
©° Request your own new license by clicking REQUEST YOUR OWN LICENSE. Fill out the form as requested and click
SUBMIT.

o Contact the license administrator. This admin user can register you as a new user and assign you to a workgroup

within the existing QlAsphere license.

Note: If required, the admin user can extend your rights to QlAsphere Administrator for the same license in a

separate step (as described in Section 7.3.3).

5. As soon as the license is created, you will be guided to start the setup wizard.

QlAsphere & My QIAGEN

Your QlAsphere license has been
granted

You've received a confirmation email with the license details.

To proceed with QlAsphere Setup, continue with the step-by-step instruction

to connect your QlAshpere Base.

Start QlAsphere Setup
Skip For Now )

Contact Support
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6. Setting Up QlAsphere Base — QlAsphere Base Setup Wizard

The QlAsphere Base is an loT gateway device for secure network connection of the connected instruments to the cloud. The
QlAsphere Base can be installed either as QlAsphere Base Box or as QlAsphere Base Server. Follow the instructions in the

respective subsection to set up the QlAsphere Base.

6.1. QlAsphere Base server

This section describes how to set up the QlAsphere Base Server (also denoted as QlAsphere Base within this section) step by
step from the installation to the configuration using the QlAsphere Base Setup Portal (QBSP). Note that a standalone,

dedicated server is a prerequisite for the installation of QlAsphere Base Server; please refer to Section 5.1.1 .

Important: Set up the QlAsphere Base in a location where a stable connection to the internet is possible. Otherwise,

connection to the instruments may be hindered by an unstable network or changing the network IPs.

6.1.1. QlAsphere Base server installation

There are two prerequisites for the QlAshere Base Server installation:

* QIAsphere Base Server installer (B_server_tnstaller_pp_MvM_yvyy.zip)

¢ QIAsphere Base Server serial number file (qb.serial)

Contact QlAsphere support at support@qiagen.com for providing both prerequisites for QlAsphere Base Server installation.

1. Llog in on the server, where QlAsphere Base Server will be installed. Note that the root permissions are required for the
QlAsphere Base installation.

2. Optional: Run apt update, and if necessary, run apt upgrade to keep the operating system up to date.

3. Copy/download QlAsphere Base Server installer zipfile and QlAsphere Base Server serial number file to the server, for

example, to HoMe/download directory.

4. Unzip QlAsphere Base Server installer zip-ile into an installer directory, for example, Home/QB_server_installer.
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5. Copy QlAsphere Base Server serial number file into the installer directory, for example, Home/QB_server_installer.

> | Terminal - reland@debian: ~ A — O X

File Edit View Terminal Tabs Help
root@debian:~/download/installer# ./gb core installation.sh |

6. Run QlAsphere Base Server installer located within the installer directory, for example, Home/QB_server_installer/qb_

core_installation.sh.

E Terminal - roland@debian: ~ A 0O %X
File Edit View Terminal Tabs Help

Please provide necessary information to start installation process.

Available free disk space is under recommended value of 2G. For the optimal user
experience it is recommended to free more disk space on the app's root partitio
ns. Do you want to continue. (Y/n) I
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7. Ifrequired, accept the recommended settings.

File

Terminal - roland@debian: ~

Edit View Terminal Tabs

Help

Available free disk space is under recommended value of 2G.

ns. Do you want to continue. (Y/n) y

Please enter absolute installation directory path location
Bl |

Please provide necessary information to start installation process.

For the optimal user

experience it is recommended to free more disk space on the app's root partitio

: Jopt/q

8. Enter the full path for where the QlAsphere Base Server should be installed.

File

Terminal - roland@debian: ~

Edit View Terminal Tabs

0 O
NN/

Help

the QB ins

Available free disk space is under recommended value of 2G.

ns. Do you want to continue. (Y/n) y

Please enter absolute installation directory path location
b

Please provide which user should
ted : gb

Please enter user group. Non-existent group will be created

Please provide necessary information to start installation process.

For the optimal user

experience it is recommended to free more disk space on the app's root partitio

: Jopt/q

run application. Non-existent user will be crea

: qbli
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9. Enter user and group, respectively, for what the application should run.

File Edit View Terminal Tabs Help
NN S NN I

Please provide necessary information to start installation process.

Available free disk space is under recommended value of 2G. For the optimal user
experience it is recommended to free more disk space on the app's root partitio
ns. Do you want to continue. (Y/n) y

Please enter absolute installation directory path location : Jopt/q
b
Please provide which user should run application. Non-existent user will be crea
ted : qb

Please enter user group. Non-existent group will be created : gb

Curl is not installed. Would you like to install Curl? (¥Y/n): yl

> | Terminal - reland@debian: ~ A — O X

10. If required, accept the installation of necessary packages.

File Edit View Terminal Tabs Help

Available free disk space is under recommended value of 2G. For the optimal user
experience it is recommended to free more disk space on the app's root partitio
ns. Do you want to continue. (Y/n) y

Please enter absolute installation directory path location : Jopt/q
b
Please provide which user should run application. Non-existent user will be crea
ted : gb

Please enter user group. Non-existent group will be created : gb

Curl is not installed. Would you like to install Curl? (Y/n): y

Installation summary:

User
Installed
OpensSll : Installed
Zip : Installed
: Will be installed

> | Terminal - roland@debian: ~ A _ 0O X
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11. Review and accept the chosen options, if appropriate.

> | Terminal - reland@debian: ~ A — O X
File Edit View Terminal Tabs Help

2023.05.17 11:24:19 [0K] qb_core_installation. Systemd service seem to
work.
2023.05.17 11:24:19 [INFO] qb_core_installation. Starting build resources
verification...
2023.05.17 11:24:19 [INFO] qb_core_installation. [0K] gb.version
2023.05.17 11:24:19 [INFO] gb_core_installation. [0K] gb.serial
/opt/qb/app/qgb.jar
2023.05.17 11: 19 [INFO] | qb_core_installation. [0K] Jarfile
2023.05.17 11:24:19 [INFO] | gb_core_installation. [0OK] Scripts main dir
4:19 [0K] | qb_core_installation. File verification finish
. App seem to be installed properly.
:19 [INFO] | qb_core_installation. Post-install cleanup

:19 [INFO] | qb_core_installation. Synchronizing changes
4:20 [0K] | qb_core_installation. Post-install cleanup don

:20 [INFO] | qb_core_installation. Checking application sta

40 [0K] | qb_core_installation. App is running
24:40 [0K] | qb_core_installation. Installation completed!
can now start using your QB.
23.05.17 11:24:40 [0K] | qb_core_installation. Now you should be able t
application via: https://10.0.2.15:4443
root@debian:~/download/installer# I

12. After a successful installation, open a web browser (e.g., Chrome™ or Mozilla® Firefox) and proceed with QlAsphere

Base Server registration — see Section 6.1.2.
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6.1.2. QlAsphere Base server registration

e QBSP — Mozilla Firefox m—
qasp x|+
« - C O A & https://10.0.2.15:4443/# welcome/login & ® =
=
Q) QlAsphere QlAsphere Base Setup Portal
Welcome

Log in to GlAsphere Base Sefup Portal

i~ J

* Thia fiekd is roquiree

Password * = ‘

EEEse

1. Open a web browser (e.g., Chrome or Mozilla Firefox), if not already done before, and enter the following URL to
launch QBSP: hitps://IP-address, where "IP-address" is the actual IP address of your QlAsphere Base Server, which

appears in the last line of the installation log, for example, 10.0.2.15 or localhost.

Note: QlAsphere Base uses a QIAGEN-signed certificate for the secure https connection. Therefore, the browser may

issue a security warning. Ignore the warning or add an exception to access the QlAsphere Base Setup Portal.

@ QBSP — Mozilla Firefox Al ax
QBSP x|+
« = C O G # https:#10.0.2.15:4443/#welcome/login il ® =
@b QlAsphere QlAsphere Base Setup Portal
Welcome

Log in lo QllAsphere Base Setup Portal

 Username *

(s ]

= 5

EmEda
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2. Enter the default login details with the following credentials:
Username: admin

Password: Qiagen@123

@ 'QBSP — Muzilla Firefox AsEx

qesP x|+

Gl c O G # hitps:#10.0.2.15:4443/4welcome/login & [°]

@ QlAsphere QlAsphere Base Setup Portal

Change your password

@ 8 charociers @ Loy
@ Symbol @ Numeral

eee| @]

EmEd=

3. Because this is the very first login in QBSP, change the default password. Afterwards, the admin password can be

changed anytime as described in Section 13.2.

@ — Mozilla Firs A -8 X
> qBsP x|+
« > C O G s hitps://10.0.2.15:4443/#app/overview i 9 =
=
QlAsphere QlAsphere Base Setup Portal
fr Overview Cloud mode Disabled Network details
& Cloud connection Status A enp0s3
Enabled MAC address: 08-00-27-48-29-E5
@ software update
WARNING: The Cloud Connection for this QlAsphere Base has been disabled in the P Address: 10.0.2.15
@ Seffings QlAsphere Administration.
@ licenses BETAILS Date and time
© Logout Date
May 17,2023
. QIAsphere Base Server
Applications Time
. 14:01
sphere
Administration Time zone
o - Ceniral Evropean Standard Time
@) QlAsphere App
Host name Connected instruments Local mode On
QlAsphere Base Server
Serial number No instruments connected

TESTQB3ROLAND
METAILS

Software version
3.0.0

mEP
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4. After a successful login, the Overview page will open. Click the Cloud connection button on lefrhand menu bar.

@ QBSP — Magilla F| A ax
} QBSP x|+
« = C QO & & https:#10.0.2.15:4443/#app/cloud_connection il ® =
QlAsphere QlAsphere Base Satup Portal
@ Overview Cloud connection .

Sep ouecone comecion
& Cloud connection

@ software update

@ resivotion ey

For your securty, we usa tworlactor outhenication fo octivate your cloud connaction.

& Setiings

@ Licenses

© logout REQUEST REGISTRATION KEY

Regisiration key generation may ke o few minutes, please wail

Applications

) QlAsphere

Adminiration Q QlAsphere Base doud registration

@ QlAsphere A;
@ alisphers App © sowp comploied

Connection Health Check REFRESH
‘Sas the health check storws for your cloud connciion
(TILEED

5. Proceed with the registration process by clicking the REQUEST REGISTRATION KEY button.

@ QBSP — Moxilla Firefox AoEx

QBSP. x4+

« > C O G 3 https:#10.0.2.15:4443/#appjcloud_connection i @ =

QlAsphere ©

QlAsphere Base Setup Portal

@ Overview Cloud connection *

Semp your clovd commection
& Cloud connection

@ software update

. Regisiration key

B Settings
@ Licenses ° GlAsphere Base cloud registration
€ logout Serial umber *
TESTGB3ROLAND
Applications
Regisrarion key ™
@, Qehere 6e262a17-1e31-4708-ac51-b0eae74c82f8

Administration

@ QlAsphere App
() Please visit the QlAsphere Administration and add your QlAsphere Base by entering the serial number and the registration key.

d
P —— [ T E):

6. Your Registration key will be provided after few seconds (the response time depends on the network connection).

Continue by clicking GO TO QIASPHERE ADMINISTRATION button.
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7. log in to QlAsphere Administration as Administrator and add the currently registered QlAsphere Base Server to
QlAsphere; see Section 13.1.

@ QBSP — Mozilla Firefox AoEx
qese x|+

e > d O G NHpsi10.0.2.15:4443/# sppicloud_connection o @ =

QlAsphere Base Setup Portal

@ Qasphero CEEEEIE

B Ovarview Cloud connection e
Semp pour clovd commection

& Cloud connection

@ Software update

@ regirotonkey
B Sefrings
@ liconses @ Gi4sphers Bose cloud regisiration
© logout
© sop complored
Your Glhsphere Base clovd Jeie.
You can now swich cloud conneclivity on and off without going through this 3-slep process again.
@ QlAsphers App
. -
C fion Health Check
ennection Health Checl REFRESH
S tha ol chock b foryoue clowd conmection L J
Service Last Successful Connection Status
Certificate Center -|. . & : k |. Healhy

8. After successful QlAsphere Server registration in QlAsphere Administration, the setup of the QlAsphere Base is

completed.

6.1.3. Update check

There are two options for updating the QlAsphere Base software: automatic and manual update.

Automatic update

An automatic search for Software updates will be performed in the background for about 40 seconds. If an update is
available, it will be installed automatically on the QlAsphere Base (this may take several minutes). Otherwise, QlAsphere

Base has the latest software installed.

Manual selection of timeslot for future updates

Select an available 2 hour slot, or open the drop-down list and select a convenient update time range for future updates.

Click continue to save the changes.

6.2. QlAsphere Base Box

This section describes how to set up the QlAsphere Base Box (also denoted as QlAsphere Base within this section) step by
step using a personal computer (PC) and the QlAsphere Base Setup Portal (QBSP). This process requires a direct ethernet
connection (ETHO]) between a QlAsphere Base and the PC.

Important: Set up the QlAsphere Base in a location where a stable connection to the internet is possible without moving the

device. Otherwise, connection to the instruments may be hindered by an unstable network or changing the network IPs.
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6.2.1. Setting the network connection for QlAsphere Base

1. For Network connection, plug in the LAN cable (recommended) in ETH1 port of the QlAsphere Base.
2. Power up the QlAsphere Base by plugging the power cord into an appropriate power socket.

3. Wait for approximately 5 to 10 min until User 1 LED is on. Then connect your PC to the ETHO port of QlAsphere Base

using an ethernet cable.

4. Open a web browser (for example, Chrome or Mozilla Firefox) and enter the following URL to launch QBSP:
https://172.16.0.1

Note: Use a current browser. Older browsers (like Internet Explorer®) may not correctly display all features of the QBSP.

Note: QlAsphere Base uses a QIAGEN:-signed certificate for the secure https connection. Therefore, the browser may

issue a security warning. Ignore the warning or add an exception to access the QlAsphere Base configuration.
5. log in screen appears in your browser.
6. Enter the Default login details with following credentials:

Username: admin

Password: Qiagen@123

7. Follow the instructions in the wizard after changing default password.

8. |If the ethernet connection has a "Not Configured" status, check if the LAN cables are connected to the right ports. Click
EDIT CONNECTION SETTINGS and set up the connection manually.

Note: Contact your IT for information needed to set up the connection manually, or if you are facing any problem

configuring the network connection.

Note: You can also connect with a Wi-Fi network in this step (by switching to Wi-Fi tab). Connecting to a network with

both options (LAN and Wi-Fi) is not recommended as it can cause network issues in later steps.
6.2.2. Configuring the date and time for QlAsphere Base
Follow the instructions in the Wizard. Date and Time seftings can be configured in two ways:

* Automatic NTP server (recommended)
e Manual seftings

Note: Contact your IT if you are facing any problem configuring the NTP server.
6.2.3. Update check
Note: There are two options for updating the QlAsphere Base software: automatic or manual update.

Automatic update

An automatic search for Software updates will be performed in the background for approximately 40 seconds. If any update
is available, updates will be installed automatically on the QlAsphere Base (this may take some minutes). Otherwise,

QlAsphere Base has the latest software installed.
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Manual selection of timeslot for future updates

Select an available 2 hour timeslot, or open the drop-down list and select a convenient update time range for future updates.

Click Continue to save the changes.

6.2.4. QlAsphere Base registration

This step will help user to register QlAsphere Base on cloud or allow copy link for later registration. For both options, refer to
the section below for details:

Y

==
’&n QlAsphere QlAsphere Bose Setup Portal

P

One last step

Register your QlAsphere Base in QlAsphere Administration to complete the

full setup.
| om QlAsphere Adminisiratior | have no QlAsphere
Administration account
Register your GlAsphere Bose by Copy the registration link and
logging in to QlAsphere email it to your QlAsphere
Administration with your My Administrator so they con register
GQIAGEN username and password your QlAsphere Base for you
- -
REGISTER QIASPHERE BASE | COPY REGISTRATION LINK
(@ Registation detailsl PREVIEW

For administrator user

1. Click Register QlAsphere Base.

N

The link will open in a new tab and you can log in to the administration account.

w

After log in, you will see the QlAsphere Base registration prefilled form with serial no. and registration key.
4. Enter the mandatory location details into the registration form and you can register your QlAsphere Base on the Cloud.

After the device is successfully registered, the QlAsphere Base Setup is complete. Close the Wizard page or click Start using
QlApshere Base to go back to QlApshere Base portal.

For regular user

1. Click COPY REGISTARTION LINK (link will be copied on clipboard).

2. Send the copied information by to the Administrator, such as via e-mail and continue using QBSP. For manual
registration from QBSP, refer to Section 13.1.
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7. Connecting Users and Instruments in Cloud Mode

In My QIAGEN's QIAsphere Administration widget, the admin users (see Section 7.3.2) can manage workgroups fo provide
additional users access to instrument information. If you are setfting up the QlAsphere for the first time, it is recommended to

perform the following steps in the suggested order:

1. Create a workgroup; see Section 7.1.

2. Assign instruments to workgroup; see Section 7.2 for reference.

3. Assign/invite users to workgroup; see Section 7.3 for reference.

7.1. Create a workgroup

At least one workgroup is required fo provide users access to instrument information in the QlAsphere App.

BeWell Health Center

O Dr. John Brown
I | 1 | Pathologist

Central Laboratory Pathology Laboratory - Emergency Room
: I L] B -
L = =
Jupiter Mercury Mars Uranus Neptune Saturn
QlAcube Connect QIAcube Connect  QlAstat-Dx QlAcube Connect  QIAstat-Dx QlAstat-Dx

O O O O @)
(1) i (N [

Dr. Mary Jones Marc Dr. Anne Miller Stella Nurse Carsten
Director of Lab Technician Pathologist Lab Technician
Laboratories

1. Log in to My QIAGEN and select QlAsphere Administration widget.
2. Go to Workgroups menu.
3. Click ADD WORKGROUP.

QlAsphere

(= Instruments
5%5 Workgroups
r:'}é: Users

3| Qrganization
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4. Enter the workgroup name that you want to create in the pop-up window.

Optional: When setfting up multiple workgroups, you can create subgroups by assigning an existing workgroup as

parent workgroup.

Add workgroup

 Workgroup name

| } ‘ Parent workg roup -

‘Workgroup name is required

CANCEL  ADD
5. Click Add. The workgroup is created and is displayed in the Workgroups menu.

7.2. Assigning connected instruments to a workgroup

Users of the QlAsphere App can view instrument features and information about instruments assigned to their workgroup.
When instruments are connected to the cloud via QlAsphere Base, they are visible to the list of available instruments and can
be easily assigned to a workgroup. The steps are shown below.

1. log in to My QIAGEN and select QlAsphere Administration widget.

2. Go to Instruments menu.

+ ADD QlAsphere Base

E Instruments
E,%ﬂ Workgroups
Dg

= Users

E Organization

3. Click on the instrument or QlAsphere Base.

Note: If you assign one QlAsphere Base to a workgroup, all the instruments that are connected to that QlAsphere Base
will also be automatically assigned to the workgroup. Individual instruments can still be assigned to other workgroups

later.

4. To edit, click the pencil icon.
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5. In the Edit instrument details pop-up window, make sure that QlAsphere connection is enabled. If it shows disabled,

change the status to enabled.

Edit instrument details

{ Instrument naime

{ Data storage location

EU

GllAsphere connection
disabled

TOM everyy
Full set of th

fork

name

{ End-2.End

[ Additional information

6. Click the pencil icon at the Workgroup name field and select the relevant workgroup.

7. Click Save. The instrument is now assigned to a workgroup.

7.3. User management

To provide other users access to instrument information, you can create and invite users to QlAsphere and add them to a

workgroup.
The QlAsphere Administration portal supports two User Roles:

e QlAsphere User

QlAsphere User has full access to instruments assigned to its workgroup(s) in the QlAsphere App, but only limited (read)

access in the QlAsphere Administration Portal.
¢ QlAsphere Administrator

QlAsphere Administrator has full access to instruments assigned to its workgroup(s) in the QlAsphere App, as well as full
read-and-write access in QlAsphere Administration Portal. An administrator can set up and manage cloud connectivity
and set up workgroups by assigning instruments and users. QlAsphere Administrators can also create and invite new

users and upgrade other users to QlAsphere Administrators.
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7.3.1. Creating new user in QlAsphere
Before a user can see instruments in the QlAsphere App, the user must be invited to QlAsphere and added to a workgroup.

1. Log in to My QIAGEN and select QlAsphere Administration widget.

2. Go to User menu.

4 ADD USER

E Instruments
BQB Workgroups
I'?El Users

E Organizafion

3. Click ADD USER.

4. Fill out all mandatory fields such as First name, Last name, and E-mail address in the pop-up window. The new user can

now be assigned to a workgroup.

Invite user

[ First name ] [ Last name
[ E-Mail

| confirm that I'm outhorized by my arganization to send sut eamail invitations for QlAsphers for
[ e chosen recigients and that all recipients are part of or sufficiently associared with my

arganizatien.

CANCEL INVITE

5. Check the box, and click Invite.

6. The new user will receive an e-mail. By clicking the Activate your QlAsphere Account link in the e-mail, the user will be

added to QlAsphere and can be found in the Users menu. The new user can launch the QlAsphere App and can

30 QlAsphere User Manual | 03/2024



immediately see all instruments when the user is assigned to a workgroup during the invitation.

Note: To use QlAsphere App (web app version or mobile app), the user needs to have a My QIAGEN account (see
Section 5.3).

7.3.2. Adding new user to a QlAsphere workgroup

Existing users can be added to one or more workgroups.

1. Log in to My QIAGEN and select the QlAsphere Administration widget.

2. Go to Users menu.

4 ADD USER

E Instruments
&%B Workgroups
o

c& Users

8] Organization

In the list of available users, search for the user you want to add and click on the user.
To edit, click the pencil icon.

Select the relevant workgroup.

S

Check the box, and click SAVE.
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7.3.3. Editing user role

User with QlAsphere Administrator role can change the role of other existing users. To edit user role:

1. log in to My QIAGEN and select the QlAsphere Administration widget.

2. Go to Users menu.

@ QIAsphere

Administration

& My QIAGEN

Name
-+ ADD USER

Email

Status

User Role Laboratory role

&8 instruments QlAsphere Testl qiaspherefesione@diagencom .. (@) Active QlAsphere User Lab Operator
efla Workgroups
E2 Users QlAsphere Testl giasphere.tesione@qiagen.com_t.. @) Aciive QlAsphere Administ..  Lab Operator
B4 organization

QlAsphere TestThree qiasphere testthree@qiagen.com @ Acive QlAsphere Administ..  lab Manager

3. From the list of available users, search and select for the user you want to change the user role.

4. To change the user role, use the User role dropdown menu in the user screen.

User role in QlAsphere Administration ()

QlAsphere User - ‘

Note: Only user with the same e-mail domain as administrator can be granted QlAsphere Administrator role.

¢ Change role from QlAsphere User to QlAsphere Administrator.

After selecting the new role QlAsphere Administrator from the dropdown menu, a pop-up window with additional

information about the user role change appears. Click the Confirm button to request new user role QlAsphere

Administrator.

Grant admin access?

QlAsphere Admin has the rights to add instruments and

manage cloud connectivity, create workgroups and invite

users to QlAsphere. A QlAsphere admin can also assign

users and instruments to workgroups and upgrade other users

to QlAsphere admins.

CANCEL

CONFIRM

The promoted user receives an e-mail with confirmation on being promoted to administrator.

¢ Change role from QlAsphere Administrator to QlAsphere User.
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After selecting the new role QlAsphere User from the dropdown menu, a pop-up window with additional information

about the user role change appears. Click the Confirm button to request new user role QlAsphere User.

Remove admin access?

QlAsphere User has the rights to see the workgroups and

instruments.

CANCEL CONFIRM

Note: At least one user with role QlAsphere Administrator is required to be able to administrate QlAsphere. It is
prevented to reduce the role of the last remaining QlAsphere Administrator. In this case, the User role field is grayed
out and an appropriate information message is shown.

User role in QlAsphere Administration (i)
(i) You cannot change your user role to QlAsphere user.

Please assign the QlAsphere Administrator role to another user first. QlAsphere
requires at least one administrator.

QlAsphere User Manual | 03/2024 33



8. Installing the QlAsphere Mobile App

The QlAsphere App can be used with iOS and Android devices. Follow the instructions in the respective subsection to install

the mobile app.

8.1. Installing mobile application on iOS devices
Important: The minimum iOS version to install the QlAsphere App is iOS 11 or later.

1. Go to App Store using your mobile device and search for QlAsphere App released by QIAGEN.

QlAsphere

2. Follow the system instructions for app installation.

8.2. Installing mobile application on Android devices
Important: The minimum Android version to install the QlAsphere App is Android 6.0 or later.

1. Go to Google Play Store using your mobile device and search for QlAsphere App released by QIAGEN:

QlAsphere

Note: If Google Play Store is not available in your country, go to www.qiagen.com/qiasphere and download QlAsphere

App (*.apk file).
2. Follow the system instructions for app installation.
8.3. [On premise features] Mobile app certificate installation

To use the report on premise feature, the QlAsphere App needs to refrieve data directly from the QlAsphere Base via the

local network. To allow direct communication, installation of a certificate is required.

8.3.1. Certificate installation on iOS devices

Important: Install QlAsphere App first before you proceed with certificate installation (see Section 8.1).

1. Use your iOS device and go to QlAsphere Product page at www.giagen.com/qiasphere

2. Download the iOS QlAsphere Profile (QlAsphere Local Mode Profile.mobileconfig).
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3. Go to Settings app of your device and click Profile Downloaded.

Settings

earch

Apple 10, i

Profile Downloaded

Aimplane Mode

Wi-Fi

Bluetaath

Kabile Data

VPN

M calions

Sounds & Haptics

Do Mot e —

5. Verify the profile and click Install.
6. Enter your device passcode or password and click Done.

7. Read the warning and click Install.
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8. Go to the Settings app of your device and click Profile Downloaded.

Settings

Apple 1D,

Profile Downloaded

. Aimlane b

Wi-Fi

ds & Haptics

Do Mot e —

9. Acknowledge installation by clicking Install.

10. Profile is installed. Close the window by clicking Done.
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1.

Go to the General section of the Settings app and choose About.

General

Aboul

are Update
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12. In the About section, scroll all the way down and go to Certificate Trust Settings.

Metwork Provider
Wi-Fi Acdress

1| uptacth

WE

CCD

Modem Firmwars

14. Acknowledge the fact that you are trusting Root Certificate by clicking Continue.

15. QIAGEN QlAsphere Base certificate is now installed.

38 QIAsphere User Manual | 03/2024



8.4. Certificate installation on Android devices
Important: Install QlAsphere App first before you proceed with certificate installation (see Section 8.2).

1. Download Certificate for Android at www.qiagen.com/qiasphere
2. Go to My Files.

3. Select the folder where the file has been downloaded to and open the file (find and choose the certificate from your files

folder).
4. An installation process is started. During this process, it is necessary to:
a. Enter your pin or password.

b. Assign a name to the certificate (you can choose any name). QIAGEN recommends selecting a name that is easily

identifiable like QlAsphereCert.
c. Select a credential use. Set it to VPN and apps.

You can check on the security certificates screen of the Android settings, whether the certificate was successfully
installed or not. How this screen can be reached depends on the type of device. On a Samsung Galaxy Tab A, for
example, they can be reached by selecting Settings > Security > Other Security settings > View security certificates.

The newly installed certificate should be visible in the Users tab.

QlAsphere User Manual | 03/2024 39



9. Connecting QlAsphere-ready Instruments to Local Network
and QlAsphere Base

The process of connecting instruments to the local network and to QlAsphere Base can vary depending on the instrument type
and its operating software. Please refer to the user manual of your instrument for specific instructions and make sure that the

instrument is connected to the same network as the QlAsphere Base.

To connect an instrument to a QlAsphere Base, you need the IP address and the instrument connection password of the
respective QlAsphere Base. If you have performed the network configuration of QlAsphere Base with QBSP, the QlAsphere

Base IP address is displayed in the ethernet or wireless network field of the QBSP overview screen.

The instrument connection password can be set in Section 13.5). The default instrument connecting password of a new

QlAsphere Base or after factory reset is test1234.

When your instrument is connected, proceed with Section 10 to run the QlAsphere app.
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10. QlAsphere App

The QlAsphere App is available in two versions. A mobile app can be installed on mobile iOS or Android devices (see

Section 8), whereas the web app version can be launched in a web browser on a desktop PC.

10.1. Starting mobile QlAsphere app

1. Download and install the QlAsphere App as described in Section 8.
2. Launch the QlAsphere App.

3. To enter the app in cloud mode, log in with your My QIAGEN username and password. If you do not have an account in
My QIAGEN, register as described in Section 5.3.

08:58 all T -

@

QlAsphere

by QIAGEN
Welcome
Log in with your My QIAGEN account
Email ‘
\ Password (®) ‘

Sign up to My QIAGEN Fargot password?

CONTINUE IN LOCAL MODE

10.2. Starting QlAsphere web app
The web app version is only available in cloud connected mode.

1. Go to www.qiagen.com/mygqiagen and log in with your My QIAGEN credentials. If you do not have a My QIAGEN
account, register as described in Section 5.3.

2. Open the QlAsphere widget to launch the QlAsphere web app.

Note: If you do not see QlAsphere widget, click Manage Widgets, then select QlAsphere widget and save your settings.
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10.3. My Account view

Go to My Account menu. In this menu, the user has access to various setting options.

QlAsphere

My Instruments List
8

Manage the instruments you see in your list.

@; Notification Salﬁngs

Choose which notifications you want to receive.

QlAsphere Media

Get starter guide and security information.
c-’ Log out
) B i 3 2
= =
Instruments Scheduler Motifications Account

10.3.1. Scheduler

Users of the same workgroup can manage the use of shared instruments with the Scheduler function. Instruments can be
reserved, and a shared calendar provides an overview about instrument availabilities. Using the Scheduler function, users
can:

 Create an instrument reservation.

« Edit your instrument reservations.

* Delete your instrument reservations.

» See a shared calendar view of reserved instruments.
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10.3.2. My Instruments list

Go to My Account menu and select My Instruments list. Select which instruments shall be displayed in the instrument list by

switching the respective toggle switch on or off.

17:38 all = @)
<& My Instruments list
L Samuel Vimes
smm  QlAstatDx e
14Aug

= »
SR QlAcube Connect
i Demo 6.10 QC

— »
=S QlAcube Connect
i 5im22121418

- »
=8 QlAcube Connect
ﬁ Demo 6.10 Karol Home QC °
=8 QlAcube Connect
ﬁ sim4702 »
2=J8  QlAcube Connect

=1 23

F »
[r— QlAstat-Dx
ﬁ 5im4703 -
2=IRE  QlAcube Connect
ﬁ sim4704 -
2=J8E  QlAcube Connect

Don't see your instrument here?

Please contact your lab admin
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10.3.3. Notification settings

Go to My Account menu and select Notification Settings. Settings of push notifications are displayed per instrument type:

Select the type of events where push notifications and in-app nofifications should be received by switching the respective
toggle switch on or off.
09:37 all = -

— Notification settings

QlAcube Connect NOTIFICATIONS

Run finished

Run stopped by user
Run stopped by error
UV run stopped by user

UV run stopped by error

QlAstat-Dx NMOTIFICATIONS

Run finished
Run stopped by user
Run stopped by error

Module error
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10.3.4. QlAsphere media

Go to My Account menu and select QlAsphere Media:

e To download the short version of the user manual, click Quick Start Guide.
* To download the detailed QlAsphere user manual, click QIAsphere Manual.
* To download the QlAsphere Product and Solution Security Whitepaper, click QlAsphere Security Sheet.
17:38
< QlAsphere Media

Quick Start Guide

For the initial setup of your QlAsphere

QlAsphere Manual

For detailed information about your QlAsphere

QlAsphere Security Sheet

@ For detailed information about product cyber
security
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10.3.5. About

In the mobile App, click on the menu icon on the top right corner and select About. In the web app version, click About below

the lefthand navigation. The About view provides information on:

* Installed mobile app version.

* License information — Click License information to see the end user license agreement that was accepted by the user

during the first log in to the app, including an overview of the third-party software used.
* Mobile application privacy policy — Click the respective line to see the policy.

* QIAGEN privacy policy — Click the respective link to see the policy on www.qgiagen.com

09:36 wil = =N
&« About Us
@
\t’,)
QlAsphere
by QIAGEN
Version 1.0.0
License information >
Mobile application privacy policy >
QIAGEN privacy policy >

Copyright ® 2020 QIAGEN GmbH, Hilden, G...
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10.4. Report on premise (QlAstat-Dx 2.0 only)

In case the QlAsphere Application is used while connected to the same network as the QlAsphere Base, it is possible to view
reports generated by the QlAstat-Dx 2.0 using a local network direct connection. The viewable reports are stored locally on

the QlAsphere Base and not uploaded to the cloud.

10.4.1. Prerequisites

Report on premise requires a certificate installed. Please follow steps according to the used platform

¢ Android — Section 8.2
* iOS - Section 8.1
e Windows
° Go to giagen.com/qiasphere
° Download the Android Certificate for Local-Only Mode.
° Open the *.crt file and follow system instructions.
o Alternatively, you can install the certificate by installing the QIAsphere Export Tool — Section 15.1.
* MacOs
° Go to giagen.com/giasphere
° Download the Android Certificate for Local-Only Mode.

° Open the *.crt file and follow the system instructions.

10.4.2. Report on premise in QlAsphere Application

Once the prerequisites are fulfilled and QlAsphere Application is used on the same local network as the QlAsphere Base, it is

possible to view the locally stored run reports. In order to view a report:

 Open the QlAsphere Application.
 Navigate to the Instruments section on the lef-hand side menu.

¢ Select the QlAstat-Dx instrument that you would like to view the reports from.
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 Open the History tab in the instrument details panel.

QlAsphere A My QIAGEN

e Select a run for which you would like to view the results.

48

Test Instrument ®
B4 Instruments = Test Instrument
- QlAstat-Dx
D Scheduler v Status History
I_f My Notifications @ Available

& Account

About this app

O QlAsphere

Administration

@ QIAsphere Insights

@ Digital Inventory

TODAY, 1:15 PM

Analytical module

1

Application RP SARS-CoV-2
Cartridge ID PO0000007
(@ Urgently check report

TODAY, 12:40 PM

Analytical module 1
Application BCID_GN_RUC
Cartridge ID PO0000007
(@ Urgently check report

TODAY, 12:39 PM

Analytical module 1
Application BCID_GN_RUC
Cartridge 1D PO0000007

(@ Urgently check report
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¢ Click on the PDF report link in the Reports section

QlAsphere

. The report will be downloaded automatically.

2 My QIAGEN

Ed Instruments = Test Instrument
n Scheduler v = QlAstat-Dx
d? My Notifications © Availoble

2 Account

About this app

QlAsphere

Administration

@
@ QlAsphere Insights

@ Digital Inventery
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Urgently check report

Start time Today, 1:15 PM
End time Today, 1:15 PM
ATTRIBUTES

Application RP SARS-CoV-2
Cartridge 1D POO000O007
REPORTS
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11. QlAsphere Insights

QlAsphere Insights brings cloud-based analytic capabilities to QlAstat-Dx instrument users. Using data from QlAsphere-

connected QlAstat-Dx instruments, QlAsphere Insights provides epidemiology monitoring reports and statistics about

pathogen detection in a browser-based dashboard.

11.1. Prerequisites

The QlAsphere Insights is available for the users, who meet the following prerequisites:

¢ The user needs to have a QlAsphere account with an active license.

¢ The user needs to have an instrument connected to QlAsphere.

* The user needs to have the role “Lab Manager” (please see Section 7.3).

11.2. Homepage

It is the starting page that appears after having successfully logged in QlAsphere Insights. On the lefthand side, there is the

side menu that serves to navigate between panels and reports. It is always present next to the contents of every page. Below

the menu, there are three buttons that lead to QlAsphere Administration, QlAsphere App, and Digital Inventory, respectively

The main content of this page consists of eight tiles representing and leading to all the main sub-sections of the application. In

the upper part, there are three epidemiology panels (Respiratory, Meningitis/Encephalitis, and Gastrointestinal),

Epidemiology report, and QlAstat-Dx positives distribution report. The other tiles in Section 11.4 direct the user to the

utilization and consumption reports for every instrument type user's organization connected to QlAsphere network.

In the upper right corner, there is My QIAGEN button which leads to the user’s main My QIAGEN page.

QlAsphere =D

) Home

% Epidemiology
Respiratory
Meningitis/Encephalifis

Gastrointestinal

QlAstat-Dx Positives

Distribution

UT System Usage
QlAstat-Dx Analyzer

QlAcube Connect

Applications

® QlAsphere Administration

@ QlAsphere App

@ Digital Inventory
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©
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QlAcube Connect

Insights
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S

Gastrointestinal

EZ2 Connect
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11.3. Epidemiology

11.3.1. Respiratory panel

Pathogen diversity

This report presents a heatmap of positive results per month for each pathogen from Respiratory panel. On the Y axis, there is
a list of pathogens, and on the X axis, there is a timeline divided by months. To see the exact numbers for each pathogen, the
user can move the cursor over a tile on the heatmap and a tooltip will appear showing month, pathogen name, number of
positive results, and percentage of positive results. Above the heatmap, there is also a bar graph with a number of test runs in
each month. On the left side of the report, there is the filter section allowing the user to change the scope of data shown in the
visuals by selecting a date range on the slider or a checkbox corresponding to a desired assay, pathogen, workgroup, or
instrument. The user also has the option to change the time granularity of the visuals by clicking on the buttons labeled
"Weekly view”, "Yearly view”, and “"Monthly view”. Additionally, the user can switch among “Organization”, "Country”,
and “Region” views, allowing to display not only the organization’s data but also rounded results from the organization’s

country and region.

Click for more time options Pathugen diversity
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Data is aggregated from QlAsphere-connected QlAstat-Dx instruments only. Not all QlAstat-Dx instruments are connected to QlAsphere.

Product claims may differ from country to country based on regulations and approvals. Contact your country representstive for further details.
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Positive pathogens

The "Positive pathogens” dashboard is similar to “Pathogen diversity”; however, it presents data under the form of bar

charts. The upper visual shows the number of positive results per month, whereas the bottom one shows the percent of

positive results of a given pathogen in relation to all positive results. On the right side of the page, there is a list of all

pathogens, each with corresponding color in which it appears on the visuals. On the left side there are the following filters:

date, assays, pathogens, workgroups, and instruments. This report can also be switched among “Monthly”, “Weekly”, and

"Yearly” views using the button in the bottom left corner. Additionally, the user can switch among “Organization”,

"Country”, and "Region” views by selecting the corresponding radio buttons in the filters section.

Click for default view
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Co-detection rate

This dashboard consists of two visuals presenting data related to pathogen co-detections and the ratio between these and
other test results. The first (upper) visual, “Co-detection per total number of tests”, shows bars with the numbers of three types
of results per month: co-detection (more than one pathogen present in a sample), single positive (only one pathogen in a
sample), and negative. On top of these bars, there is a line chart presenting the total number of runs. The second visual
displays all co-detections per month, divided into three types: virus + bacteria, virus + virus, and bacteria + bacteria. The
user can filter the results by changing date or picking assay, workgroup or instrument. This report can also be switched
among “Organization”, “Country”, and “Region” view, or among “Monthly”, “Weekly”, and "Yearly” views using the
button in the upper right corner. Additionally, data from both visuals can be exported to *.xslx or *.csv table by clicking

More options in the upper right corner of the visual and selecting Export data.

Click for default view
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Pathogen co-detection

Pathogen co-detection report presents the number of appearances of every two pathogens from the Respiratory panel. The

main visual, “Pathogens co-detections”, displays a heatmap with the number of every pair of pathogens’ co-detections.
Above, there is “"Most frequent pathogen co-detections over time” line chart showing monthly count of the five pathogen pairs
with the highest number of total co-detections. The filters that the user can apply to narrow the results are date, assays,
workgroups, and instruments. Additionally, the report can be switched among “Organization”, “Country”, and “Region”
views.

CREklec e i ool Most frequent pathogen co-detections over time
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Low-plex vs. syndromic testing

This report displays the rate of detections of syndromic panel versus what low-plex panel would possibly detect. The first
(upper) visual presents a bar chart with monthly results ratio categorized into positives low-plex, positives syndromic testing,
and negatives. Over the bar chart, there is also a line chart with total number of tests. The second (bottom) visual shows only
the ratio between low-plex and syndromic testing positives. It is worth noting that syndromic testing also covers the detections
from low-plex. The report can be filtered by date, assay, workgroup, and instrument. It can also be switched among
"Monthly”, "Weekly”, and “Yearly” views using the button in the upper right corner. Additionally, the user can switch among

"Organization”, "Country”, and “Region” views by selecting the corresponding radio buttons in the filters section.

Cliek fer mere time sptiens
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Ct values

This dashboard contains two visuals: “Mean Ct value and positives per month” and “Ct value per month”. The first (upper)
one presents a bar chart of positive results per month along with a line chart with mean Ct values. The second (bottom) one
gives a more detailed insight info monthly Ct values: it shows the number of samples tested, along with maximum, minimum,
mean, median, and standard deviation for the Ct values. These two visuals can be filtered by date, assay, pathogens,
workgroups, and instruments. Their scope can also be changed by switching between “Monthly” and “Weekly” view, and
between mean and median Ct (the latter only applies to the first visual). Additionally, the user can switch among
"Organization”, "Country”, and “Region” views by selecting the corresponding radio buttons in the filters section. This also
affects only the upper visual.

Click for more time options

Mean Ct value and positives per month

Date @No of positives @ Mean Ct

/212022 1/24/2024

30

n
H
View Type = <}
-
@ Organization E. 28 s
Country ® 100 =
Regien g
Assays - %
QlAstat-Dx® Respiratory Fanel 0 ||
QlAstat-Dx® Respiratory SARS-Cov-2 Pans 202211 202212 202301 202302 202303 202304 202305 202306 202307 202303 202309 202310 202311 202312 202401
Month
Switch view
Ct value per month (Institution data)
$Ct EMedian Value EIMean Value
Pathogens
a0
All v
30
Workgroups 5
All ~ -
Instruments
10
All v
021 2022 12 20230 2023 02 202303 2023 04 2023 05 2023 06 202307 2308 202309 202310 w02En 202312 202401
Month

Data is apgregated

Product claims may

56 QlAsphere User Manual | 03/2024



11.3.2. Meningitis/encephalitis

Pathogen diversity

This report presents a heatmap of positive results per month for each pathogen from Meningitis panel. On the Y axis, there is
a list of pathogens and on the X axis there is a timeline divided by months. To see the exact numbers for each pathogen, the
user can move the cursor over a tile on the heatmap and there a tooltip will appear showing month, pathogen name, number
of positive results, and percentage of positive results. Above the heatmap, there is also a bar graph with a number of test runs
in each month. On the report's left side, there is the filter section allowing the user to change the scope of data shown in the
visuals. It consists of the following filters: date, assays, pathogens, workgroups, and instruments. The user also has the option
to change the time granularity of the visuals by clicking on the buttons labeled “Weekly view”, “Yearly view”, and “Monthly
view”. Additionally, the user can switch among “Organization”, “Country”, and “Region” views, allowing to display not

only the organization’s data but also rounded results from the organization’s country and region.

Click for mere time options
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Positive pathogens

This report shows data for Meningitis panel. The “Positive pathogens” dashboard is similar to “Pathogen diversity”; however,
it presents data under the form of bar charts. The upper visual shows the number of positive results per month, whereas the
bottom one shows the percent of positive results of a given pathogen in relation to all positive results. On the right side of the
page, there is a list of all pathogens, each with corresponding color in which it appears on the visuals. On the left side, there
are the following filters: date, assays, pathogens, workgroups, and instruments. This report can also be switched among
"Monthly”, “Weekly”, and “Yearly” views using the button in the bottom left corner. Additionally, the user can switch among

"Organization”, "Country”, and “Region” views by selecting the corresponding radio buttons in the filters section.
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Co-detection rate

This dashboard for Meningitis panel consists of two visuals presenting data related to pathogen co-detections and the ratio
between these and other test results. The first (upper) visual, “Co-detection per total number of tests”, shows bars with the
numbers of three types of results per month: co-detection (more than one pathogen present in a sample), single positive (only
one pathogen in a sample), and negative. On top of these bars, there is a line chart presenting the total number of runs. The
second visual displays all co-detections per month, divided into three types: virus + bacteria, virus + virus, and bacteria +
bacteria. The user can filter the results by changing the date or picking assay, workgroup, or instrument. This report can also
be switched among “Organization,” “Country,” and “Region” view, or among “Monthly,” “Weekly,” and “Yearly” views
using the button in the upper right corner. Additionally, data from both visuals can be exported to *.xslx or *.csv table by

clicking More options in the upper right corner of the visual and selecting Export data.

Click for more time options
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Pathogen co-detection

Pathogen co-detection report for Meningitis panel presents the number of appearances of every two pathogens from the

Respiratory panel. The main visual, “Pathogens co-detections,” displays a heatmap with the number of every pair of
pathogens’ co-detections. Above, there is “Most frequent pathogen co-detections over time” line chart showing monthly count
of the five pathogen pairs with the highest number of total co-detections. The user can apply the following filters to narrow the
results: date, assays, workgroups, and instruments. Additionally, the report can be switched among “Organization”,

"Country”, and "Region” views.

Click for more time options
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Ct values

This dashboard for Meningitis panel contains two visuals: “Mean Ct value and positives per month” and “Ct value per
month.” The first (upper) one presents a bar chart of positive results per month along with a line chart with mean Ct values.
The second (bottom) one gives a more detailed insight into monthly Ct values: it shows the number of samples tested, along
with maximum, minimum, mean, median, and standard deviation for the Ct values. These two visuals can be filtered by date,
assay, pathogens, workgroups, and instruments. Their scope can also be changed by switching between monthly and
weekly view, and between mean and median Ct (the latter only applies to the first visual). Additionally, the user can switch
among "Organization”, "Country”, and “Region” views by selecting the corresponding radio buttons in the filters section.

This also affects only the upper visual.

Click for more time options
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11.3.3. Gastrointestinal

Pathogen diversity

This report presents a heatmap of positive results per month for each pathogen from Gastrointestinal panel. On the Y axis,
there is a list of pathogens, and on the X axis, there is a timeline divided by months. To see the exact numbers for each
pathogen the user can move the cursor over a tile on the heatmap and there will appear a tooltip with month, pathogen
name, number of positive results, and percentage of positive results. Above the heatmap, there is also a bar graph with a
number of test runs in each month. On the report's left side, there is the filter section allowing the user to change the scope of
data shown in the visuals. It consists of the following filters: date, assays, pathogens, workgroups, and instruments. The user
also has the option to change the time granularity of the visuals by clicking on the buttons labeled “Weekly view,” “Yearly
view,” and “Monthly view.” Additionally, the user can switch among “Organization”, “Country”, and “Region” views,

allowing to display not only the organization’s data but also rounded results from the organization’s country and region.
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Positive pathogens

This report shows data for Gastrointestinal panel. The “Positive pathogens” dashboard is similar to “Pathogen diversity”;
however, it presents data under the form of bar charts. The upper visual shows the number of positive results per month,
whereas the bottom one shows the percent of positive results of a given pathogen in relation to all positive results. On the
right side of the page, there is a list of all pathogens, each with corresponding color in which it appears on the visuals. On
the left side, there are the following filters: date, assays, pathogens, workgroups, and instruments. This report can also be
switched among “Monthly”, “Weekly”, and “Yearly” views using the button in the bottom left corner. Additionally, the user
can switch among "Organization”, “Country”, and “Region” views by selecting the corresponding radio buttons in the filters

section.
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Co-detection rate

This dashboard for Gastrointestinal panel consists of two visuals presenting data related to pathogen co-detections and the
ratio between these and other test results. The first (upper) visual, “Co-detection per total number of tests”, shows bars with
the numbers of three types of results per month: co-detection (more than one pathogen present in a sample), single positive
(only one pathogen in a sample), and negative. On top of these bars, there is a line chart presenting the total number of runs.
The second visual displays all co-detections per month, divided into three types: virus + bacteria, virus + virus, and bacteria +
bacteria. The user can filter the results by changing the date or picking assay, workgroup, or instrument. This report can also
be switched among “Organization”, “Country”, and “Region” view, or among “Monthly”, “Weekly”, and “Yearly” views
using the button in the upper right corner. Additionally, data from both visuals can be exported to *.xslx or *.csv table by

clicking on More options in the upper right corner of the visual and selecting Export data.
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Pathogen co-detection

Pathogen co-detection report for Gastrointestinal panel presents the number of appearances of every two pathogens from the
Respiratory panel. The main visual, “Pathogens co-detections”, displays a heatmap with the number of every pair of
pathogens’ co-detections. Above, there is “Most frequent pathogen co-detections over time” line chart showing monthly count
of the five pathogen pairs with the highest number of total co-detections. The user can apply the following filters to narrow the
results: date, assays, workgroups, and instruments. Additionally, the report can be switched among “Organization”,

"Country”, and "Region” views.
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Ct values

This dashboard for Gastrointestinal panel contains two visuals: “Mean Ct value and positives per month” and “Ct value per

month.” The first (upper) one presents a bar chart of positive results per month along with a line chart with mean Ct values.

The second (bottom) one gives a more detailed insight into monthly Ct values: it shows the number of samples tested, along

with maximum, minimum, mean, median, and standard deviation for the Ct values. These two visuals can be filtered by date,

assay, pathogens, workgroups, and instruments. Their scope can also be changed by switching between monthly and

weekly view, and between mean and median Ct (the latter only applies to the first visual). Additionally, the user can switch

among “Organization”, “Country”, and “Region” views by selecting the corresponding radio buttons in the filters section.

This also affects only the upper visual.
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11.3.4. Epidemiology report

Epidemiology report shows a summary of detected results and Ct values based on selected filters. To display the report, the
user needs fo fill in the six filters required: date from, date to, workgroups, instruments, assay, and assay version — with
workgroup and instruments being multichoice lists. Only then does the View report button become active. When loaded, the
report shows three tables. The first one presents the dataset to which the search has been narrowed: assay, assay version,
date range, OM and AM serial numbers, total number of tests, and number of failed and invalid tests. The second table
presents a list of pathogens from the chosen assay, with exact numbers of tests in which each of them was or was not

defected, along with their median Ct values. The third table displays all the Ct values for particular pathogens.
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11.3.5. QlAstat-Dx positives distribution

This dashboard presents a map showing positive results per pathogen and per country. The results are displayed in the form
of bubbles whose size reflects the percentage of positives per total number of tests in each country. From the tooltips that
appear after pointing on a bubble, the user can read the positive results ratio per country along with the global percentage of
positives per total number of tests. Filters that apply to this visual are the following: date range, panel (which changes the list

of assays and pathogens available below), assay, and pathogen.
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11.4. System usage

11.4.1. QlAstat-Dx Analyzer

Kit consumption

This report presents a summary of test consumption for QlAstat-Dx. The featured visuals display a number of tests over time,

per workgroup over time, per instrument, and per workgroup, respectively. The visuals can be filtered by date — using the

slider or picking exact dates in the fields — or workgroup and instrument by selecting suitable, multichoice checkboxes. Time

granularity can be changed for the two visuals displaying tests consumption over time.

QlAstat-Dx Test Consumption Insights
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Instrument usage

This report presents QIAstat-Dx instruments utilization statistics: the number of instruments’ runs over time, the number of hours
the instruments have been active or idle over time, and the tendencies in distribution of the tests’ executions during the week.
The visuals can be filtered by date, workgroup, and instrument. Their time granularity can also be switched among “Yearly”,
"Monthly”, "Weekly”, and "Daily” views.
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Export results

This dashboard allows the user to generate a summary of used QIAstat-Dx consumables based on selected filters. To display
the report, the user needs to fill in the five filters required: date from, date to, workgroups, instruments, and assays — with

workgroups, instruments, and assays being multichoice lists. Only then does the View report button become active.

Filer Home View

1 Y Parameters
From Date Required - To Date Required -
Workgroups e Instruments hd
Assays v

When loaded, the report shows two tables. The first one presents the dataset to which the search has been narrowed:
institutions, assays, date range, workgroups, OM and AM serial numbers, and total number of tests. The second table is the
one with the actual data, that is the exact numbers of tests executed in the chosen date range by assay, by month, by

workgroup, by OM and AM, and finally their total sum.

If the report does not fit in one page, it will be split into several pages between which the user can navigate using the arrows
on the top of the page. It is also possible to hide the filter section by clicking Parameters or to preview the print layout by
opening View fab and switching between Web layout and Print layout. The report can be downloaded by clicking Export

and choosing file extension from the dropdown list or print it, entering File tab and choosing Print option.
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11.4.2. QlAcube® Connect

Kit usage

This report presents a summary of test consumption for QlAcube Connect. The featured visuals display a number of tests over
time, per workgroup over time, per instrument, and per workgroup, respectively. The visuals can be filtered by date,

workgroup, and instrument and time granularity can be changed for the two visuals displaying tests consumption over time.
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Instrument usage

This report presents QlAcube Connect instruments utilization statistics: the number of instruments’ runs over time, the number
of hours the instruments have been active or idle over time, and the tendencies in distribution of the tests’ executions during
the week. The visuals can be filtered by date, workgroup, and instrument. Their time granularity can also be switched among

U

"Yearly”, “Monthly”, “Weekly”, and "Daily” views.

QlAcube Connect System Utilization Insights
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11.4.3. QlAxcel®

Kit usage

This report presents a summary of test consumption for QlAxcel. The featured visuals display a number of tests over time, per
workgroup over time, per instrument, and per workgroup, respectively. The visuals can be filtered by date, workgroup, and

instrument and time granularity can be changed for the two visuals displaying tests consumption over time.

QlAxcel Connect Test Consumption Insights

Click for more time options
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Instrument usage

This report presents QlAxcel instruments utilization statistics: the number of instruments’ runs over time, the number of hours
the instruments have been active or idle over time, and the tendencies in distribution of the tests’ executions during the week.

The visuals can be filtered by date, workgroup, and instrument. Their time granularity can also be switched among “Yearly”,

"Monthly”, "Weekly”, and "Daily” views.

QlAxcel Connect System Utilization Insights
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Saturday- 0 0 L] L] 0 0 ] 0 ] o ] ] o a L] L] 0 0 ] 0 0 0 L] ]
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11.4.4. EZ2® Connect

Kit usage

This report presents a summary of test consumption for EZ2 Connect. The featured visuals display a number of fests over time,

per workgroup over time, per instrument, and per workgroup, respectively. The visuals can be filtered by date, workgroup,

and instrument and time granularity can be changed for the two visuals displaying tests consumption over time.

76

EZ2 Connect Test Consumption Insights

. _
Date
Last ~ 6 Months

3 7/26/2023 - 112512024

Workgroups

Multiple selections

Instruments

All

219

Tests per week
20

Runs
s

Aug 2023 Sep 2023 Oct2023 Nov 2023 Dec 2023 Jan 2024 Feb 2024
Week

Tests per week and workgroup

Workgroup
@ Mycoplasma
»
g0 | @SAMT
& I l I I I @ Synexa_QiaSphere
] BEEN sl s EN o
23 23 23 23 23 23 23 23 23 23 23 23 23 23 23 23 23 23 23 23 23 24 24 24 24
W30 W31 W32 W33 W34 W35 W36 W37 W3s W39 W40 W41 W42 W43 W44 W45 W46 WAT W43 W49 W50 W51 W52 W02 W03 W04 W53
Week
‘Workgroup Runs Instrument Runs
SAMT 9 = POT22056L| 58
Synexa_QiaSphere 58 = P0921002L 53
TGPNI 53 = P0423077L 27
Mycoplasma 7 = P0523047L 26
Total ‘ 219 = PO721004L 23
= P0522035L 17
= Z0920016L 15
Total | 219
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Instrument usage

This report presents EZ2 Connect instruments utilization statistics: the number of instruments’ runs over time, the number of

hours the instruments have been active or idle over time, and the tendencies in distribution of the tests’ executions during the

week. The visuals can be filtered by date, workgroup, and instrument. Their time granularity can also be switched among

"Yearly”, “Monthly”, “Weekly”, and "Daily” views.

EZ2 Connect System Utilization Insights

Total instrument runs over time

Date
1172022 10/24/2023 100
O O F
]
8
Time granularity 5 50
:

oI R N P L (R ]
R L L ‘\5,“.?”‘\,\91'* i

[ Dae Manth
Workgroups Breakdown of daily instrument run
Al ~

Monday- 0 0 o o 0 3

Instruments Tussday- 0 0 o 1 [ z
Al v

Wednesday - 0 0 o ] 1 4

Thursday = 0 o o o o <

Frdzy- 0 [ ] (] 0 (]

Ssturday+ 0 o o o o sl

Sunday- 0 0 0 0 0 o

T U T 1 T T
00:00 01:00 0200 03:00 04:00 05:00
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11.5. Useful tips

There is a number of additional options in the application allowing for a more detailed filtering or better readability of the

visuals that are common to all the dashboards and are worth mentioning:

¢ The default date selector can be adjusted either by using the slider or picking the exact date from a dropdown calendar
which appears when the date field is selected or writing the date manually inside the mentioned field.

Date Pathoge

9172021 925/2023 |

: September 2023 T~

Sun Mon Tue Wed Thu Fri Sat

Assays

QlAstat-Dax 1 2
QlAstat-Dx
3 4 5 6 7 8 9

10 11 12 13 14 15 16
Pathogen; 19 20 21 22 23

Date

92021 9/25/2023

17 18
All
O O 24@26 27 28 29 30

e Click for more time options — instead of picking the exact dates, it is possible to enter the relative mode in date selector, fill

in three fields: “Last / Next / This,” number of chosen time periods, and time period type. The exact dates of the selected

range appear below.

Click fer mere time options - N
Click for default view
Date Date
2172021 12472024 Last ~ B Months v

O O B 77902023 - 1/8/2024

+ Country and Region view — radio buttons that allow the User to display the data for the whole country and region of their

organization. The buttons are available in all epidemiology reports in the filter section.

View Type

@ Organization
° Country
Region

* In some visuals it is possible to mark a specific point or a bar in a chart to spotlight it, which also spotlights all the elements

of the other visuals that are based on the same data.
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e Every visual has a set of options that appear in its upper right corner when hovering over it. These options are:

cAa . . ofe . . .
° = _focus mode; allows to view a zoom-in of a specific visual on a separate screen. It is possible to return to the

main dashboard by clicking Back to report
— filters on visual; displays the exact filters that apply to the visual
° * —more options; opens a dropdown list with more options

™ X
o ol Exportdata _ oyports data from a visual to *.xlsx / *.csv file

) Showasatable _ displays a single-visual view similar to the focus mode with an additional table presenting the

data from the visual

L/ B9 _ switch to vertical / horizontal layout; allows to change the configuration of the visual and the table

on the screen

45 Spotlight - gives a spotlight to the marked visual over other visuals on the dashboard. Can be switched off by

simply clicking anywhere outside the visual
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12. Digital Inventory

The Digital Inventory is a web application and a complete solution for QIAGEN customers who analyzes multiple data
sources like stock levels, live usage information, expiration dates of every consumable, and order history to accurately

predict the time when the order should be placed to maintain testing continuity in customers’ laboratories.

12.1. Prerequisites
The Digital Inventory application is available to be used when all of the following prerequisites are met:

¢ The user needs to have a QlAsphere account with an active license.

¢ The user needs to have the QlAstat-Dx instrument connected to QlAsphere.

* The user needs to have an active quote on consumables available in Digital Inventory, that is, QlAstat-Dx kits.
* QlAsphere needs to have live usage data from the connected instrument.

¢ The user needs to add initial Stock Level values of the consumables for the given workgroup.

12.2. Setting up the application
1. Setting shipping and billing addresses for a workgroup can be done with any of the following mechanisms (availability
may vary):

a. Syncing addresses from historical orders

QlAsphere Administration 2 My GIAGEN

Ed Instruments & BACK TO WORKGROUPS

Bﬂ& Workgroups

% y Yvonne's lab team @ Active @ DEACTIVATE '
2 Users
B Organization Instrument details
Parent name
Applications
@ QlAsphere App
Users Instruments Location

@) Digital Ordering

Define the workgroup location

Syne with your organization to fill up the addresses automatically.

SYNC ADDRESSES

What Do | Need The Addresses For2

@ Help
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b. Selecting addresses from address book

Foly @asphers

B Werkgroups

Applications.

@

Administration &y QIAGIN
€ BACK TO WORKGROUPS
Yvonne's lab team @ s @) oracTivaTE
Instrumaent details
Usens Inshuments Location

3 Sye oddimines with my cigasization

Shipping oddress

Add shipping address o+ Hew sddeens

Billing oddress

Add billing address + Hews

2. Once the addresses are added, all Workgroup members receive a welcoming email:

Awarm welcome to the Digital Inventory service

Hello Rafat,

You've successfully registered for the Digital Inventory service — welcome! Keeping
track of the Digital Inventory stock in your lab is about to get a whole lot easier.

Visit your Digital Inventory dashboard now fo see your stock levels, usage forecasts
and recommended order proposals.

See my Digital Inventory

Any questions?

Contact Customer Care

Call us during aur office hours (Monday to Friday): 800-426-8157

@ § v ® W
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3. Updating stock levels

82

The user can update stock levels from the Dashboard screen of the application:

@ QlAsphere

88 Dashboard

(2 Order Proposals (&

Applications
@ Administration

@ QlAsphere App

3 Confact Support

% Promo deals for you

Check outhe discounts >

Digital Inventory h My QIAGEN

Dashboard Nordlab

Contact Sales Reps: Lavra Liimaainen

Assay type v Lynn Philling
Stock Monitoring I Respioory B Resirctory SARSCov-2 1 SARS- Co¥-2/lu A/B/RSV3 B Meingie/Encapbals 181 Gosroiteinal
Location Stock volume & Stock Status Actions.

) ol

COVID Lab Tst floor @igh  Stock derals v

Gastro lab room 302 [ @l Stockdotaie

Main QlAstat Dx

oo °

Emergency Lab
ground floor

A Madon Stock datails v View proposal

No acive proposals
s 15 for Hgh  tock dorae
COVID Lab Tst LA Plocs custom order
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By clicking Update Stock No. button:

Update current stock
Workgroup: COVID Lab 1t floor

Stock levels in:

@ Kis (O Assoys

COVID Lab 1st floor

Emergency Lab ground floor

Emergency Lab ground floor

Emergency Lab ground floor

)
)
)
)

Stock levels are saved once entered and confirmed, and the application is ready to generate the first Order Proposal.
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12.3. Order Proposal is created

When the application detects that the User is running out of consumables soon, an Order Proposal is created.

When Order Proposal is created, all Workgroup users receive an email:

It's time to reorder

Hi DOI,

This is a message from your Digital Inventory service. We've calculated that your
workgroup WorkgroupDOI may run out of 1 type(s) of QIAGEN products soon.

We've prepared a recommended order for you that would ensure you have enough
tests for the next month. Here's our proposal:

Order Proposal for workgroup:

WorkgroupDOI
QlAstat Respiratory SARS-CoV-2 Panel $673.00
Cat. No: 740021
Quantity: 24
QlAstat-Dx Gastrointestinal Panel $508.20

Cat. No: 740023

Quantity: 18

Total $2,106.95

The total price does not include tax and shipping costs. To order listed items

proceed {o purchase. The final prices will be calculated in cart.

Proceed to purchase

84
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The Order Proposal is also available from the Application screen:

08 Dashboard

Order Proposals

(2 Order Proposals '3

QlAsphere Digital Inventory

2 My QIAGEN

COVID Lab 1st floor Emergency Lab ground floor GRANT research Team Main QlAstat Dx laboratory

Applications

@ Administration »

6 order proposals in [’Al\ history ~ I

@ QlAsphere App »
ACTIVE PROPOSALS

Order Proposal No. Quote No. Status
WEB CC - 10012018 126389539835 Pending
(42 ITEMS)

QlAstat-Dx Respiratory SARS-CoV-2 Panel

e
i Cal No. 740021
Minimum Exp. Date: 07/23/2023
QlAstat-Dx Gastrointestinal Panel
P
b Cal. Ne. 740021

Minimum Exp. Date: 08/31,/2023

@) Contact Support

% Promo deals for you

Check out the discounts > @ The total price does not include tax and shipping costs.
They will be calculated in one of the checkout steps.

@ Minimum Expiration Date.

[ Search for Order Proposal No. or Quote

-

)

Creation Date

Mon, Mar 31, 7:31 PM

24x

18x

We guarantee that the Expiration Date of ordered products will not be shorter than the presented one.

© QIAGEN 2013-2020. All rights reserved. Privacy policy

Sitemap | Trademarks & Disclaimers | Accessibility

NOK 6,195.00
MNOK 6,885.00

NOK 6393 50
MNOK 6,730.00

Total

NOK 148,680.00

NOK 115,083.00

NOK 263,763.00

7 Go To Checkout

From the active Order Proposal screen, user can finalize the order by clicking Go To Checkout (directly going fo the last step

of finalizing the order) or Edit (user can change cart contents before finalizing the order).
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12.4. Dashboard

The main Application screen is the Dashboard, where the user can see the overview of all workgroups within the

organization.

QlAsphere Digital Inventory 2\ My QIAGEN

85 Deshboard Dashboard [NCIE I~ update Stock Levels
ﬁ:/ Order Proposals (3 Stock Expiration Overview
Assay type W

Applications Conftact Soles Reps: Laura Liimatainen Lynn Philling

Stock monitoring

@ Administration

M Respirotory [ Respiratory SARS-CoV-2 SARS- CoV-2,/Flu A/B/RSV 3 [ Maningitis/ Encephakti antetingl

@ QlAsphere App »

Lacation Stack valume Stock Status | Actions
[hits] uiss]

Mo ockive propasals

COVID Lab 1t flaor © High Stock details »

Flacs custem ordar
[ 25 50 75 O [kin]

Emergency Lab

A Modium  Stock details v View proposal

ground floor

) Contact Support

o 5 50 73 N i)

% Promo deals for you

Check out the discounts 3 I o
Main QlAstar D -
* 0 Low Stock details { View proposal |
laboratery S

=

Gashro lob reom 302

Details View proposal
prop /]

o 2 s0 7 sk
Est Stock-out  Average uioge  Order Propesal
[days] lassary/deys] [iits)
B Respiratory 019 345 129
B Respiratory SARS-Cav-2 017 258 101
SARS- CoV-2/Flu A/B/REV 3 226 43 39
l Meningitis,/Encephalitis 545 12
Gastrointestinal ] 9

o ~
| View proposal |
S ——

The Dashboard contains a list of workgroups with charts representing the number of consumables available for use. Every
chart can be expanded to see the details of every consumable type and its usage information such as estimated stock out,

average usage, and number of kits proposed in the Order Proposal.
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The charts are updated with the live usage data on an hourly basis and represent the real number of consumables of a given

type with as high precision as possible based on the available data.

To maintain the highest data precision, the user is highly encouraged to regularly check the stock levels and update them

when necessary.

The Dashboard includes a Stock Expiration Overview section, where the user can see the expiration dates of consumables in

Workgroup, so they can be used in the first order to prevent consumables from being expired and, thus, unavailable for use.
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13. Administration of QlAsphere Base Setup Portal

QlAsphere Base administration can be performed through the QlAsphere Base Setup Portal (QBSP). In the QBSP, you can

access the system time settings (available in QlAsphere Base Box only), cloud connection, QlAsphere maintenance features,

and instrument administration.

1.

Open a web browser (e.g., Chrome or Mozilla Firefox) and enter the following URL to launch QBSP: https://172.16.0.1
for QlAsphere Base Box connected via ETHO or https://IP-address for QlAsphere Base Server (IP-address is the actual IP

address of your QlAsphere Base Server).

Enter your admin user login credentials.

Username: admin

Password: Self-defined password that was set during initial QlAsphere Base set up

@ QlAsphere

G Overview
= Network
& Cloud Connection
(@ Software Update
82 Seftings
@ Licenses

> Logout

Applications
QlAsphere

@

@ QlAsphere App

@ Help

»
Administration Portal

QlAsphere Base Setup Portal

(@ New version of software available

UPDATE NOW

Update now or set up the fime otharwise the update will be done automatically.

Cloud Connection Conected

Status
Enobled

DETAILS

Network Details Connacted

Ethernet
192.168.0.24

My_Internet =

191.103.0.01

DETAILS

Update available

QIlAsphere Base Device

3. The QBSP home screen is displayed.

88

Date & Time

Date
November 13, 2021

Time
05:30 PM

Time zone
UTC/GMT +1 (Amsterdam, Belin, Madrid)

DETAILS

Connected Instruments

124934CVDD384
QlAcube Connect

Berlin-Charlottenburg
QlAstat Dx

ID or Instrument Name

SET UP TIME

Local Made On

Online

Offline

Online
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13.1. QlAsphere Base cloud connection

In case you have not connected QlAsphere Base to the cloud during Initial setup follow the instructions below:

1.

2.

3.

Go to Cloud Connection menu.

{5‘3 GQlAsphers Qlasphere Base Setup Portol

@ Mew version of saltwars is available UPDATE NOW  SETUP TIME +

@ Overview

% Network
Cloud Connection
& Cloud Connedtion Clowd

@ Software Update

@ Registrotion key Request

£ Settings

© Ucamses For your secusiy wa use Two Foctor Adthenscaion for Actvton ofthe Cloud Connection
© e

Applications

QlAsphere Base Cloud Registration

@ GlAsphere Admin
Setup completed

@) QlAsphere App »
@ Help

Wait until registration key is displayed; it may take a few seconds

registration process.

Click GO TO QIASPHERE ADMINISTRATION. Do noft close the QBSP w

@ QlAsphere QlAsphere Setup Portal
@ Overview Cloud Connection

Setup your Cloud Connection

= Network Configuration

& Cloud Connection o Registration key Request

@ Software Update

8 Settings @ Ginsphere Base Cloud Registration
& Log Out Please visit the QlAsphere Admin Partal and add your QlAsphere Base by typing the serial number and the
registration key.
Regishotion Koy
[1dbbbhfj.65Sa-AEdE.‘MSe.35de§bd44b ]
Sorial number
[YII?DCSOOTBTT ]
ey A
Setup completed
(@ Show Help
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4. My QIAGEN log in window opens. Log in using your account credentials.

Note: If the page does not open automatically, go to www.qiagen.com/mygqgiagen and click the QlAsphere

Administration widget.

(1
QIAGEN

New user? O Already registered?

Sign up for My QIAGEN @ Please log in to continue
Register now ‘

Eje

Why register for My QIAGEN? Forgat your password?

~/ 247 follow-up on your past orders and requests

+/ Relevant preduct recommendations and content

+/ Exclusive access to state-of-the-art documentation and QlAstock webtool user: please access QlAstock
events webtool through My QIAGEN

How to register

Questions & Answers

Sample to Insight

5. Click Add QlAsphere Base.

6. In the pop-up window, enter the QlAsphere Base serial number and registration key as displayed in step 5. You may go

back to the QBSP window in your browser to copy the values.

Add QlAsphers Base

 QlAsphere Base Serial Number J

Please enter QlAsphere Base Serial Number.

| Registration Key

HELP CANCEL ADD

7. Click Add.
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8. Fill out the device details. Ensure that the QlAsphere connection is enabled, and click Save.

Edit instrument details
~ Country
Instrument name Auvstralia v
¢ Data storage location ————————— ~ State
EU v dsds
~ QlAsphere connection ~ City
enabled - sds
pS
~ Zip code
1234
~ Workgroup name  Sireet ~ Street number
‘ - /‘ abc | def
~ Time zone
‘ Additional information ‘ (UTC+12:45) Chatham lslands ‘
CANCEL SAVE

9. A pop-up window appears, confirm by clicking OK.

Note: Your instruments that are connected to the respective QlAsphere Base must be enabled proactively for QlAsphere

connection as well. See Section 7.2, step 5.

10.
11.

Your QlAsphere Base will appear on the list of instruments.

Go back to the QBSP window in your browser.

12. When the registration is successful, you will be automatically directed to step 3 of the cloud connection and receive a

confirmation about the completed setup.

Note: Because your QlAsphere Base is now connected to QlAsphere Cloud, it is subject to automatic updates. It may

happen that an automatic update was already triggered at this point and the QBSP does not react anymore. In this case,

13.

close the browser and wait for the update process to complete.

The device is now connected to the QlAsphere Cloud.
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13.2. Changing admin password

1. To change the QlAsphere Base login password, select Settings menu and open the QlAsphere Base Setup Portal
password tab.

QlAsphere Base Setup Portal

£t Overview QlAsphere Base Name

QlAsphere Base Setup Portal Password

Current password * u
New password w0
O Bchoracters O lowsrcase O Uppercate O Symbol

O Number

Instrument-Connecting Password

Local App and Export Tool Interface

2. Enter New Password.

3. Click SAVE.

13.3. QlAsphere Base software update

By updating QlAsphere Base software, you can have access to new and stable features which can be done using two
methods:

e Recommended: Select feasible 2 hour timeslot for latest software update using automatic update option.

¢ Manual upload: Require to download latest software on local device and upload manually in zip format.

@ QlAsphere QlAsphere Base Setup Portal
fr Overview Automatic Updates

Set up the time for autamotic softwore updates
= Network :

& Cloud Conneciion Manual Software Update

@ Software Update

8 Seitings

@ licenses

® Logon T

Applcotons Drop yaur ZIP file here or browse on your computer

@ QlAsphere Admin

@ QlAsphere App

@ Help
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13.4. Proxy settings

1. To set proxy connection, go to Network Configuration menu and select Network proxy configuration section.

Network proxy configuration 'Y

To apply these chonges a restart is required

(YT save

2. Switch on the toggle of the proxy on the top-right corner.

3. Enter proxy sefting of your network and click Save.

Note: Contact IT department for Proxy address and Port.

13.5. Changing instrument connection password

The instrument connection password is required to set up the connection of a QlAsphere-ready instruments to a respective

QlAsphere Base. The default instrument connecting password of a new QlAsphere Base or after factory reset is: test1234.

Note: This is not a password set for your instrument itself, but for the connection between your instrument and your QlAsphere

Base.

13.6. Creating support package of QlAsphere Base

1. Go to Settings menu and open the Support Package tab.

Support Package ~

GENERATE SUPPORT PACKAGE

Click the button below fo generate Support Package. Then it will be available for download.

2. Download the Support Package locally.

Note: This file contains logs for QlAsphere Base and you can use these logs for troubleshooting.

13.7. Configuration of the Export Tool Interface

The Export Tool Interface of the QlAsphere Base provides certain data from the connected QlAsphere-ready instruments to

the QlAsphere Export Tool, within the local network — see Section 14. It is required for the correct function of the following:

To disable the Interface or change the configuration (password, number of stored run reports, instrument administration),

select Settings menu and open the Export Tool Interface tab.
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13.7.1. Disabling the Export Tool Interface

The Export Tool Interface is initially enabled. To disable the interface, switch the toggle position from enable to disable in the

interface section.

Local App and Export Tool Interface

Enable / disable the interface .

Local Mode and the QlAsphere Export Tool password

Set up Your password for retrieving instrument data from QlAsphere Base Mobile App or QlAsphere Export Tool

New password * ®

cameet g

Instrument Run Reports
Setthe number of stored reports for each insirument.

This will offect the run reports viewable in the QlAsphere App and buffered for the QlAsphere Export Tool.

camest n

Instruments Administration

Ploase seloct here the insiruments o be displayed on the mobile app in Local mode.

Type [ Name Status Enabled for app

qiacubeconnect qiacubeconnect-sim0000 5im0000 OFFLINE .

13.7.2. Changing the QlAsphere Export Tool password

The QlAsphere Export Tool password is used to set up the credentials for the connection between the QlAsphere Export Tool
and your QlAsphere Base. The default password is "Qiagen@123".

1. To change the QlAsphere Export Tool password, select Settings menu and open the Local App and Export Tool Interface
tab.

Local Mode and the QlAsphere Export Tool password

Set up Your password for retrieving instrument data from QlAsphere Base Mobile App or QlAsphere Export Tool.

New password * ©®

Repeat new password * ®

CANCEL SAVE

2. Enter the new password, then click SAVE.

3. Your new password has been saved. Remember your password for future Export Tool connection.
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13.7.3. Changing number of stored run reports

1. To change number of stored run reports locally, go to Settings menu and open the Local App and Export Tool Interface

tab.

Instrument Run Reports

Set the number of stored reports for each instrument.

This will affect the run reports viewable in the QlAsphere App and buffered for the QlAsphere Export Tool.

Number of Instrument Run Reports

35

CANCEL SAVE

2. The system will inform you about the maximum number of run reports.

3. Enter the desired number and click SAVE.
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14. Resetting and Shutdown QlAsphere Base

There are three options to reset your QlAsphere Base (available in QlAsphere Base Box only):

e QIAsphere Base reboot, for example, when connection issues occur.
e QlAsphere Base shutdown, for example, when disconnecting all instruments.

* QlAsphere Base factory reset, for example, when all settings shall be removed.

14.1. QlAsphere Base reboot and shutdown

If you are facing connection issues or the device is not responding, try to reboot and shut down the device by clicking the

respective buttons mentioned below.

QlAsphere Base Reboot & Shutdown

Reboot
This will restart your QlAsphere Base and you will be logged out
REBOOT QlAsphere Base

Shutdown

This will shutdewn your QlAsphere Base and oll the connected instruments will lose connection

I I >

SHUTDOWN QlAsphere Base

14.2. QlAsphere Base factory reset
When all QlAsphere Base settings shall be removed, you can reset it fo factory settings.

Important: Once the factory reset is done, this operation cannot be reversed. All existing data including log files and settings
will be deleted. The QlAsphere Base password will be reset to the default password "Qiagen@123". The QlAsphere Base

will be rebooted and will start with the initial configuration.
Important: Make sure no dongle is attached to the Q-Base.

1. Toturniton, plug in the Q-Base power cord.
2. Wait until User 2 and User 4 LED turn on.

3. Open the lid on the side of the device.
4

Click and hold the marked button in the picture below for 10 s:

5. LED USERT1 indicator blinks during operation and turns off once it is done.
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15. QlAsphere Export Tool Application

The QlAsphere Export Tool is a Windows application that provides a fast and safe way to automatically download
experiment and run reports from instruments connected to a QlAsphere Base gateway to a configurable location. With

software version 1.1.0, the QlAsphere Export Tool can connect to multiple QlAsphere Bases at the same time.

Important: QlAsphere Base software version 2.2.0 or higher is required to use the QlAsphere Export Tool. See Section 11 to

check the installed software version and how to update it if required.

Note: The QlAsphere Export Tool itself has no limitation regarding the maximum number of connected QlAsphere Base

gateways. The limiting factor is the used computer.

15.1. Download and installation
The application is only suitable for the Windows operating system version 7 or higher.
To install the QlAsphere Export Tool:

1. Go to www.giagen.com/qiasphere, and download installation package for QlAsphere Export Tool.
2. Double<lick the installation file.

3. Follow the system instructions for app installation.

15.2. QlAsphere-Base-CA root certificate installation

The QlAsphere Export Tool needs to retrieve data directly from the QlAsphere Base via the local network. The installation of

a QlAsphere-Base-CA root certificate is mandatory to allow secure, direct communication.

If the installation wizard of the QIAsphere Export Tool is confirmed with the Finish button (see Section 15.1), a security

warning regarding the installation of the QlAsphere-Base-CA root certificate is displayed.

QlAsphers QlAsphere Export Tool @

Security Waming

¥ou are about to nstall & certificate from a certification
AU, sutnonty [Ca) daiming ta represent:

Qlasphere Ease-CA
Windwi canaot validate that the centificate i actusty from
“ClARphere-BaIe-CA”, You thauld coninm i3 ceigin by

cortacting ‘Clatphere-Base-CA", The follawing number will
Bisist you in this protess:

Thumbprint {shalk CAMEFFOS TCHC0188 BEASBCOA COBCTENS
ECARA

Welce s Tool

H you install this root certilicate, Windews will automatically

‘trust any cestificate isued by this CA. Installing a certiicate

A fastland sate with an uncondimed thumbpeint s a security k. i you click el
ast and sate w Ve you scknowseage this k. ur local device

Do you want 1 install this certificate?

N
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Click Yes to install the required certificate. The installation process continues without any further user actions. After installing
the certificate, the QlAsphere Export Tool is restarted and the QlAsphere Export Tool Welcome screen for initial setup is

displayed (see Section 15.3).
Once the QlAsphere Export Tool is installed, the Security Warning pop up for QlAsphere-Base-CA will not appear again.

Note: Without the root certificate, the QlAsphere Export Tool cannot connect to QlAsphere Base gateway. If you skipped the
certificate installation, the prompt to install the QlAsphere-Base-CA root certificate appears again when trying to connect to a
QlAsphere Base.

27 Cphsphere Export Tool - o b4

:_._' QlAsphere QlAsphere Export Tool @

Connection

Cor -t "4 b P 3e

Enter & You are about to install & certicate from a certdication se
AU, suthority |C4) cisimng to represent:
Clasphere-Base.CA
Windows cannot valicate that the certificate it adtually from
“Quasphere-Base LA, Tou should confirm i3 origen
contadting “Clasphere.Base-CA", The following number will
assist you in this process:

CASEFF09 04 CHECTEIS

ZEECABSE

Waming:

H you install n
Eruist any certificate issued by this CA. Installing a certificate
with: a8 unonfimmed thumbgiint is & securfly rek. If you dick
Ty you acknowdedge thi fisk.

Do you want 1o install this certdicate?

_m | w |

@ Connection foiled
Cartificate could not be trusted. Make sure the

certificate was insalled and that the date & time
settings on your PC and your QlAsphere Base are

correct

98 QlAsphere User Manual | 03/2024



15.3. Initial configuration settings

After installation, the application starts the initial setup automatically. Next, a connection to the desired QIAsphere Base
gateways must be established, because experiment and run results of instruments are transferred via these gateways. Later

you can customize the list of connected instruments for each connected QlAsphere Base to specify which instrument reports

should be stored.

To start the initial setup of the QlAsphere Export Tool, press GET STARTED on the Welcome screen. A Wizard guides you

through the several steps:

QlAsphere QlAsphers Export Tool ®

20

Welcome to QlAsphere Export Tool

A fast and safe way to automatically store your instrument data on your local device
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1. Enter the IP address and QlAsphere Export Tool password of the QlAsphere Base when prompted.

Note: The QlAsphere Export Tool password has to be configured in the QlAsphere Base Setup Portal (QBSP) of the

selected QlAsphere Base (see Section 13.7.2). If the password was not changed, you can use the default password:
Qiagen@123.

QlAsphers QlAsphere Export Tool l6)

Connect

Connect your QlAsphere Base

Enter the IP address and password of your QlAsphere Base

| 1P address ]

=)

CONNECT

Local mode passwa

2. Click CONNECT.

3. After successful connection to QlAsphere Base, follow the step-by-step instructions in Export tool setup to complete the

process.

 Qlésphere Export Tocl - o x

QlAsphere QlAsphers Export Tool ®

Connect

Connect your QlAsphere Base

Enter the IF address and password of your QlAsphere Base
172.16.0.1
.......... =

NEXT STEP -3

) Connection successhul

15.3.1. Changing settings of a QlAsphere Base

To change the setting mentioned below, click the pencil icon or the Edit button of the respective QlAsphere Base in the

Overview screen (see image below).

e Adjust QlAsphere Base password.

¢ Change the destination folder.
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¢ Change instrument selection.

¢ Delete the QlAsphere Base from the QlAsphere Export Tool.

O Cotaphare fxpot Yool _ o x
Qlasphere GlAsphere Export Tool (0]
Leberatory Al
T 7 Edn

Serial Number: YIIPENADOTS

GlAcube Connect giocubeconnectSN 194132 QC-Alpha-1

GlAcube Conrect giocubsconnectSN144512 QC-Alpha-2

GilAstotDx qiovaidxSN22122 GOX-Alpha
Laboratory Bata

# Edn

Sericl Humber: Y 119FLADO74

GHlAsorDx giostoldx-SNI2321 qiastard=-SNI2321

EZ2 Connect LS ox2_connect_l-SNG1235 ez2_connect_l+-SNS123S
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16. Troubleshooting

This section provides information about what to do if an error occurs when using the QlAsphere system.
If further assistance is required, contact QIAGEN Technical Services using the contact information below:
Website: support.giagen.com

When contacting QIAGEN Technical Services about an error with the QlAsphere, note the steps leading up to the error and
any information appearing in any dialog boxes. This information will help the QIAGEN Technical Services solve the

problem.
When contacting QIAGEN Technical Services about errors, please have the following information ready:

¢ Instrument name serial number, type, and version

« Software version (if applicable)

* Timepoint when the error occurred for the first time

e Frequency of error occurrence |i.e., intermittent or persistent error)
¢ Detailed description of the error situation

¢ Photo of the error, if possible

 Copy of log files

This information will help you and your QIAGEN Technical Service Specialist to deal most efficiently with your issue.

Note: Information about the latest software and protocol versions can be found at www.qgiagen.com. In some cases, updates

may be available for addressing specific problems.

16.1. General information

This section provides information about what to do if an error occurs when using QlAsphere Base.

16.2. Contacting QIAGEN technical services
When you encounter an error in your QlAsphere Base, be sure to have the following information at hand:

e Detailed description of the error situation

* QlAsphere Base log files

This information will help you and your QIAGEN Technical Service Specialist to deal most efficiently with the issue.

Note: Information about the latest software versions can be found at www.giagen.com.
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16.3. FAQs

16.3.1. Which network settings are supported by the QlAsphere Base?

You can use either wired ethernet or Wi-Fi connection, which is Wi-Fi Protected Access 2 (WPA2) protected.

16.3.2. Why are not all applications/kits/protocol files visible in the QlAcube Connect run setup?

Each time a QlAcube Connect instrument is switched on, all data (e.g., protocol files) will be uploaded to QlAsphere Base.
During this upload phase, the QlAcube Connect App is not able to show the files that have not yet been uploaded for run
setup. Wait for 10 minutes and retry.

16.3.3. How can | retfrieve a forgotten password?

If the password is lost, it can be reset by performing a factory reset of QlAsphere Base (see Section 14.2).

16.3.4. Can the number of run records be changed?

Yes, the number of run records can be set using the Q-Base Administration Portal. Refer to Section 13.7.3 for details. The

default value is 60.

16.3.5. Why can’t | reach the QlAsphere Base Setup Portal2

Make sure that you have successfully connected the QlAsphere Base into your network and it has a valid IP address. Then,
enter https://IP-address in your internet browser window. Make sure to include the letter s in hitps://.QlAsphere Base uses a
self-signed certificate for the https connection. Therefore, the browser may issue a security warning. Ignore the warning or

add an exception to access the QlAsphere Base configuration.
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Appendix A — Technical Data

Technical data of the QlAsphere Base can be found in the data sheet of the hardware supplier Eurotech (Eurotech —
ReliaGATE 10-12) at the following site:

www.eurotech.com/products/reliagate-10-12
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Appendix B — IT Prerequisites for Using QlAsphere

To set up QlAsphere and to use connectivity services, QlAsphere clients such as QlAsphere-ready instruments and QlAsphere

Base gateway device must be integrated into your local network (see network diagrams in Section 3.1). Depending on your

local network settings, you may need to consult your IT department. If required, the checklist below provides guidance to

clarify the IT prerequisites and to prepare the network infrastructure with your IT specialist before starting with the network

integration of QlAsphere.

Task

Description

Network connection

Network setup of
QlAsphere clients

IP configuration

NTP configuration

Firewall rules

QlAsphere clients can be connected to a wireless or wired network. Consider the following prerequisites depending on the
connection:

1. Wireless — Have Wi-Fi network name and password available

2. Wired ethernet — One active ethernet wall socket per QlAsphere client

Make sure QlAsphere Base and QlAsphere-ready instruments are connected to the same local network.

Using DHCP as network protocol is recommended and configured by default. If required, static IP can be set manually.
1. DHCP - Make sure the server has minimum one free IP address per QlAsphere client available.
2. Static IP - Provide the following network parameters for each QlAsphere client: IP address and Subnet mask, Default Gateway

and DN server.

Maintaining a correct time setting on the QIAsphere Base is of great importance to all QlAsphere functions. Wherever possible, the
QlAsphere Base should be connected to an NTP server.

By default, it is configured to connect to 0.pool.ntp.org
Make sure communication fo this server on TCP port 123 is allowed by your firewall or request the correct server to be used from

your IT department.

QlAsphere clients use the following communication ports and protocols to transfer data. Set local firewall rules accordingly to allow
communication on these ports:

URL Port Protocol

cs.qgiasphere.qgiagen.com Outbound TCP 443 HTTPS
api.qgiasphere.qiagen.com

global.azure-devices-provisioning.net

qgiaspherecloudconnector.blob.core.windows.net

prdlandingzoneweu.blob.core.windows.net/

prd-giasphere-iothub.azure-devices.net Outbound TCP 8883 and 433 MQTT + HTTPS

If your IT department ask for the MAC address of the QlAsphere Base, you can find it on the QlAsphere Base type plate on

the device bottom.

For up-to-date licensing and productspecific disclaimers, see the respective QIAGEN kit handbook or user manual. QIAGEN

kit handbooks and user manuals are available at www.giagen.com or can be requested from QIAGEN Technical Services or

your local distributor.
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Document Revision History

Revision Description

March 2024 Updated according to new version of QlAsphere Insights

September Updated according to QlAsphere Base version 3.0.0 and extended by QlAsphere Insights and Digital Inventory.
2023

September Reworked the complete user manual according to new wizard functionality. Deleted many sections. Added new screens. Explained new
2022 automated registration process.
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