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Introduction

Thank you for choosing Rotor-Gene AssayManager Database Backup Tool software. We are

confident it will become an integral part of your laboratory.

The userfriendly Rotor-Gene AssayManager (RGAM) Database Backup Tool software has been

specifically developed for use with the Rotor-Gene AssayManager software.

RGAM Database Backup Tool is a software for routine testing in combination with Rotor-Gene

AssayManager software and Rotor-Gene® Q instruments.

RGAM Database Backup Tool is a software for automatic backup creation of the Rotor-Gene
AssayManager database (Microsoft® SQL Server® Express) by using the Windows® Task
Scheduler. The RGAM Database Backup Tool exhibits the functionality to restore previously

created backup files automatically.

Secure clinical data storage is crucial for laboratories. It prevents any loss of electronic data and

supports country-specific requirements.

Before using RGAM Database Backup Tool software, it is essential that you carefully read this
user manual, paying particular attention to the “Safety Information” section. The instructions and
safety information must be followed to ensure safe operation of the Rotor-Gene AssayManager

database and to maintain the database in a safe condition.

About this user manual

This user manual provides information about RGAM Database Backup Tool software, version

1.0.x (where x is greater than or equal to 0).

Note: The screenshots show examples of how to use the RGAM Database Backup Tool software.
Some of the names used in this manual are examples and may look different depending on user

application. This particularly applies to the names of backup storage locations.
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General information
Policy statement

It is the policy of QIAGEN to improve products as new techniques and components become

available. QIAGEN reserves the right to change specifications at any time.

In an effort to produce useful and appropriate documentation, we appreciate your comments on

this user manual. Therefore, contact the QIAGEN Technical Services.
Version management

This document is the Rotor-Gene AssayManager Database Backup Tool User Manual, version 1,

which provides information about Rotor-Gene AssayManager Database Backup Tool, version 1.0.

Safety Information

The Rotor-Gene AssayManager Database Backup Tool User Manual does not provide detailed
information about Rotor-Gene AssayManager software and Rotor-Gene Q MDx instrument
hardware and maintenance. The user manual only describes the functionality of the RGAM
Database Backup Tool software in combination with Rotor-Gene AssayManager software version

1.0 or Rotor-Gene AssayManager software version 2.1.

Note: The terms “Rotor-Gene Q" and “Rotor-Gene Q instrument”, used in this manual, apply to all
Rotor-Gene Q or Rotor-Gene Q MDx instruments (not available in all countries) unless otherwise

specified.
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General Description of the Software

Product configuration

RGAM Database Backup Tool is a software for routine backup creation and backup restore
functionality in combination with Rotor-Gene AssayManager software and Rotor-Gene Q realtime
PCR instruments. It consists of separate applications including a tool containing a graphical user

interface (GUI) for automatic backup configuration.

The RGAM Database Backup Tool software is compatible with both Rotor-Gene AssayManager

version 1.0 and Rotor-Gene AssayManager version 2.1.

Product functions

RGAM Database Backup Tool software includes these 2 main functionalities:

® Backup: The RGAM Database Backup Tool software automatically creates backups of the
Rotor-Gene AssayManager Microsoft SQL Server Database or a custom database. A backup
comprises user management, created and imported work lists, executed runs and approved
experiments.
Note that the backup files do not contain exported data of the file system, e.g., reports

created as .pdf files.

® Restore: The RGAM Database Backup Tool software exhibits the functionality to restore
previously created backups automatically, for example, in cases of a defect of the database

or when there is a computer exchange.

Backup file content
Files created in a backup by the RGAM Database Backup Tool contain:

e All run data of the Approval environment

e All run data of the Archive environment

® User management

e Cycler management*

o All imported Assay Profiles

e All configuration settings*

e The audit trail*

e Generated work lists and imported work lists (if applicable)

*Note: Computer-specific contents must be redefined if the backup file is restored on another computer.
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Note: Report Profiles are not part of the backup file and have to be saved manually before the
restore process. After a successful database restore, Report Profiles must be imported again.

Refer to section “Reimporting Report Profiles”, page 37, for further information.

Note: After a Rotor-Gene AssayManager database restore, the LIMS output folder path is no
longer available. The LIMS output folder path has to be redefined if the functionality Export results
to LIMS has been used. Refer to section “Resetting the LIMS output folder path and local settings”,

page 37, for further information.

Note: If a Rotor-Gene AssayManager database restore was performed on a different computer
from the original backup, the Audit trail settings might not be available anymore. The computer
configuration for the Audit trail filter sefting must be updated. Refer to section “Audit trail

settings”, page 38, for further information.

Note: If a Rotor-Gene AssayManager database restore was performed on a different computer
from the original backup, some local settings might not be available anymore. The computer
configuration for the local seftings must be updated. Refer to section “Resetting the LIMS output

folder path and local settings”, page 37, for further information.
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Requirements for RGAM Database Backup Tool software users

The following table covers the general level of competence and training necessary for delivery,

installation, routine use, maintenance and servicing of the RGAM Database Backup Tool

software.
Task Personnel Training and experience
Delivery No special requirements No special requirements
Installation Laboratory technicians or Basic IT knowledge of
equivalent, IT personnel installing software and
Windows administrator
privileges
Routine use Laboratory technicians or Professional users with
equivalent Windows and Rotor-Gene
AssayManager administrator
privileges
Maintenance Laboratory technicians or Professional users with
equivalent, IT personnel Windows and Rotor-Gene
AssayManager administrator
privileges
Servicing QIAGEN Technical or Field Regularly trained personnel,
Service Specialists only certified and authorized by
QIAGEN

Training for RGAM Database Backup Tool software users
No additional special training is required to use the RGAM Database Backup Tool software.

The user must read the accompanying documentation before using the RGAM Database Backup
Tool software. The user must hold administrator privileges for the Rotor-Gene AssayManager
software as well as for Windows installed on the computer using RGAM Database Backup Tool

software.
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Getting Started

This section of the user manual describes the system requirements for the RGAM Database Backup
Tool, and installation and initial configuration of the RGAM Database Backup Tool before the
software can be used.

Computer requirements

The table below lists the minimum computer requirements for RGAM Database Backup Tool.

Description Requirement

Display 1024 x 768 pixel resolution or higher

Supported operating Microsoft Windows XP Professional (32-bit) — Service Pack 3
systems with required Microsoft Windows 7 Professional (32-bit)

ez s Microsoft Windows 7 Professional (64-bit) — Service Pack 1

Microsoft Windows Server 2008 R2 Standard (64-bit)
Microsoft Windows Server 2012 R2 Standard (64-bit)
Microsoft Windows 10 Pro (32-bit) — Version 1607 *
Microsoft Windows 10 Pro (64-bit) — Version 1607 *

* Earlier versions of Windows 10 have encountered problems with the Windows
installation feature.

Hard disk space Minimum 250 GB HDD

Main memory Minimum 4 GB RAM

Processor Intel® Core™ i3-380M; 1.66 GHz or better

Pointing device Touchpad or mouse or equivalent is required
Bluetooth® Must be switched off

Power options Never turn off hard disks, hibernate or go to standby

Note: The installation of RGAM Database Backup Tool can only be performed by an operator

with administrator privileges.

Note: RGAM Database Backup Tool software is only verified and validated with the operating

systems listed in the requirements table above.
Internationalization

The standard language on a notebook delivered by QIAGEN is set to English (American). The
language of the software itself is English. RGAM Database Backup Tool uses the computer
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language settings to display dates and decimal separators in the corresponding format. To
change the language settings of the computer, select Control Panel or Settings from the Windows

Start menu and select the settings for Region and Language.
Installing the RGAM Database Backup Tool software

RGAM Database Backup Tool software is available on the QIAGEN webpage only. The data file

provides installation, repair and uninstall processes for RGAM Database Backup Tool software.

For computer system requirements, refer to the section “Computer requirements”, page 10.

Note: The system must be free from viruses and spyware before installation of the RGAM
Database Backup Tool software.

1. Download the software from the QIAGEN website.

For detailed information on confirmation of software integrity during download and file
transfer, please download and read the document QIAGEN software integrity verification

process provided together with the software package on the QIAGEN webpage.

Note: Request the software checksum verification before starting installation of the
downloaded RGAM Database Backup Tool software. Software checksum verification secures
software integrity after web download is successfully completed and before subsequent

handling of the software.

2. locate and double-click RGAM_Database_Backup_Tool.Installation.V1_0_0.msi to start the
RGAM Database Backup Tool setup wizard.

) RGAM Database Backup Tool 1.0.0 Setup [

..... Welcome to the RGAM Database Backup
Tool 1.0.0 Setup Wizard
QIAGEN P

The Setup Wizard will install RGAM Database Backup Tool
1.0.0 on your computer. Click Mext to continue or Cancel to
exit the Setup Wizard,

Back Next ] [ Cancel

h

3. Click Next to proceed.
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-
ﬁ RGAM Database Backup Tool 1.0.0 Setup ]

End-User License Agreement

Please read the following license agreement carefully

QIAGEN’s Database Backup Tool for Rotor-Gene =
AssayManager® [

Software License Agreement

TERMS AND CONDITIONS of an LEGAL AGREEMENT (the
"Agreement”) by and between QIAGEN GmbH, QIAGEM Strasse 1, D-
40724 Hilden, Germany, ("QIAGEN") and you (either an individual or a
legal entity), the licensee of the software (hereinafter referred to as
"SOFTWARE").

[¥]1 accept the terms in the License Agreement

[ Print ] [ Back ]I Mext I [ Cancel ]

4. Read and accept the license agreement by clicking the checkbox and click Next.

r ™Y
ﬁ RGAM Database Backup Tool 1.0.0 Setup = | —

Virus and spyware check = = : = :
Check system for virus and spyware QIAGEN
Confirm that your system has been checked with anti-virus and anti-spyware
tools, Your system must be virus and spyware free.

System is virus and spyware free
[ Back ]I MNext I [ Cancel ]

5. Confirm that your system is virus and spyware free by checking the corresponding check box
and click Next.
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r Y
ﬁ RGAM Database Backup Tool 1.0.0 Setup = | —

Ready to install RGAM Database Backup Tool 1.0.0

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

[ Back ][ '@'Install ] [ Cancel ]

———————————————————————————————!

6. Click Install to start the installation of the RGAM Database Backup Tool software.

RGAM Database Backup Tool

Installing RGAM Database Backup Tool 1.0.0

Flease wait while the Setup Wizard installs RGAM Database Backup Tool 1.0.0.

Status: Copying new files

7. Wait until the installation process has finished
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ﬁ RGAM Database Backup Tool 1.0.0 Setup = P

Completed the RGAM Database Backup

[e]s]s]e]e] Tool 1.0.0 Setup Wizard

QIAGEN
RGAM Database Backup Tool 1.0.0 has been installed
successfully,

If you have any questions concerning RGAM Database
Backup Tool 1.0.0 setup, contact RGAM Database Backup
Tool 1.0.0 QIAGEN Technical Services,

\

8. After the installation is completed, click Finish to close the window.

After the installation, RGAM Database Backup Tool can be started either from the Windows Start
menu under QIAGEN/RGAM Database Backup Tool or by using the desktop icon.

i

Edis’

RGAM Database
Backup Tool

Additional software on connected computers

RGAM Database Backup Tool software manages database-critical processes additional to the
Rotor-Gene AssayManager software. For this reason, it is important to ensure that no other
processes use significant system resources and thus slow down the RGAM Database Backup Tool
software at the time a backup process is configured. It is particularly important to pay attention to

the points listed below.

System administrators are advised to consider any impact that a modification to the system may

have on the resources before implementing it.
Configuration for Windows security

The laptop computers that are provided by QIAGEN for use with your Rotor-Gene Q instrument

have Microsoft Windows 7 pre-installed and are configured with an Administrator account. This
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allows system administrators to install the RGAM Database Backup Tool software and to configure

the system for secure use.

The RGAM Database Backup Tool is designed to run with administrator user accounts only.
System administrators should set up an additional standard Windows user account to prevent
access of unauthorized persons to critical system areas, such as Program Files, performance
relevant settings like power saving, or the Windows directory (e.g., access to installation or
uninstallation functionality, including applications, operating system components, date/time

settings, Windows updates, firewall, user rights and roles, anti-virus software activation).

Step-by-step descriptions for setting up additional standard Windows user accounts for Windows
10, Windows 7 and Windows XP may be found in the “Appendix: Generating Standard User
Accounts for Windows”, page 42.

Anti-virus scanners

QIAGEN is aware of the threat of computer viruses to any computer that exchanges data with
other computers. RGAM Database Backup Tool software is expected to be primarily installed in
environments where local policies are in place to minimize this threat. These policies usually
require use of a particular anti-virus tool. Due to the sheer number of anti-virus tools available, it is
not possible for QIAGEN to predict the possible impact on the RGAM Database Backup Tool
software if such a tool is active. The selection of an appropriate virus scanning tool is the

customer’s responsibility.

For consistent results, system administrators should ensure the following:
e File access is not intercepted by a virus scanner when Rotor-Gene AssayManager or RGAM
Database Backup Tool is in use.

e Updates to the virus database are not performed when Rotor-Gene AssayManager or RGAM

Database Backup Tool is in use.

e File scans are not performed when Rotor-Gene AssayManager or RGAM Database Backup

Tool is in use.
Firewall and networks
The RGAM Database Backup Tool is intended to run in environments where exposure to the

Internet is minimized. The firewall on the laptop provided by QIAGEN is configured to block all

incoming connections to programs that are not on the list of allowed programs.
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Outgoing connections are allowed as this may be required for retrieving antivirus software
updates or when the RGAM Backup Tool stores backup files on a remote folder. For security and
reliability reasons in such cases, we recommend using cable-based local area networks rather

than wireless network connections.
System tools

Many system tools may use significant system resources even without any user interaction. Typical

examples of such tools are:

e File indexing, which is performed as a background task by many contemporary office
applications

e Disk defragmentation, which often also employs a background task

e Any software that checks for updates on the Internet

® Remote monitoring and management tools

Note: Due to the dynamic nature of information technology products and systems, this list may be
incomplete. Tools may be released that are not known at the time of writing. It is important that
system administrators take care that such tools are not active on the PC while RGAM Database

Backup Tool performing backups or restores.
Operating system updates

QIAGEN strongly recommends disabling any automatic update processes of the operating system

on the computer that is used for data acquisition from the Rotor-Gene Q.
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General Software Usage

The following sections describe the general software usage concept of RGAM Database Backup

Tool.
Use of color

For optimal interaction with the user, RGAM Database Backup Tool uses specific colors to present

information and aid intuitive navigation.

The following table provides an overview of the colors used in the software and their dedicated

meanings:

Color Description

Light blue The field is interactive and clickable.

Dark blue The field is selected or focused.

Gray The field is read-only and can neither be selected nor activated.
Yellow The field requires input.
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Displaying errors and warnings

Errors and warnings are essential information since these messages identify a problem or an

erroneous situation. RGAM Database Backup Tool differentiates among 4 different problem

levels:

Priority Name Icon

1 System error
2 Validation
A
®

error

3 Warning

4 Information

All existing errors and warnings are displayed with the corresponding icon either in a separate

Messages area or as a pop-up window. If applicable, the Messages area lists all currently existing

Description

A combination of not
acceptable incidents.

An error that occurs due
to a missing or invalid
user input.

Situation could be
optimized by further
input.

A message containing
additional information
about the current
situation.

errors and warnings sorted with descending priority.

Action by user

User interaction required.

User interaction required.

User interaction possible,
but not mandatory.

User interaction not
possible.
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Errors displayed in the Messages area

The following screenshot shows possible errors and warnings during backup configuration. The

messages are displayed with the corresponding icon, the error text and the error ID in brackets.

For more information on error IDs, see the section “Error codes and error messages”, page 39.

Note: The screenshots shown are examples and may appear differently depending on the user

and the context.

1 RGAM Database Backup Configuration Tool

RGAM Database Connection Parameters

Database Instance:

Backup Storage Location

Local MNetwork

Backup Name:

[] Activate backup schedule

Create backup now

C—— Tv

Initial backup time Recurrence

Daily

Weekly

Monthly

Save backup setings

Restore backup settings

Messages

If Rotor-Gene AssayManager

(D) (RGAM) was installed including the
standard SOL Express server from
RGAM instsliation package, sslsct
"RGAM default database™ as
batkup source. f Rotor-Gene
‘AssayMenager was instaled using
a cusiom SQL server that was
instalied before, select "Custom
Database” as backup source and
provide the required login
information. (2440018)
There i no backup schedule

@ defined. The settings will not be
applied to a regular backup
process. (2440020)

Select database source for
backup. (2440001)

Thursday, October 13, 2016

| Messages
area
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Detailed view of the Messages area

Meszages

There is no backup schedule
defined. The settings will not be
applied to a regular backup
process. (2440020)

Select a folder location to store the
backup. (2440008)

©

Define a name for the backup
(2440002)

There are unsaved changes in the
backup settings. Click on "Save
backup settings" before switching
to another environment. (2440023)

P NN

lcon Error/warnings text Error ID

Error message pop-up window

Error icon Error headline

Error/warnings text

™ Connection failed. Reason; User ‘Admin’ is
not allowead to restore database on sServer
‘RGAMINSTANCE', User password Is
incorrect, (2410017)

Error ID |

Each error ID is unique. Have the error ID ready if QIAGEN Technical Services are contacted for

troubleshooting. Additional screenshots of the error-containing GUI can be useful. For more

information, see the section “Troubleshooting”, page 39.
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Entering data
Shortcuts

The following hot keys are available in RGAM Database Backup Tool:

e Copy and paste operations (CTRL + C and CTRL + V)

e Navigation (tab key, cursor keys)

The following keyboard shortcuts can be used when entering data:

e F2 to start editing
® Escape to cancel the input

® Return to commit an input

Using the date picker

Dates can be entered manually into date fields using the keyboard or by using an inferactive date
picker in the form of a pop-up calendar. A calendar icon () is positioned at the right side of

every date field.

Click the calendar icon I3y to open the pop-up calendar.

Start date [23.10.2016 )] ——»  Start date [23.10.2016 Iglmmam [2311:

— P Oktober, 2016 NC|
Mo Di M Do Fr Sa So
* RGaMIl 2 4 5 6 7 8 9
\ Reami{ 10 M 12 13 14 15 16

17 18 19 20 21 22 |23
RGAMIR o4 25 26 27 28 20 20
\ RGAMI 31

[ |Today :23.11.2016

Change to the previous/next month by clicking the arrow icons [E] and [[&].
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Hover over the year label (m) to display additional control arrows. These are used to quickly
jump to the next year (up arrow) or previous year (down arrow):
r MNext year
April, 2012

LPrew'nus year

Entering a date with the date picker

1. Click the calendar icon (E) () next to the date field to open the calendar pop-up.

2. Continue using the following scheme:

To Do this

Change the year Hover the mouse over the year (E)

The date is displayed in blue. Additional control arrows are
shown.

Click the “up” arrow to change fo the next year.

Click the “down” arrow to change to the previous year.

Change the month/day Click the “left” arrow (E) to change to the previous month.

Change the “right” arrow () to change to the next month.
Click the date of the desired day.

RGAM Database Backup Tool workspace

RGAM Database Backup Tool is divided into 3 environments. Switch between the environments
by selecting the appropriate icon in the main toolbar. The following environments are available:

e Backup environment

® Restore environment

e Backup History environment

The icon of the currently active environment is highlighted with white font and a lighter blue

background color.
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Environment

General elements

Description

Used to adjust the settings for creating manual or automatically
scheduled backups.

Used to restore a previously generated backup.

Shows a history of previous backup and restore tasks.

The workspace of an environment consists of an environmentspecific working area and the

following general elements:

® Menu

® Main toolbar
® Messages area
e Button bar

e Status bar

Menuy —{ Fi= e

Datatiase britance:

BLow

st Name

O tstwan:

Working __|
area

Limit mnameat o stsrect
T T

Imitial haciup time
N}

Crowte tadhg fom

5 RAM Databaie Backp Confguration Tool »

EGAM Datsbawe Connestion Parsmeton

Bk St Lexaficn

Bl Activate bachup schesdole

Mensagen

Tharn srg urbaves chargen i e

A\ e setngs. Cick on “Save
Dathup semngs” Eete bumneg
15 v anwecemant. (1640521

Rl Detar Catarase ¥

Ciliarsl

Bathug

Qe @he

Recurrence
O Daty

Hutontny [ Tumsny [ Wesrwniny [ Thorstay ] Frisey
L e R PR P

O onmey

s

Main
toolbar

Messages
area

Button
ar

| Status
bar
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Menu

File menu

File Help
Exit

Click Exit to close the RGAM Database Backup Tool. If there are unsaved data, a warning will

appear.

Help menu

Click Help and the About RGAM Database Backup Tool Configuration Tool dialog box appears
and displays information about the RGAM Database Backup Tool.

Main toolbar

The main toolbar contains the environment icons area.

Backup History

Environment icons

The environment icons are used to change to the corresponding environment. The currently active

environment is highlighted.

Messages area

Depending on the selected environment and the corresponding dialog within the environment,
there is a Messages area containing all warnings, errors and information related to the current

operation.
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Example of the Messages area in the Backup environment:

RGAM Database Backup Configuration Tool

Z
File  Help

Database Instance:

Backup Storage Location

Local MNetwork

Backup Name:

[] Activate backup schedule

Initial backup time

Create backup now

RGAM Database Connection Parameters

C—— Tv

Recurrence
Daily

Weekly

Monthly

Save backup setings

Restore backup settings

Messages

If Rotor-Gene AssayManager
(RGAM) was installed including the
standard SOL Express server from
RGAM installation package, select
"RGAM defsult datsbase” as
backup source. If Rotor-Gene
‘AssayManager was installed using
a cusiom SOL server that wes
installed before, select "Custom
Database” as backup source and
provie the required login
information. (2440018)

There is no backup schedule
defined. The settings will not be
applied o a regular backup
process. (2440020)

Select database source for
backup. (2440001)

For more information, see section “Errors displayed in the Messages area”, page 19.

| Messages
area
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Button bar

The button bar is placed at the bottom of the screen. It contains buttons specific for the selected

environment.

1 RGAM Database Backup Canfiguration Tool

Messages

RGAM Database Connection Parameters
There are unsaved changes in the
_— backup seltings. Click on "Save

Database Instance: [ RGAM Detautt Dstabase] ¥ m:ws semgs" before switching

1o another environment. (244D023)

“Test Connection |
Backup Storage Location

@Llocal O Network CAUsers\ @

Backup Name: | Backup
Limit number of stored O Yes @No
backup files?

[l Activate backup schedule

Initial backup time Recurrence
08:00 O oaily
EMonday [JTuesdsy [JWednesday [JThursdsy [#lFriday
@ Weekly
[ satwdey [] Sunday
Q Monthiy
Create backup now Save batkup settings estore backup & e Button
bar

Status bar

The status bar appears on the screen below the button bar and displays the day and date.
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Backup Environment: Creating Backup Files

The following 3 steps are required to create a backup file:

® The connection fo the Rotor-Gene AssayManager database must be set up.

® The backup file storage location needs to be defined.

@ Creation of the file can be initiated manually or by defining an automatic backup schedule.

Connecting to the Rotor-Gene AssayManager database
Default database

1. Open the Backup environment in the main toolbar.

RGAM Database Connection Parameters

Database Instance: RGAM Default Database ¥

2. If you are using the default Rotor-Gene AssayManager database (Microsoft SQL Server
Express), select the RGAM Default Database () from the drop-down menu in the RGAM

Database Connection Parameters working area.

3. Click Test Connection (E) to test if the Rotor-Gene AssayManager default database

connection is successful.

An information message will appear if the connection is successful.
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Custom database

1. Open the Backup environment in the main toolbar.

RGAM Database Conneclion Parameters

Database Instance: |W DB Instance Nameé: E
m DB User Name:
DB Password: B D

el Connecon E

2. If you are using a custom Rotor-Gene AssayManager database, select Custom Database ()
from the drop-down menu in the RGAM Database Connection Parameters working area.
Additional fields for required custom database information open automatically.

3. Enter the database instance name (E), the database user name () and the database
password (E), if applicable, into the corresponding fields.

4. Click Test Connection (E) to test if the Rotor-Gene AssayManager custom database
connection is successful.

An information message will appear if the connection is successful.

Note: In many laboratories, a periodic password change is mandatory for regulatory reasons.
Always make sure that the current password for the custom database source is entered into the
RGAM Database Backup Tool, otherwise the software will not be able to create backup files

successfully.
Defining the storage location

After a connection is successfully established to the Rotor-Gene AssayManager database (default

or custom), the backup storage location needs to be defined.

Note: QIAGEN recommends that backup files should be stored in a second location in addition to
the computer where the Rotor-Gene AssayManager software and the Database Backup Tool

software are installed.
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Local storage location

. In the Backup environment, click on the appropriate radio button if the backup files will be

stored locally ()

Backup Storage Location

B

@ Local (O Metwerk

Backup Name: :m

Limit number of stored QYes @No E
backup files?

. Enter a storage path manually (E) or use the Browse button () to navigate to the desired

storage location.

. Enter a name for the backup file in the field (E)

Note: Every backup file automatically receives a time stamp addition.

Note: QIAGEN recommends using allocatable names for the backup files. If you are using
more than one computer with Rotor-Gene AssayManager software with default database
instances installed, make sure that the backup file name is ascribable to the respective
computer.

Indicate if a limited number of stored backup files is desired (E)

If a limit is desired, activate the Yes radio button. Enter the maximum number of stored backup

files in the additional field that appears.

If no limit is desired, select the No radio button.

Network storage location

1.

In the Backup environment, click on the appropriate radio button if the backup files will be
stored on a network location ()

Additional fields requiring the network information will open automatically.

Backup Storage Location

B
O Local (@ Network Domain Name:
Backup Name: User Account: m
Limit number of stored Qves @No I3 Password:
backup files? H E

. Enter a storage path manually (E)

Enter the network domain name (), the user account (E) and the password, if applicable,

(E) into the corresponding fields that are required to connect to the network storage location.
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4. Click the Test button () to test the connection to the network folder.
An information message will appear if the connection is successful.
5. Enter a name for the backup file ()
Note: Every backup file automatically receives a time stamp addition.

Note: If you are using the network as storage location, continuous access to the network

domain is required for a successful backup process; credentials must be up to date.

Note: QIAGEN recommends using allocatable names for the backup files. If you are using
more than one computer with Rotor-Gene AssayManager software with default database
instances installed, make sure that the backup file name is ascribable to the respective

computer.
6. Indicate if a limited number of stored backup files is desired (m)

If a limit is desired, activate the Yes radio button. Enter the maximum number of stored backup

files in the additional field that appears.

If no limit is desired, select the No radio button.

Note: If a network location is used for backup file storage, network access must always be

guaranteed otherwise a backup job may fail.

Note: In many laboratories, a periodic password change is mandatory for regulatory reasons.
Always make sure that the current password for the network storage location is entered into the
RGAM Database Backup Tool, otherwise the software will not be able to create backup files

successfully.

Initiating a backup

Note: Always make sure that there are no tasks in progress in Rotor-Gene AssayManager

software before initiating a backup.
Initiating a backup manually

1. Enter the settings for the Rotor-Gene AssayManager database connection and the backup

storage location.

2. Click Save backup settings then press the Create backup now button to start creation of the

backup file.

Save backup settings Restore backup settings

Rotor-Gene AssayManager Database Backup Tool User Manual  02/2017 30



Defining an automatic backup schedule

1. Click the Activate backup schedule check box ()

[#] Activate backup schedule
Initial backup time Recurrence
08:00 Q Daily
[3] O weeky
3 ® montny | v |

2. Enter the Initial backup time in the field (B)
3. Click the appropriate radio button to define the interval of the backup schedule: daily (),

weekly (E) or monthly (E)

For Weekly, select the desired weekday from the additional fields that appear.

[#] Activate backup schedule
Initial backup time Recurrence
05:00 © Daily
B [Imenday []Tuesday []wednesday []Thursday []Frigay
m @ Weekly

D Saturday D Sunday

© Manthy

For Monthly, select a day of the month from the additional fields that appear.

Note: Do not use days 29 to 31, since these days are not valid for all months. Select Last if

backup file creation is scheduled for the end of the month.

4. Save the settings with the Save backup settings button of the button bar.

Create backup now

To restore the settings as they were before changing, press Restore backup settings.
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Notifications of the backup process

When creation of a backup file is initiated (manual or scheduled), the RGAM Database Backup

Tool reports the start of the backup job process with the following message:

© RGAM Database Backup Tool * *

A new backup job for the RGAM database
RGAMINSTAMNCE was started,

Status of the backup job is also reported. For example, the following message is displayed after a

successful backup:

@ RGAM Database Backup Tool X[ X
A new backup for the RGAM database RGAMINSTAMNCE
was finished successfully,
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Restore Environment: Restoring a Database

To restore a Rotor-Gene AssayManager software database, the following 3 steps are required

before the restore can be started:

e The connection to the Rotor-Gene AssayManager database must be set up.
e The super user or administrator password of Rotor-Gene AssayManager is entered.

e Select the file to be restored.

Note: Make sure that the correct version of Rotor-Gene AssayManager software corresponding to

the database is installed before restoring a backup to a computer or custom database.

Note: Always make sure that Rotor-Gene AssayManager is not started on any computer

connected to the target database before initiating a restore process.

Note: Existing Report Profiles are not included in a backup file. Save Report Profiles locally and
import them after a successful restore process. For further details, refer to the appropriate

Rotor-Gene AssayManager Core Application User Manual.
Restore: Connecting to the Rotor-Gene AssayManager database
Default database (Microsoft SQL Server Express)

1. Open the Restore environment in the main toolbar.

RGAM Database Connection Parameters

Database Instance: | A

RGAM Admin User Name:

EER

RGAM Admin Password:

2. In the RGAM Database Connection Parameters working area, select RGAM Default Database
from the drop-down list in the Database Instance field (I§)

For security, enter the Rotor-Gene AssayManager super user or administrator user name (E)
and corresponding password () in the appropriate fields.

Note: User name and password must be the ones from the database that will be replaced by
the backup. The user logins of the restore file are available only after the backup has been

restored successfully.

3. Click Test Connection (E) to test the connection to the Rotor-Gene AssayManager default

database.

An information message will appear if the connection is successful.
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Custom database

1. Open the Restore environment in the main toolbar.

RGAM Database Connection Parameters

Database Instance: [ Custom Database v DB Instance Name: D]
RGAM Admin User Name: B DB User Name: [E|
RGAM Admin Password: DB Password:

2. In the RGAM Database Connection Parameters working area, select Custom Database from the
drop-down list in the Database Instance field () Additional fields for the custom database
information will open.

For security, enter the Rotor-Gene AssayManager super user or administrator user name (E)
and corresponding password () in the appropriate fields.

Note: User name and password must be the ones from the database that will be replaced by
the backup. The user logins of the restore file are available only after the backup has been
restored successfully.

3. Enter the database instance name (E) the database user name (E) and the database
password () if applicable, into the corresponding fields.

Note: Database super user privilege is required.

4. Click Test Connection () to test the connection to the Rotor-Gene AssayManager custom

database.

An information message will appear if the connection is successful.
Passwords
If the Rotor-Gene AssayManager super user or administrator password is no longer available,

contact QIAGEN Technical Services to reset the password. The password reset requires an on-site

visit by a QIAGEN service engineer.
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Selecting the backup file

The desired backup file to be restored is selected after a successful connection is established to

the Rotor-Gene AssayManager software database (default or customized).

Note: The action fields in the Select file to be restored area are activated only after a database

connection is established.

1. Enter a storage path manually () or use the Browse button (E) to navigate to the storage

location of the desired backup file.

Select file to be restored:

Path: Browse
B

2. Select the backup file to use for the restore and confirm the choice by clicking Open.

Note: A backup file from a network location cannot be used in a restore operation. The file

must be copied to the local hard disk.

Note: To prevent data loss, always use the latest available backup file to restore a Rotor-Gene

AssayManager database.
Note: Every backup file receives a time stamp addition automatically.

3. When the backup file is selected and confirmed, initiate the restore process by clicking the

active Restore Backup button.

Important: After a restore process is initiated, the data in the backup file used for the restore
process overwrites the current Rotor-Gene AssayManager database. Any non-secured data is

irrevocably lost.

Rotor-Gene AssayManager Database Backup Tool User Manual  02/2017

35



Backup History Environment

The Backup History environment consists of a filter option and a table listing the history of

completed backup or restore jobs.

Filter option panel

The filter option panel allows a user to search for completed backup or restore jobs within a
specific time frame. Dates can be entered manually into the Start date and End date fields using

the keyboard. Dates can also be entered with the interactive date picker.

For detailed information, see sections “Entering data”, page 21, and “Entering a date with the

date picker”, page 22.

Press Apply Filter to generate a list in the History of completed backup or restore jobs table of all

backup and restore jobs matching the filter criteria.

e B |
| [ ow
Main
toolbar
4| History of comletes backup or restore jobs
Filter option
. T
Jat nam Ovabase insmace  [Sachup e startuma - | Messages
|
N +  RGAMINSTANCEBackupl.. RGAMINSTANCE Test 20160913 1626162ip 1309.20161626  Backup job completed successhully area
H|5007 of completed backup
or restore jobs table

|
Y | Sros
' b

ar

The table contains 5 columns with the information:

e Job name

e Database instance
® Backup file

e Start time

e Status
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Resetting Rotor-Gene AssayManager After a
Database Restore

After a successful restore of the Rotor-Gene AssayManager software database, some Rotor-Gene
AssayManager settings and files have to be checked, imported and/or reset. These are:

® local seftings, e.g., LIMS output folder path

e Report Profiles

e Audit trail
Resetting the LIMS output folder path and local settings

If the functionality Export results to LIMS was used before a Rotor-Gene AssayManager database
restore, then the LIMS output folder path is no longer available after the database restore. The

LIMS output folder path, and other local settings, must be redefined.

1. Open Rotor-Gene AssayManager and log in with administrator privileges.
Click on the Configuration environment.

Select the Settings tab.

M oS

Scroll down to the Local Settings area and enter the LIMS output folder path manually or via

the Browse button function.

©

Check and redefine all other local settings.

6. Press Save.
Reimporting Report Profiles

Previously imported Report Profiles are no longer available following a Rotor-Gene

AssayManager database restore. Follow these steps to reimport Report Profiles.

1. Open Rotor-Gene AssayManager and log-in with administrator privileges.
Click on the Configuration environment.

Select the Report Profiles tab.

A 0N

Click on Import and import the previously saved Report Profiles to Rotor-Gene AssayManager.
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Audit trail settings

If a Rotor-Gene AssayManager database restore was performed on a different computer, the
Audit trail settings for This computer are not available. The computer configuration for the Audit

trail filter setting has to be updated.

For further details, refer to the appropriate Rotor-Gene AssayManager Core Application User

Manual.
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Troubleshooting

This section provides information about what action to take if an error occurs when using RGAM

Database Backup Tool.
Resolving error messages and warnings

Error messages and warnings are displayed when a problem occurs during the operation of
RGAM Database Backup Tool software. All messages have an error ID that is displayed at the

end of the error message. It is possible for several errors to be combined in one message.

Refer to the error IDs listed in the following section if an error message or warning appears. If
error messages or warnings appear that are not listed here, or if the error cannot be resolved,
note the error ID, the error text and the steps leading to the error before contacting QIAGEN

Technical Services.

Note: If QIAGEN Technical Services are consulted for troubleshooting of an error, note the steps
leading to the error and the information from any dialog box that appeared (or at least the error

IDs). This will help the QIAGEN Technical Service Specialist to resolve the error.

If there are problems with a specific experiment, create a support package and send it to
QIAGEN Technical Services.

Error codes and error messages

The following table shows error messages that might occur during operation of RGAM Database
Backup Tool software. If QIAGEN Technical Services is contacted, provide the service specialist
with the following information:

® Actions performed before the error message occurred

® The error ID

The error ID is unique and assists QIAGEN Technical Services to clearly identify the error

message.
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Error ID

Error text

2410006
2410008

2410017
2410020
2410022
2410023
2410024
2410025
2410026

2410027

2410028
2410032
2410033
2410035

2440029

2440041

2470000

2470001

2470002

2470003
2470004
2470005

2470006
2470007
2470008
2470009
2470010
2470011

The defined local path does not exist. Select a different path.

The defined network storage location does not exist or cannot be accessed. Select a
different path.

Connection failed. Reason: {0}.

Restore job failed. Reason: {0}.

The execution of the backup job failed.

Backup failed. Reason: {0}.

Connection fo database cannot be established.
Storage location was not found.

A connection fo the RGAM default database server could not be established. Please
check that the SQL Express server is running and accessible.

You do not have write permissions to the specified backup storage location. Select a
different path.

Error occurred while configuring windows scheduler task.
The restoration of the backup job failed.
Restore failed. Reason: {0}.

A connection to the RGAM default database server could not be established. Please
check the given connection properties and also that the SQL Express server is running
and accessible.

A connection to the configured database instance could not be established. Please check
the given connection properties.

A connection fo the configured network path could not be established. Please check the
given connection properties for network path.

Access to the target directory {0}’ is denied. The backup could not be stored at the
defined location.

The target directory '{0}' could not be found. The backup could not be stored at the
defined location.

The path to the target directory '{0}' is invalid. The backup could not be stored at the
defined location.

The given mode '{O}' is invalid. Please choose either 'Backup' or 'Restore’.
Restore zip file '{O}' has invalid contents.

Access o the target file ‘{0}' is denied. The restore zip file could not be accessed from
the defined location.

The path to the restore zip file '{0}' is invalid.

The restore zip file '{0}' could not be found.

Parameter '{0}' is missing. Please specify a value for it.

The connection to the database server '{0}' could not be established.

An error occurred while creating a database backup for task id '{0}'.

An error occurred while connecting to database '{0}' on server '{1}'.
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Error ID

Error text

2470012
2470013

2470014

2470015

2470016
2470017
2470018

2470019

2470020
2470021

2470022
2470023
2470030

2470031
2470032

2470033

2470034

2470035
2470049
2470050

Database '{0}" is not found on server '{1}'".

An incompatible SQL Server version was defected. The RGAM Database Backup Tool
requires an SQL Server version 2008 or later.

The given database backup was created by a server with a different, incompatible
version and cannot be restored.

An error occurred while checking if the database server '{0}' is installed on the local
machine.

An error occurred while restoring databases for task id '{0}'.
This database instance is not a Rotor-Gene AssayManager database.

The database server '{0}' is not installed on your local machine. The RGAM database
backup tool only supports backups of locally installed databases. Please check that the
server name is spelled correctly and use the application on the machine hosting the
database server.

The database server '{0}' is not installed on your local machine. The RGAM database
backup tool only supports backup restoration on locally installed servers. Please check
that the server name is spelled correctly and use the application on the machine hosting
the database server.

An error occurred while determining the SQL server version.

It was not possible to determine if the provided RGAM user is allowed to overwrite
existing data in the target database instance '{0}'".

The configuration file {0}’ could not be found.
The given configuration file is not in a valid format.

Failed to detect user role on database instance '{0}'. User check returned more than one
user with user name '{1}'.

User '{0}' is not allowed to overwrite existing data by a restore operation on server '{1}'".

User '{0}' is not allowed to overwrite existing data by a restore operation on server
'{1}'. The given password is incorrect.

There are open connections to the defined database instance. Check that all RGAM
client connections are closed before starting the restore operation.

Login failed for user '{0}'. Check that username and password are correct and that the
user exists on server '{1}'.

Access to backup file with current server login settings is denied.
There is not enough free space on your hard disk to create the backup.

There is not enough free space on your hard disk to restore the backup.
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Appendix: Generating Standard User Accounts for
Windows

Windows 10

To create a standard user account in Windows 10, please follow these steps:

1. Rightclick on the Windows icon in the lower-left corner of the screen.

Select Computer Management.

Programs and Features
Mobility Center

Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin])

Task Manager

Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop
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2. Expand Local Users and Groups.

;{' Computer Management
File Action View Help

o= T = HE

;{. Computer Management (Local)
v i} System Tools

> @ Task Scheduler
Event Viewer
Shared Folders
»>{# Local Users and Groups

Performance

% Device Manager
v g Storage
= Disk Management
» _-:_'¢ Services and Applications

MName

m System Tools

E Sterage

:d@ Services and Applications

;Q'_' Computer Management
File Action View Help

o= |F = HE

;E' Computer Management (Local)
v [?3 System Tools

> @ Task Scheduler
Event Viewer

» [z Shared Folders
~ i Local Users and Groups
[ Groups
> @ Performance
% Device Manager
v 23 Storage
= Disk Management
i’lﬁ'i Services and Applications

v

Mame

'ﬁ’,} System Tools

Sterage

_'?’Q Services and Applications

3. Select Users. With Users highlighted, click Action.

;5' Computer Management

File View Help

% 2E o HE

;A'-' Computer Management (Local) Mame
w ]ﬁ System Toels &ladmm

¥ @ Task Scheduler &j)\dmim;ﬂator
> g Event Viewer

> &l Shared Folders %Dm”mm”"t
~ @ Local Users and Groups 3] Guest

| Users

] Groups

> @ Performance

A Nevics Mananer

Full Narme

Description

Built-in account for administering...
A user account managed by the s...

Built-in account for guest access t...
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4. Select New User....

;*-' Computer Management
File = Action View Help

e

;*I o Refresh MName Full Mame
o1 :
VI ot List.. B 2 dmin
. Hel &jAdministrator
£l "
’ F &jDefaultAccount
> ared rFolders .
w %‘ Local Users and Groups &JGUESt
7 Users
| Groups
> @ Performance
A Device Manager
Mew User ? %
Iser name: |Operc|tor |
Full name: | |
Description: | |
Password: TIIITI) |
Corfirm password: T |

User must change password at nexd logon:

|User cannot change password

Password never expires
[] Account is disabled

Help Create Close

5. Enter the user name “Operator” and set a password that is compliant with your security rules.

6. Uncheck User must change password at next logon to allow more options.
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Mew User ?
User name: ‘ODEHT:IWF
Full name: |
Description: ‘
o ™
Password: |........
Corfirm password: LA LA LL Ll
[lilser must change password at nexd logon:
[ User cannet change password
;_D Password never expires y
] Account is disabled
Help Create Close
7. Click Create to finish.
MNew User 7
User name: |ODE*|ETOF
Full name: |
Description: |
Password: |........
Corfim passward: |""""
[illzer must change password at next logan;
[] User cannat change password
[] Password never expires
[] Accourt is disabled
Help Create Close
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8. Add another user or click Close. All existing local users are shown in the Users list.

Mew User

et

User name: ||

Full name: |

Description: |

Password: |

Corfim password: |

User must change password at next logon
|User cannot change password

Password never expires
[] Accourt is disabled

Help

A Computer Management
File Action View Help
L ARl al A=Y

o

& Computer Management (Local) Name Full Name
v [ System Tools el
4 admin

(D) Task Scheduler &4 Administrator
2] Event Viewer

s2] Shared Folders %gmum““"t
v @ Locsl Users and Groups -y Guest
= Users B Operator Operator
7 Groups

() Performance
% Device Manager
tj Storage
s Services and Applications

9. Close Computer Management.

Description

Built-in account for administering..

A user account managed by the s...

Built-in account for guest accesst...

Change the password of the currently logged-in user
CTRL + ALT + DELETE and selecting Change a password from the available options.

Actions

Users -
More Actions

by pressing the key combination
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Windows 7

To create a standard user account in Windows 7, please follow these steps:

1. Open the Windows Control Panel via the Start menu and select User Accounts/Manage
accounts. Choose Create a new account.
If you are using the Windows display option View by: Category, click on Add or remove user

accounts.
[ L l [ESE==)

)[R « UserAccounts » Manage Accounts + [ 3 ||[ Search Control Panet 2]
-

Choose the account you would like to change

| Admin
Administrator

Guest
Guest account is off

Create a new account

What is a user account?

Additional things you can do
) Setup Parental Controls

Go to the main User Accounts page L

L —_— =

r L] o e

B .
@u-lsﬂ <« Manage Accounts » Create New Account - |&, ‘l Search Control Panel pe ‘
=
Name the account and choose an account type
This name will appear on the Welcome screen and on the Start menu.
andard account users can use most software and change system settings that de not affect other users or
the security of the computer. |
) Administrater
Il Adrinistrators have complete access to the computer and can make any desired changes, Based on
notification settings, administratars may be asked to provide their password or confirmation before
making changes that affect other users.
| We recommend that you protect every account with a strong passwaord.
i Why is a standard account recommended?
[ Create Account | [ Cancel
|

b =

2. Name the account “Operator” and select Standard user as the account type.
Click Create Account.
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3. Go back to User Accounts and create a password for the Administrator account.

g B el

T
|82, « All Control Panel Ite... » User Accounts v |+ W Search Controi Panet ol
(= .. [])

Control Panel Home
Make changes to your user account

Manage your credentials
I Create a password for your account l e—

Create a password reset disk = ( .
Change your picture | Admin

Link online ID: . =

it s § Change your account name ‘ Administrator

Manage your file encryption -
certificates @

Change your account type

Configure advanced user

R ® Manage another account

Change my envirenment .

T H Change User Account Control settings
Seealso

%) Parental Controls

t L l [FSE =
— -
@U"“‘% « User Accounts » Create Yaur Password [ 49 || Search Controt Panet )

-

Create a password for your account

Admin
Administrator
|
(1 Mew password
i Confirm new password

If your password contains capital letters, they must be typed the same way every time you log on.
How to create a strong password

Type a password hint

i The password hint will be visible to everyone who uses this computer,
What is a password hint?

Create password | | Cancel

4. Enter the password and confirm it then click Create password.

Note: This password will be needed for installing future updates of Rotor-Gene AssayManager

or for backup and restore purposes. Please make sure that it is not lost.
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Windows XP

Non-administrative accounts are called limited users in Windows XP. Please follow these steps to
create a limited user account:

1. Open the Windows Control Panel via the Start menu and select User Accounts.

£ User Accounts

_iolx
Qe © 88 e
2] user accounts
(2] user account types
3] swichngusers Pick a task...
® (Change an account
®  Change the way users log on or off
or pick an account to change
Admin Guest
Camputer administrator & Guest accourt is off
2. Choose Create a new account.
ol
e Back e ﬁ Horne
Name the new account
Type & name for the new account:
This name will appear on the Welcome screen and on the Start menu.

3. Name the account “Operator” and click Next.
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ETEY
e pack () 83 rome

Learn About

Pick an account type

" Computer gdministratorl * Limited l

With a limited account, you can:
® Change or remove your password
# Changs your picture, theme, and other desktop settings
® VYiew files you created
® View files in the Shared Documents folder

Q] User account bypes

Users with limited accounts cannot always install programs. Depending
on the program, a user might need administrator privileges o install it.

Alsa, programs designed prior ta Windows %P or Windows 2000 might
not work properly with limited accounts, For best results, choose
programs bearing the Designed for Windows %P logo, ar, ta run older
programs, chaose the "computer administratar” account type,

< Back Create Account: Cancel

4. Select Limited for the account type and then click Create Account.
5. Go back to User Accounts.

=0lx]
e Back \) ﬂ Home:

Related Tasks
What do you want to change about

Manage my network passwords

Prevent a Forgotten password yo ur acco unt?

Change anather account

Create a new account * Change my name

Learn About —

|2] Deleting your own account

Admin
Computer
administrator

®  Changs my picturs
|2] Switching users e R

|2] Using a .MET Passpart ®  Change my account bype

*  Setupmy account to use a JHET Passport

6. Select the Admin account and then select Create a password.

=0lx]
6 Back \) m Home:

Learn About

Create a password for your account

|2] Cresting a secure password

[g) Gt s pessiord Type & new password:
= Ll

Q] Remembeting a passward |."““ |

Type the new password again to confirm:

IF your passwerd cantains capital letters, be sure o type them the
same way every time you log on.

The passward hink will be visible to everyone who uses this computer,

Create Password Cancel

7. Enter the password and confirm it then click Create Password.

Note: This password will be needed for installing future updates of the Rotor-Gene

AssayManager or for backup and restore purposes. Please make sure that it is not lost.
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Liability Clause

QIAGEN shall be released from all obligations under its warranty in the event repairs or
modifications are made by persons other than its own personnel, except in cases where the

Company has given its written consent to perform such repairs or modifications.

All materials replaced under this warranty will be warranted only for the duration of the original
warranty period and in no case beyond the original expiration date of original warranty unless
authorized in writing by an officer of the Company. Read-out devices, interfacing devices, and
associated software will be warranted only for the period offered by the original manufacturer of
these products. Representations and warranties made by any person, including representatives of
QIAGEN, which are inconsistent or in conflict with the conditions in this warranty shall not be

binding upon the Company unless produced in writing and approved by an officer of QIAGEN.
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License Terms

The following section lists the license texts displayed during installation. These texts are also
available in the RGAM Database Backup Tool software.

QIAGEN's RGAM Database Backup Tool software

Software License Agreement

TERMS AND CONDITIONS of an LEGAL AGREEMENT (the “Agreement”) by and between
QIAGEN GmbH, QIAGEN Strasse 1, D-40724 Hilden, Germany, (“QIAGEN") and you (either

an individual or a legal entity), the licensee of the software (hereinafter referred to as
“SOFTWARE”)

By opening the sealed software package(s) you are agreeing to be bound by the terms of this
Agreement. If you do not agree to the terms of this Agreement, promptly return the unopened
software package(s) and the accompanying items (including written materials) to the place you

obtained them for a full refund.

1. GRANT OF LICENSE

Scope. Subject to the terms and conditions of this agreement, QIAGEN grants you a worldwide,
perpetual, non-exclusive, and nontransferable license to use the SOFTWARE solely for your

internal business purposes.

You shall not:

modify or alter the whole or any part of the SOFTWARE nor merge any part of it with another
software nor separate any components of the SOFTWARE from the SOFTWARE nor, save to
the extent and in the circumstances permitted by law, create derivative works from, or, reverse
engineer, decompile, disassemble or otherwise derive source code from the SOFTWARE or
attempt to do any of these things

- copy the SOFTWARE (except as provided above)

- assign rent, transfer, sell, disclose, deal in, make available or grant any rights in the Software

Product in any form to any person without the prior written consent of QIAGEN;

- remove alter, obscure, interfere with or add to any proprietary notices, labels, trademarks,

names or marks on, annexed to, or contained within the SOFTWARE;

- use the SOFTWARE in any manner that infringes the intellectual property or other rights of
QIAGEN or any other party; or

- use the SOFTWARE to provide on-line or other database services to any other person.
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2. UPGRADES

If the SOFTWARE is an upgrade from a previous version, you are granted a single license to both
copies, and you may not separately transfer the prior version(s) except as a onetime permanent

transfer to another user of the latest upgrade and all prior versions as allowed in Section 4 below.

3. COPYRIGHT

The SOFTWARE, including any images, and text incorporated in the SOFTWARE, is copyrighted
and is protected by German copyright laws and international treaty provisions. You may not

copy any of the printed materials accompanying the SOFTWARE.

4. OTHER RESTRICTIONS

You may not rent or lease the SOFTWARE, but you may transfer the SOFTWARE and
accompanying written materials on a permanent basis to another end user provided you delete
the setup files from your computer, and the recipient agrees to the terms of this Agreement. You
may not reverse engineer, decompile, or disassemble the SOFTWARE. Any transfer of the

SOFTWARE must include the most recent upgrade and all prior versions.

5. NO WARRANTY

The SOFTWARE is provided "as is" without warranty of any kind, express or implied, including
without limitation any implied warranties of merchantability, fitness for a particular purpose or

non-infringement with respect to the SOFTWARE and the accompanying written materials.

6. CUSTOMER REMEDIES

QIAGEN entire liability and your exclusive remedy shall be, at QIAGEN's option, either (a) return
of the price paid or (b) repair or replacement of the SOFTWARE that does not meet QIAGEN's
Limited Warranty and that is returned to QIAGEN with a copy of your receipt. This Limited
Warranty is void if failure of SOFTWARE has resulted from accident, abuse or misapplication.
Any replacement of SOFTWARE will be warranted for the remainder of the original warranty

period or thirty (30) days, whichever is longer.

7. LIMITED LIABILITY

In no event shall QIAGEN or its suppliers be liable for any damages whatsoever (including,
without limitation, damages for loss of business profits, business interruption, loss of business
information, or other pecuniary loss, unforeseeable damage, lack of commercial success, indirect
damage or consequential damage - in particular financial damage - or for damage resulting from
third party claims) arising out of the use or inability to use the SOFTWARE, even if QIAGEN has

been advised of the possibility of such damages.
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The above restrictions of liability shall not apply in cases of personal injury or any damage
resulting from willful acts or gross negligence or for any liability based on the Product Liability Act

(Produkthaftungsgesetz), guarantees or other mandatory provisions of law.

The above limitation shall apply accordingly in case of:

- delay,
- compensation due to defect,

- compensation for wasted expenses.

8. NO SUPPORT

Nothing in this agreement shall obligate QIAGEN to provide any support for the SOFTWARE.
QIAGEN may, but shall be under no obligation to, correct any defects in the SOFTWARE and/or
provide updates to licensees of the SOFTWARE. You shall make reasonable efforts to promptly
report to SOFTWARE any defects you find in the SOFTWARE, as an aid to creating improved
revisions of the SOFTWARE.

Any provision of support by QIAGEN for the SOFTWARE (including network installation support),

if any, shall solely be governed by the Purchase Agreement or an according Support Agreement.

9. TERMINATION

If you fail to comply with the terms and conditions of this Agreement, QIAGEN may terminate this
Agreement and your right and license to use the SOFTWARE. You may terminate this Agreement
at any time by notifying QIAGEN. Upon the termination of this Agreement, you must delete the
SOFTWARE from your computer(s) and archives.

YOU AGREE THAT UPON TERMINATION OF THIS AGREEMENT FOR ANY REASON, QIAGEN
MAY TAKE ACTIONS SO THAT THE SOFTWARE NO LONGER OPERATES.

10. GOVERNING LAW, VENUE

This Agreement shall be construed and interpreted in accordance with the laws of Germany,
without giving effect to conflict of laws provisions. The application of the provisions of the UN
Sales Convention is excluded. Notwithstanding any other provision under this Agreement, the

parties to this Agreement submit to the exclusive jurisdiction of the Disseldorf courts.

RGAM Database Backup Tool is a trademark of QIAGEN.
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Trademarks: QIAGEN®, Sample to Insight®, Rotor-Gene®, Rotor-Gene AssayManager® (QIAGEN Group); Bluetooth® (Bluetooth SIG, Inc.); Core™, Intel® (Intel Corporation); Microsoff®, SQL Server®, Windows® (Microsoft
Corporation). Registered names, trademarks, etc. used in this document, even when not specifically marked as such, are not to be considered unprotected by law.

HB-2329-001 1105941 02/2017
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